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UniFi Controller User Guide

Chapter 1: Software
Installation

Introduction

Thank you for purchasing the Ubiquiti Networks® UniFi®
Enterprise System. The UniFi devices are bundled with the
UniFi Controller software, which allows you to manage
your UniFi network using a web browser.

This User Guide is for use with version 4.8.7 or above of the
UniFi Controller software.

System Requirements
» Linux, Mac OS X, or Microsoft Windows 7/8/10

» Java Runtime Environment 1.6 (1.8 or above
recommended)

» Web Browser: Mozilla Firefox, Google Chrome, Microsoft
Edge, or Microsoft Internet Explorer 10 (or above)

Network Topology Requirements

» A DHCP-enabled network (so any device can obtain an
IP address)

* One of the following:
+ UniFi Cloud Key
+ A management station running the UniFi Controller

software, located either on-site and connected to the
same Layer-2 network, or off-site* in a cloud or NOC

+ For the public address system capability of the
UAP-AC-EDU: A compatible Android™ or iOS device
located on the same Layer-2 network as the UniFi
Controller and UniFi APs

© ® | .
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Sample Network Diagram

* Requires Layer-3 adoption. For details, refer to:
http://ubnt.link/UniFi-Layer3-Adoption
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All UniFi devices support off-site management controllers.

Follow the instructions in this chapter after you install the
hardware, which is described in the Quick Start Guide.

Software Installation

Download the latest version of the UniFi Controller
software at downloads.ubnt.com/unifi

Follow the instructions for your specific computer or
device type.

UniFi Cloud Key Users

If you have the UniFi Cloud Key, please refer to “UniFi
Cloud Key” on page 5 for more information.

UniFi Cloud Users

If you have a UniFi cloud account, please refer to “UniFi
Cloud Account” on page 12 for more information.

Linux Users

Additional details on portal customization can be found in
our community site at: http://ubnt.link/UniFi-Blog

Mac Users
1. Launch UniFi.pkg.

UniFi.pkg

2. Click Continue and follow the on-screen instructions to
install the software.

ann 0 In1al inifi

Walcome 1o the Unifi instalier

 introduction
® Destmar ke ‘Yiou will be guided through the steps necessary to
- instal this software.

 Summal¥

Conto

3. Go to Go > Applications and double-click the UniFi
icon.

enn Ll Aaplications
< 7] Bz s o) a-) a

Proceed to “Configuring the UniFi Controller Software”
on page 2.
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Chapter 1: Software Installation

PC Users

1. Launch UniFi-installer.exe.
2. Click Install.

i Unsfi S [
Welcome 1o the UniFi Selup Wizard

T szl st 22y B the elaton of L
D racommanced St vou cose ol 5w sppicators
b i Sets. The vl s o pri b ocete

s g st g 0 St
Esmouter

ook il 0 st P rgingen

3. If your computer doesn’t have Java 1.6 or above
installed, you will be prompted to install it. Click Install
to continue.

@ Sun
Welcome to Java™
it e
yous intemet xparience come o e
How:
4 hare dex e edermaban nowhatwe do colaet
Chick nizal SO —
T Chirge destnation ks T
4. Click Next.
o Ui Samaps ke p——
[ st ellstion Complete

UiFi i s i

5. Ensure that the Start UniFi Controller after installation
option is checked and click Finish.

o UriFi Senups =250 )
Completing the UniFi Setup Wizard

Lo g b sl o o ompue

Note: The UniFi Controller software can also be
launched from Start > All Programs.

UniFi Controller User Guide

Configuring the UniFi Controller Software

1. The UniFi Controller software startup will begin. Click
Launch a Browser to Manage Wireless Network.

ans Cantrolla

UniFi Controller 1

UniFi
Copyrght © 2003-201% Ubigui Heteatks ing. AL Rights Reserved.
o Unifl Conmroller 14.8.7) varted Hade

Lausch 4 Browser £ Manige the Network

2. Select your country and time zone. Alternatively, you
can click restore from a previous backup to use a file
that contains your backup settings. Click Next.

e ]

Note: U.S. product versions are locked to the U.S.
Country Code to ensure compliance with FCC
regulations.

3. Select the devices that you want to configure and
click Next.

Ubiquiti Networks, Inc.
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4. The UniFi Setup Wizard will create a secure primary
wireless network for your devices. Perform the
following steps:

a. Enter the wireless network name (SSID) in the Secure
SSID field.

b. Enter a passphrase to be used for your primary
network in the Security Key field.

c. To enable guest access, select Enable Guest Access,
and enter a guest network name in the Guest
SSIDfield.

d. Click Next.

5. Enter an admin name in the Admin Name field and
password in the Password field to use when accessing
the management interface as a super admin. Confirm
your password in the Confirm Password field. Click
Next.

o e. .e___-_a:

@ Note: Only the super admin - not any site admin -

can view devices that are Pending Approval and
then adopt them on the UniFi Controller. Ensure
that you save the super admin login information for
future use.

Ubiquiti Networks, Inc.
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6. Review your settings. Click Finish to save your settings
or click Back to make changes. Once the wizard
is finished, the browser will be redirected to the
management interface.

0 0 0 0 ¢

Congratulations, your wireless network is now configured.

A login screen will appear for the UniFi Controller
management interface. Enter the admin name and
password that you created and click Login.

Proceed to “Using the UniFi Controller Software” on
page 17 for information on using the UniFi Controller
software.
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Chapter 2: UniFi Cloud

Introduction

You can access the UniFi Controller via the UniFi Cloud Key
and/or the UniFi cloud account. This chapter describes the
following:

» UniFi Cloud Key
+ "UniFi Cloud Account” on page 12

UniFi Cloud Key

The UniFi Cloud Key includes the pre-installed UniFi
Controller software.

System Requirement

Web Browser: Google Chrome, Mozilla Firefox, Microsoft
Edge, or Microsoft Internet Explorer 10 (or above)

Network Topology Requirement

A DHCP-enabled network (for the UniFi Cloud Key to
obtain an IP address)

0 — O |
UAP-AC-LR UAP-PRO -

UAP-AC Outdoor

E e S A s

UniFi Switch

UniFi Cloud Key
LAN

w—[]mn CLLEEET L

WAN UniFi Security

Gateway PRO
———
~ O\

-~

Internet

Sample Network Diagram

Software Installation

After you follow the hardware installation instructions
in the UniFi Cloud Key Quick Start Guide, use one of the
following methods to launch the software:

+ If you are using Chrome, go to the Chrome Instructions
section (recommended).

« If you are using a different web browser, go to
“Instructions for Other Web Browsers” on page 7.

Ubiquiti Networks, Inc.
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Chrome Instructions

1. Ensure that your host system is on the same Layer-2
network as the UniFi Cloud Key.

2. Launch the Chrome web browser and type
https://unifi.ubnt.com in the address field. Press enter
(PC) or return (Mac).

[ <|» ][C) https://unifi.ubnt.com

3. Enter the username and password for your UBNT
account. Click Sign In.

O sccount for a6 Ubscpats services.

[T T T sty Py Pty

4. Click Find Cloud Key.

Note: The default fallback IP address of the UniFi
Cloud Key is 7192.168.1.30.

5. If the Ubiquiti® Device Discovery Tool is already
installed, proceed to step 7.

If the tool is not installed, you will be prompted to add
it. Proceed to step 6.
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6. Toinstall the tool:
a. Click Install.

b. Click Add app to confirm.

Add "Ubigquiti Device Discovery Tool™?

W
L824 ubers |

7. The Ubiquiti Device Discovery Tool will search for the
UniFi Cloud Key. Select it to continue.

8. Configure the UniFi Controller:
a. Select the appropriate country.
b. Select the appropriate time zone.

c. Enter an admin name in the Admin Name field
and a password in the Password field to use when
accessing the management interface.

d. Confirm your password in the Confirm Password
field.

e. Keep the IP address or enter a hostname in the
Controller Hostname field.

f. If you want to set up an SSH login for management
access to the UniFi Cloud Key, then select Use
non-default SSH credentials. Enter a username in
the SSH Username field, and enter a password in the
SSH Password field.

g. Click Submit to save your changes.

UniFi Controller User Guide

9. Wait for the UniFi Controller to be adopted, and then
selectit.

10.Click Launch Site.

» 1002183

A login screen will appear for the UniFi Controller
management interface. Enter the admin name and
password that you created and click Login.

Proceed to “Using the UniFi Controller Software” on
page 17 for information on using the UniFi Controller
software.

Note: A future feature will enable backup of the
UniFi Controller database and configuration on the
included microSD card.

Ubiquiti Networks, Inc.
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Instructions for Other Web Browsers

1. Ensure that your host system is on the same Layer-2
network as the UniFi Cloud Key.

2. The UniFi Cloud Key is set to DHCP by default, so it
will try to automatically obtain an IP address. Assign a
specific IP address to the UniFi Cloud Key, or check the
DHCP server for its IP address.

Note: The default fallback IP address of the UniFi
Cloud Key is 7192.168.1.30.

3. Launch the web browser. In the address field, type
https:// followed by the appropriate IP address. Press
enter (PC) or return (Mac).

{ <|» } {C) https://<IP_address>

4. Click Manage to run the UniFi Setup Wizard.

‘ UIiTFi ez

’ Ui eamxm

Note: You can click Configure to change the
settings of the UniFi Cloud Key (refer to “UniFi
Cloud Key Configuration” on page 8 for

more information). The default login is ubnt/ubnt
or root/ubnt.

5. The UniFi Setup Wizard screen appears. Alternatively,
you can click restore from a previous backup to use a
file that contains your backup settings. Click Next.

Note: U.S. product versions are locked to the U.S.
Country Code to ensure compliance with FCC
regulations.

Ubiquiti Networks, Inc.
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6. Select the devices that you want to configure and
click Next.

7. The UniFi Setup Wizard will create a secure primary
wireless network for your devices. Perform the
following steps:

i =t

a. Enter the wireless network name (SSID) in the Secure
SSID field.

b. Enter a passphrase to be used for your primary
network in the Security Key field.

c. To enable guest access, select Enable Guest Access,
and enter a guest network name in the Guest
SSIDfield.

d. Click Next.

8. Enter an admin name in the Admin Name field and
password in the Password field to use when accessing
the management interface as a super admin. Confirm
your password in the Confirm Password field. Click Next.

ol -
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Note: Only the super admin - not any site

admin - can view devices that are Pending
Approval and then adopt them on the UniFi
Controller. Ensure that you save the super admin
login information for future use.

9. Review your settings. Click Finish to save your settings
or click Back to make changes. Once the wizard
is finished, the browser will be redirected to the
management interface.

0 0 0 0 ¢

Congratulations, your wireless network is now configured.

A login screen will appear for the UniFi Controller
management interface. Enter the admin name and
password that you created and click Login.

Proceed to “Using the UniFi Controller Software” on
page 17 for information on using the UniFi Controller
software.

Note: A future feature will enable backup of the
UniFi Controller database and configuration on the
included microSD card.

UniFi Controller User Guide

UniFi Cloud Key Configuration

Login Instructions

1. Ensure that your host system is on the same Layer-2
network as the UniFi Cloud Key.

2. The UniFi Cloud Key is set to DHCP by default, so it
will try to automatically obtain an IP address. Assign a
specific IP address to the UniFi Cloud Key, or check the
DHCP server for its IP address.

Note: The default fallback IP address of the UniFi
Cloud Key is 7192.168.1.30.

3. Launch the web browser. In the address field, type
https:// followed by the appropriate IP address. Press
enter (PC) or return (Mac).

{ <| > } {C) https://<IP_address>

4. You have two options:

+ Manage Click Manage to access the UniFi
Controller. Proceed to “Using the UniFi Controller
Software” on page 17 for more information.

+ Configure Click Configure to change the settings of
the UniFi Cloud Key.

UniFi

’ UitiFi comam

5. After you click Configure, enter the Username and
Password (the default login is ubnt/ubnt). Then click
Login.

’ Ui

The Main screen will appear.

Ubiquiti Networks, Inc.
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Navigation Bar
The UniFi Cloud Key configuration consists of three
primary pages:

!

+ “Main” on page 9
+ “Configuration” on page 10

« “Maintenance” on page 10

Username

At the top right of each screen, click the Username to
display the Change Password and Logout options:

Change password To change the password, click
o+ Change password . The Change Password screen will appear:

CHANGE PASSWORD

« Old password Enter the current password (the default
is ubnt).

* New password Enter the new password.

+ Confirm Password Enter the new password again.
+ Submit Click Submit to apply changes.

+ Cancel Click Cancel to discard changes.

Logout To manually sign out of the UniFi Cloud Key
configuration, click €I Logout |

Ubiquiti Networks, Inc.
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Main
The Main screen displays basic status information about
the UniFi Cloud Key.

Status

Device Name Displays the hostname or alias of the UniFi
Cloud Key.

MAC Address Displays the MAC address or hardware
identifier of the UniFi Cloud Key.

Version Displays the version number of the UniFi Cloud
Key firmware.

Uptime Displays the duration of time the UniFi Cloud Key
has been running.

Date Displays the current date and time.

Disk Space

Available Displays the percentage of available disk space.
Used Displays the amount of used disk space.

Free Displays the amount of available disk space.

Total Displays the total amount of disk space.
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Configuration

The Configuration screen allows you to configure the basic
and network settings of the UniFi Cloud Key.

Basic Settings

Device Name Enter a descriptive name or identifier for
the UniFi Cloud Key. Also known as a host name.

Time Zone Select the appropriate time zone.

Reset Button Use of the hardware Reset button on the
UniFi Cloud Key is enabled by default. To prevent an
accidental reset to default settings, click to toggle Off.

Network Settings

Configuration Mode Select the Internet connection type
for your service: Static or DHCP.

+ Static The service provider assigns fixed network
settings to your service for manual entry. Enter the
following information:

- IP address Enter the Internet IP address of the UniFi
Cloud Key.

- Netmask Enter the subnet mask of the UniFi Cloud
Key.

- Gateway Enter the IP address of the network’s
gateway router.

- Primary DNS Enter the IP address of the network'’s
primary DNS server.

- Secondary DNS Enter the IP address of the network's
secondary DNS server.

10
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« DHCP The use of the Dynamic Host Configuration
Protocol (DHCP) is the default. The UniFi Cloud Key
automatically acquires network settings from the
network’s DHCP server.

- Fallback IP Address Enter the IP address for the UniFi
Cloud Key to use if an external DHCP server is not
found.

- Fallback Netmask Enter the netmask for the UniFi
Cloud Key to use if an external DHCP server is not
found.

Apply Changes Click Apply Changes to save changes.

Discard Click Discard to cancel changes.

Maintenance

The Maintenance screen contains administrative options,
so you can change the password, reboot the UniFi Cloud
Key, power it off, reset it to factory defaults, upgrade the
UniFi Cloud Key firmware, or upgrade the UniFi Controller
software.

Ubiquiti Networks, Inc.
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Security

Password To change the password, click Change
Password. The Change Password screen will appear:

CHANGE PASSWORD

+ Old password Enter the current password (the default
is ubnt).

* New password Enter the new password.

+ Confirm Password Enter the new password again.

« Submit Click Submit to apply changes.

+ Cancel Click Cancel to discard changes.

Maintenance

Reboot Click Reboot to powercycle the UniFi Cloud Key.
Power Off Click Power Off to turn off the UniFi Cloud Key.

Reset to Defaults Click Reset to Defaults to reset the
UniFi Cloud Key to its factory default settings. This option
will reboot the UniFi Cloud Key, and all factory default
settings will be restored.
Note: We recommend that you back up your UniFi
Controller configuration (refer to “Backup” on page
31 for more information) before resetting the
UniFi Cloud Key to its defaults.

Firmware

Version Displays the version number of the UniFi Cloud
Key firmware.

Check for Updates Click Check for Updates to see if
there is a newer firmware version. If there is, then you can
follow the on-screen instructions to upgrade now.

Update Manually Click Update Manually to update the
firmware. The Please Confirm Update screen will appear.

Ubiquiti Networks, Inc.

Chapter 2: UniFi Cloud

You have two options:

+ upload file If you have the firmware saved in a specific
location, then click Select File to browse for the file.

PLEASE CONFIRM UPDATE

ting the firmware will update the UniFi
oller

.

CANCEL

+ get file from URL If you know the URL of the firmware’s
location, then enter it in the URL field.

PLEASE CONFIRM UPDATE

ate the UniFi

CANCEL

+ Update Click Update to proceed with the update.
+ Cancel Click Cancel to skip the update.

Note: Updating the UniFi Cloud Key firmware will
also update the UniFi Controller software. We
recommend that you back up your UniFi Controller
configuration (refer to “Backup” on page 31 for
more information) before updating the UniFi Cloud
Key firmware.

UniFi

Version Displays the version number of the UniFi

Controller software.

Check for Updates Click Check for Updates to see if
there is a newer software version. If there is, then you can
follow the on-screen instructions to upgrade now.

Note: We recommend that you back up your UniFi
Controller configuration (refer to “Backup” on page
31 for more information) before upgrading.
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UniFi Cloud Account

You must be a super admin for initial cloud management.
Once cloud access is enabled by the super admin, then
any other admin can also enable cloud access.

Note: The cloud account is also known as the Single
Sign-On (SSO) account.

Login Instructions

1. Launch the Chrome web browser and type
https:// followed by the appropriate Controller
Hostname/IP address as specified in “Settings >
Controller” on page 30. Press enter (PC) or return
(Mac).

[ < | > ][@ https://unifi.yourdomain.com

2. Enter the username and password for your UBNT
account. Click Sign In.

O sccount for a6 Ubscpats services.

YT T ety Py Pty

Note: If you do not have an account, click
Register and follow the on-screen instructions.

A list of UniFi Controllers will appear.

# Displays the number of UniFi Controllers.
Search ¢ Enter the text you want to search for. Simply
begin typing; there is no need to press Enter.

You can click any of the column headers to change the
list order.

12
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(icon) Displays the icon corresponding to the device
running the UniFi Controller. Green indicates an active
UniFi Controller. Gray indicates an inactive UniFi Controller.

@ UniFi Cloud Key

Computer

Controller Displays the hostname, alias, or MAC address
of the device running the UniFi Controller. You can click
the name to get additional details at the bottom of the

screen. (Go to “Additional Details” on page 13 for
more information.)

IP Address Displays the IP address of the device running
the UniFi Controller.

Sites Displays the total number of sites managed by the
UniFi Controller.

Devices Displays the total number of devices managed
by the UniFi Controller.

Clients Displays the total number of clients on the sites
managed by the UniFi Controller.

Version Displays the software version number of your
UniFi Controller.

Actions Click a button to perform the desired action:

+ Remove Click © revove to remove the UniFi Controller
from your cloud account.

Chat At the lower left of the screen, click Kl to open a
window for online chat support.

Admin

At the top right of the screen, click B display the My
Account and Sign Out options:

ubnt
.J::-..'-. ubnt.com

@ My Account

E Sign Out

My Account To change your account settings and/or
password, click @ Myacount , The Account Settings screen
will appear:

J q

Account Settings

L s it Tt g Py

Ubiquiti Networks, Inc.
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There are three pages available:
+ Profile Access your account settings:
- First Name Enter your first name.
- Last Name Enter your last name.
- Username Enter your login username.
- Email Enter the email address of your cloud account.
- Update Settings Click to apply your changes.
+ Security Change your account password:

- Create a New Password Enter a new password with
at least eight characters.

- Update Settings Click to apply your changes.

u

Account Settings

+ Beta Program Follow the on-screen instructions if you
want to join the beta program.

Sign Out To manually sign out of the cloud account, click
E: Sign Out |

Find Cloud Key

To add a UniFi Cloud Key, click Find Cloud Key at the top
right of the screen. The Find Cloud Key screen will appear:

Adopt
IP address Displays the IP address of the UniFi Cloud Key.

(status) Displays the status information: Pending
Adoption.

mac Displays the MAC address or hardware identifier of
the UniFi Cloud Key.

firmware Displays the firmware version number of the
UniFi Cloud Key.

Adopt Click to adopt the UniFi Cloud Key. Refer to step
8 of “Chrome Instructions” on page 5 for more
information.

Cancel Click to exit this screen.

Ubiquiti Networks, Inc.
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Manage

IP address Displays the IP address of the UniFi Cloud Key.

(status) Displays the status information: Adopted or
Pending Adoption.

mac Displays the MAC address or hardware identifier of
the UniFi Cloud Key.

firmware Displays the firmware version number of the
UniFi Cloud Key.

Manage Click to configure the UniFi Cloud Key. Refer to

“UniFi Cloud Key Configuration” on page 8 for more
information.

Cancel Click to exit this screen.

Additional Details

Select a UniFi Controller to display more information at
the bottom of the screen.

+ (icon) Green indicates an active UniFi Controller. Gray
indicates an inactive UniFi Controller.

* (controller_name) Displays the Controller Hostname/IP
address as specified in “Settings > Controller” on page
30.

+ IP Address Displays the IP address of the device
running the UniFi Controller.

+ Sites Displays the total number of sites managed by the
UniFi Controller.

+ Software Version Displays the software version
number of your UniFi Controller.

+ Devices Displays the total number of devices managed
by the UniFi Controller.

+ Clients Displays the total number of clients on the sites
managed by the UniFi Controller.
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Sites

+ Search ¢ Enter the text you want to search for. Simply
begin typing; there is no need to press Enter.

+ (site_name) Displays the name of the site. You can click

the name to get additional details on the right.

* (_Unread Alerts) Displays the number of unread alerts.

(site_name)

* Launch Site Click Launch Site to access the UniFi
Controller. Proceed to “Using the UniFi Controller
Software” on page 17 for more information.

+ (map) Displays a visual representation of your
network’s status. The status of each dashboard node is
indicated by color:

- Green Green indicates that the node is active and all
devices are online.

- Red Red indicates one of the following:
+ WWW Internet connectivity is down.
+ WAN The UniFi Security Gateway is offline.
* LAN One or more Switches are offline.
* WLAN More than half of the APs are offline.

P~
Q___Q__Q_ =

- Orange Orange indicates that half or fewer than half
of the APs are offline.

Note: Orange is not applicable to the WWW,
WAN, and LAN nodes.

- Gray Gray indicates that there are no devices
available for that node.
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You can place the mouse over each node icon to display
basic status information.

- WWW The basic details of the Internet connection
are displayed.

GATEWAY  10.1.01
10.1.0.1

10.1.0.169
P 10.1.0.143
UPTIME  19m 38s
LATENCY 3ms
UP  171B/s

DOWN  4.67 KB/s

Gateway Displays the IP address of the service
provider’s gateway.

DNS Displays the IP addresses of the Domain Name
System (DNS) servers.

IP Displays the Internet IP address of the UniFi
Security Gateway.

Uptime Displays the length of time the Internet
connection has been active.

Latency Displays the amount of time it takes a
packet to travel from the UniFi Security Gateway to
the service provider’s gateway.

Up Displays the upload rate of your Internet
connection.

Down Displays the download rate of your Internet
connection.

WAN The basic details of the UniFi Security Gateway
connection are displayed.

LANIP  192.168.10.1
CLIENTS 4
UP  2728B/s
DOWN  600KB/s

LAN IP Displays the local IP address of the UniFi
Security Gateway.

Clients Displays the total number of local clients.

Up Displays the upload rate of the UniFi Security
Gateway.

Down Displays the download rate of the UniFi
Security Gateway.
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- LAN The basic details of the wired network(s) are
displayed.

GATEWAY  101.0.1

USERS 4

GUESTS 0

SWITCHES 1
Up  277B/s

DOWN  180B/s

+ Gateway Displays the IP address of the service
provider’s gateway.

+ Users Displays the number of clients connected to
the wired network.

+ Guests Displays the number of clients connected
to the guest wired network.

+ Switches Displays the number of UniFi Switches
connected to the wired network.

« Up Displays the upload rate of the wired

network(s).
« Down Displays the download rate of the wired
network(s).
- WLAN The basic details of the wireless network(s) are
displayed.
USERS 0
GUESTS 0
APS 2/3
up 0.00 Bfs

DOWN  0.00 B/s

» Users Displays the number of clients connected to
the primary wireless network(s).

* Guests Displays the number of clients connected
to the guest wireless network(s).

» APs Displays the number of APs in the primary
wireless network(s) and the number of APs in the
guest wireless network(s).

+ Up Displays the upload rate of the wireless
network(s).

+ Down Displays the download rate of the wireless
network(s).

Ubiquiti Networks, Inc. 15
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Chapter 3: Using the UniFi
Controller Software

The UniFi Controller software has a browser-based
interface for easy configuration and management.

To access the interface, perform the following steps:

1. Launch the UniFi Controller application if hasn't already
been started.

* Mac users: Go > Applications > UniFi

» Windows users: Start > All Programs >
Ubiquiti UniFi
2. The UniFilogin screen will appear. Enter the username
and password in the appropriate fields and click Log In.

Navigation Bar

The UniFi software consists of six primary pages. This User
Guide covers each page with a chapter. For details on a
specific page, refer to the appropriate chapter.

u“

Dashboard” on page 33

u

Map” on page 37

u

Devices” on page 43

!

"Clients” on page 51

'/

“Statistics” on page 55

'/

“Insights” on page 59

Common Interface Options

The common interface options are accessible from all tabs
in the UniFi interface.

Ubiquiti Networks, Inc.
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Refresh

Click the refresh Kl icon to update the on-screen
information. Select the refresh interval: 15 seconds,
1 minute, 2 minutes (default), 5 minutes, or Never.

Admin

At the top right of the screen, click " & B display the
Change Password and Sign Out options:

: 5 5
2 minutes M

'f CHANGE PASSWORD

=] siGN ouT

Change Password To change the login name and/or
password, click [IEEaaad. The Change My Password
screen will appear:

Change My Password

admin

M CANCEL

+ Admin Enter the admin name.

« Email Enter the email address of the admin account.
« Password Enter the new password.

+ Confirm Password Enter the new password again.

« Save Click
+ Cancel Click x canceL to discard changes.

to apply changes.

Sign Out To manually sign out of the UniFi Configuration
Interface, click M.
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Site

The UniFi Controller can manage multiple UniFi networks,
which are called sites. Each site has its own configurations,
maps, statistics, guest portals, and site administrator
accounts. The multiple sites are logically separated, and
the initial site is named Default.

Un?F! Default

Current Site To create a new site, click the drop-down ¥
arrow to display the drop-down menu.

Click Add Site, and the Add Site screen will appear:

X
Add a New Site

» Site Name Enter a name that describes the site. It will
be used in the Current Site drop-down menu.

+ Submit Click to save changes.

Properties

The Properties tab is hidden by default. To display it, click
the properties @icon.

Information about each selected device appears as a
popup within this tab. The information varies depending
on the device type. For more information, see the
appropriate chapter:

'/

+ “UniFi Security Gateway Details” on page 67
+ “UniFi Switch Details” on page 75

+ “UniFi Access Point Details” on page 83

+ “UniFi VolP Phone Details” on page 95

'/

+ “Client Details” on page 97

Controls and Live Chat
At the bottom left of the screen, there are three controls:

o XX SETTINGS

- B Alerts (see “Alerts” on page 32
. Events (see “Events” on page 32)

At the bottom right of the screen, there is the live chat
tab. Click to open a window for online chat
support.
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Settings

ssmes) tab displays a list of available sub-tabs:
+ Site Site-related settings.

» Wireless Networks Wireless network and group setup,
including Zero Handoff Roaming.

* Networks Wired network setup.

* Guest Control Guest portal and policies.
* Admins Admin accounts and privileges.
* User Groups User group settings.

* VolP VolIP setup.

» Extensions VolP extension, group, and conference
options.

» Controller Identity, discovery, and email server settings.
* Cloud Access Cloud login credentials.

+ Maintenance System configuration backup, system
configuration restore, and support files.

Settings > Site

Configure the site-specific settings. To switch sites, select a
different site from the Current Site drop-down menu at the
top of any screen.

Settings

Site Configuration

Site Name Change the name of the site.
Country Select the appropriate country.
Time Zone Select the appropriate time zone.
Services

Automatic Upgrade When enabled, the following
options will automatically upgrade your firmware when an
update is available.

» Automatically upgrade AP firmware Select this option
to automatically upgrade firmware on the APs.

» Automatically upgrade phone firmware Select
this option to automatically upgrade firmware on the
Phones.

LED When enabled, the LED on the UniFi device will light
up. When disabled, the LED will turn off.
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DPI (Beta) Deep Packet Inspection (DPI) is more
advanced than conventional Stateful Packet Inspection
(SPI) filtering for traffic analysis. Ubiquiti’s proprietary
DPI engine includes the latest application identification
signatures to track which applications (and IP addresses)
are using the most bandwidth.

» Clear DPI Counters Click to delete all collected DPI
data. Click Confirm or Cancel.

Alert Select this option to enable alert emails, which will
be sent to the email addresses of the administrators.

Uplink Connectivity Monitor It monitors the uplinks of
the managed APs, either wired or wireless, by checking to
see if the gateway/custom IP can be reached. The monitor
and wireless uplink capability are enabled by default.

+ Default Gateway Enabled by default. All managed
APs will use the gateway of the AP that is providing IP
information, either by DHCP or Static designation.

« Custom IP Click to specify an IP address.

- Uplink IP Address All managed APs will use the IP
address you enter.

SNMP Select this option to activate the SNMP
(Simple Network Monitor Protocol) agent. SNMP

is an application layer protocol that facilitates the
exchange of management information between
network devices. Network administrators use SNMP
to monitor network-attached devices for issues that
warrant attention.

+ Community String Specify the SNMP community
string. It is required to authenticate access to MIB
(Management Information Base) objects and functions
as an embedded password. The device supports a
read-only community string; authorized management
stations have read access to all the objects in the MIB
except the community strings, but do not have write
access. The device supports SNMP v1. The default
is public.

Remote Logging Enable to define a remote syslog server.

* Remote IP Address Enter the IP address of the syslog
server.

« Port Enter the port number of the syslog server. The
defaultis 574.

Device Authentication This option protects SSH access
to the UniFi devices. All devices in the same site share the
same SSH username and password. You can also make
changes:

+ Username Enter the new username.
« Password Enter the new password.

Apply Click to save changes.

Ubiquiti Networks, Inc.

Chapter 3: Using the UniFi Controller Software

Settings > Wireless Networks

Configure the wireless networks for each site. You can
have up to four wireless network names or SSIDs per
WLAN group.

Settings

WLAN Group The Default WLAN group is automatically
created.

Add a New WLAN Group To add a new WLAN group,
click the (*J button. Go to the Add or Edit a WLAN Group
section.

Add or Edit a WLAN Group

Settings

Wireless Networks » Ad

« Name Enter or edit a descriptive name for the WLAN
group.

+ Mobility To enable seamless roaming (Zero Handoff),
select the checkbox.

Note: The UAP-AC, UAP-AC-Outdoor, UAP-AC-LITE,
UAP-AC-LR, UAP-AC-PRO, and UAP-AC-EDU do not
support Zero Handoff Roaming.

When you enable this option, multiple Access Points
(APs) act as an AP cluster, appearing as a single AP. The
wireless client detects only one AP, so it seamlessly
roams from AP to AP - there is no need to re-negotiate.
The APs determine which AP has the best connection
and should serve the client. They use multicasting to
communicate so they must be wired in the same Layer 2
domain.

Zero Handoff Roaming does not support wireless
uplinks and can only be used on a secured network. It
is also not meant for all scenarios. For example, if there
is too much load or interference, then Zero Handoff
Roaming may not be appropriate for your scenario.
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Settings

Wireless Networks » Add WLAN

Configure the following options:
- Radio Select the appropriate radio, 2G or 5G.

- Channel Select the channel that all of the APs will use
for Zero Handoff Roaming.

Load Balancing (Not available if you enabled the Mobility
option.) Select this option to balance the number of
clients you specify per radio. Then enter the number of
clients in the field provided.

Legacy Support (Not available if you enabled the Mobility
option.) By default, legacy devices, such as 802.11b
devices, are excluded. Select this option if you want to
support legacy devices.

Save Click to apply changes.

Cancel Click x canceL to discard changes.
For each WLAN group, you have the following:

* Remove a WLAN Group To remove a WLAN group,
select it from the drop-down menu, and then click the
(-] button.

+ Options To make changes, select the WLAN group from
the drop-down menu, and then click £ o Go to “Add
or Edit a WLAN Group” on page 19.

Wireless Networks
Name Displays the wireless network name or SSID.

Security Displays the type of security being used on your
wireless network.

Guest Network Indicates whether or not the network is a
guest network.

Actions Click a button to perform the desired action:

» Edit Click B to make changes to the wireless
network settings. Go to the Create or Edit a Wireless
Network section in the next column.

« Delete Click # petee to remove the wireless network.

Create Wireless Network Click £ creaewreiessnewore o gddl
a wireless network. Go to the Create or Edit a Wireless
Network section in the next column.
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Create or Edit a Wireless Network

Settings

Wireless Networks »

* Name/SSID Enter or edit the wireless network name
or SSID.

+ Enabled Select this option to make this network active.

» Security Select the type of security to use on your
wireless network.

- Open This option is typically only used on the guest
network. When enabled, wireless network access is
open to anyone without requiring a password.

- WEP WEP (Wired Equivalent Privacy) is the oldest
and least secure security algorithm. WPA™ security
methods should be used when possible.

Sexurity OPFEN | WEP | WPAPERSONAL | WRAENTERPASE

WEP Ky Keyindex | 1w

+ WEP Key Enter a WEP encryption key in
hexadecimal format. You can enter a 64-bit or

128-bit key:
Type  He |
64-bit 10 Hexadecimal Characters
(0-9, A-F, or a-f)
Example: 00112233AA
Note: You can use 5 printable characters,
which will be translated to the
corresponding HEX code.
128-bit 26 Hexadecimal Characters
(0-9, A-F, or a-f)
Example:

00112233445566778899AABBCC
Note: You can use 13 printable
characters, which will be translated to the
corresponding HEX code.
+ Key Index Specify which Index of the WEP Key
to use. Four different WEP keys can be configured
at the same time, but only one is used. Select the
effective key: 1, 2, 3, or 4.

- WPA-Personal WPA or Wi-Fi Protected Access was
developed as an encryption method stronger than
WEP. WPA-Personal requires a passphrase to connect
to the wireless network.

Security OFEN | WEP | WPAPERSONAL | WPAENTERPRISE

Security Ny | coeen

+ Security Key Enter the passphrase that users will
use to connect to the wireless network.
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- WPA-Enterprise WPA Enterprise uses a RADIUS
server to authenticate users on the wireless network.

Security OFIN | WEP | WPAPERIONAL | WRAENTERFRISE

RADIUS Auth 1 1 Address Port | 12 | Password x
Server

2 1P Address Port | 1092 | Passwed *

ADD AUTH SERVER

RADIS 1 I Agdress Port | 1813 | Passaoed x
Accounting

o ADD ACCT SERVER

+ RADIUS Auth Server Provide the following
information about the RADIUS authentication
server:

« IP Address Enter the IP address.
« Port Enter the port number. The defaultis 7872.
« Password Enter the password.

* Delete Click the delete * icon to remove this
authentication server.

+ Add Auth Server If you have another
authentication server, click this option and

complete the IP Address, Port, and Password fields.

+ RADIUS Accounting Server Provide the following
information about the RADIUS server:

« IP Address Enter the IP address.
« Port Enter the port number. The default is 7873.
« Password Enter the password.

* Delete Click the delete * icon to remove this
accounting server.

+ Add Acct Server If you have another accounting
server, click this option and complete the IP
Address, Port, and Password fields.

+ Guest Policy Select this option to enable guest access
policies on this wireless network.

Advanced Options

Settings

Wireless Networks » Create Mew W

« VLAN To use a VLAN, select Use VLAN ID and enter the

VLAN ID number.
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+ Hide SSID Select this option if you don't want the
wireless network name or SSID to be broadcast.

« WPA Mode (Available if WPA security is enabled.) Select

the appropriate WPA method: Both, WPA1 Only, or
WPA2 Only (default).

« Encryption Select the appropriate encryption method:

Auto, TKIP Only, or AES/CCMP Only (default).

+ User Group Assign wireless users to a specific user
group. For more information about user groups, see
“Settings > User Groups” on page 28.

« UAPSD Disabled by default. Unscheduled Automatic
Power Save Delivery. Select this option to enable the
power save mode of Wi-Fi devices.

+ Scheduled Select Enable WLAN Schedule to restrict
wireless access to the schedule you set.

- Monday-Sunday Select the days you want to
schedule.

- Hours Use the sliders to select the start and end
times of the day’s wireless access.

« Save Click
+ Cancel Click x canceL to discard changes.

to apply changes.

Settings > Networks
Configure the networks for each site.

Settings

Networks

Name Displays the network name.

Purpose Displays a description of this network.
Subnet Displays the IP address and prefix size.

VLAN Displays the VLAN ID, if applicable.

Actions Click a button to perform the desired action:

» Edit Click E e to make changes to the network
settings. Go to “Create or Edit a Network” on page
22

* Delete (Not available for the default network.) Click
§ DELETE to remove the network.

Create New Network Click £ cresenswnemwore to add a
network. Go to “Create or Edit a Network” on page 22.
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Create or Edit a Network

Settings

* Name Enter or edit the network name.

« Purpose Select the most appropriate description:
Corporate, Guest, Remote User VPN, Site-to-Site VPN,
Voice, or VLAN Only. Then follow the instructions for
your selection:

Corporate or Guest Network

Settings

« IP/Subnet Enter the IP address and prefix size.

« VLAN (Not available for the default Corporate network,
LAN.) Enter the VLAN ID.

« IGMP Snooping Select this option to monitor IGMP
(Internet Group Management Protocol) traffic and
thereby manage multicast traffic.

+ DHCP Server Enabled by default. The local DHCP server
assigns IP addresses to DHCP clients on the network.

+ DHCP Range Enter the starting and ending IP
addresses of the range in the fields provided.

+ DHCP Name Server Configure the name or DNS
(Domain Name System) server setting.

- Auto Enabled by default. Name servers are
automatically assigned by the DHCP server.

- Manual Select this option to manually select name
servers.

+ Name Server 1/2 Enter the IP address of the name
server in each field.
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« DHCP WINS Server Select this option to designate
WINS (Windows Internet Naming Service) server(s).

- WINS Server 1/2 Enter the IP address of the WINS
server in each field.

* DHCP Lease Time The IP addresses assigned by the
DHCP server are valid only for the duration specified
by the lease time. Increasing the time ensures client
operation without interruption, but could introduce
potential conflicts. Decreasing the lease time avoids
potential address conflicts, but might cause more slight
interruptions to the client while it acquires a new IP
address from the DHCP server. Enter the number of
seconds.

+ DHCP Guarding Disabled by default. Select this option
to detect and block unauthorized DHCP servers.

- Trusted DHCP Server IP Enter the IP address of the
trusted DHCP server.

« Save Click
+ Cancel Click X canceL to discard changes.
Remote User VPN

to apply changes.

Settings

» IP/Subnet Enter the IP address and prefix size.

» IP Pool The starting and ending IP addresses of the
pool automatically appear after you complete the
IP/Subnet field.

+ Name Server Configure the name or DNS (Domain
Name System) server setting.
- Auto Enabled by default. Name servers are
automatically assigned by the DHCP server.
- Manual Select this option to manually select name
servers.
* Name Server 1/2 Enter the IP address of the name
server in each field.
+ WINS Server Select this option to designate WINS
(Windows Internet Naming Service) server(s).
- WINS Server 1/2 Enter the IP address of the WINS
server in each field.
« RADIUS IP Enter the IP address of the RADIUS server,
which is used for authentication.

» RADIUS Password Enter the password of the RADIUS
server.
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+ Site-to-Site VPN Enabled by default. The remote user
can access the site’s resources as well as the resources of
any other VPNs connected to the site. If you disable this
option, then the remote user can only access the site’s
resources.

« Save Click

+ Cancel Click X canceL to discard changes.
Site-to-Site VPN

to apply changes.

Settings

+ Remote Site Select the appropriate site from the
drop-down list.

@ Note: If you have admin privileges for the local and
remote sites, then you can view and select sites.

+ Save Click to apply changes.
+ Cancel Click x canceL to discard changes.
Voice
b 4
Settings

If you enable VolIP, then the UniFi Controller automatically
creates a Voice network; otherwise this network option is
not available.

+ IP/Subnet Enter the IP address and prefix size.

+ IGMP Snooping Select this option to monitor IGMP
(Internet Group Management Protocol) traffic and
thereby manage multicast traffic.

« DHCP Server Enabled by default. The local DHCP server
assigns IP addresses to DHCP clients on the network.

+ DHCP Range Enter the starting and ending IP
addresses of the range in the fields provided.

+ DHCP Name Server Configure the name or DNS
(Domain Name System) server setting.

- Auto Enabled by default. Name servers are
automatically assigned by the DHCP server.
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- Manual Select this option to manually select name
servers.

* Name Server 1/2 Enter the IP address of the name
server in each field.

« DHCP WINS Server Select this option to designate
WINS (Windows Internet Naming Service) server(s).

- WINS Server 1/2 Enter the IP address of the WINS
server in each field.

* DHCP Lease Time The IP addresses assigned by the
DHCP server are valid only for the duration specified
by the lease time. Increasing the time ensures client
operation without interruption, but could introduce
potential conflicts. Decreasing the lease time avoids
potential address conflicts, but might cause more slight
interruptions to the client while it acquires a new IP
address from the DHCP server. Enter the number of
seconds.

+ DHCP Guarding Select this option to detect and block
unauthorized DHCP servers.

- Trusted DHCP Server IP Enter the IP address of the
trusted DHCP server.

+ Save Click to apply changes.
+ Cancel Click X canceL to discard changes.
VLAN Only
b 4
Settings

« VLAN Enter the ID number of the VLAN. Devices
belonging to the same VLAN communicate as if
they were attached to the same wire. Every VLAN ID
represents a different VLAN. The VLAN ID range is 2 to
4009.

« IGMP Snooping Select this option to monitor IGMP
(Internet Group Management Protocol) traffic and
thereby manage multicast traffic.

« DHCP Guarding Select this option to detect and block
unauthorized DHCP servers.

- Trusted DHCP Server IP Enter the IP address of the
trusted DHCP server.

+ Save Click
« Cancel Click x canceL to discard changes.

to apply changes.
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Settings > Guest Control
The Guest Control screen displays the following sections:
* Guest Policies (see below)

+ “Hotspot” on page 25 (for Hotspot authentication)
+ “Access Control” on page 27

Settings

Guest Policies

Enable Guest Portal Disabled by default. When disabled,
guests can access the Internet without entering a
password or accepting the Terms of Use. When this option
is enabled, you can control the Guest Portal.

Authentication When the Guest Portal is enabled, the
authentication options will appear:

» “Authentication > No Authentication” on page 24

« “Authentication > Simple Password” on page 24

* “Authentication > Hotspot” on page 25

» “Authentication > External Portal Server” on page 27

Authentication > No Authentication

Select this option if guests are not required to log in, but
must accept the Terms of Use. You must also select Enable
Guest Portal under Settings > Guest Control to enforce
selection of the Terms of Use by the guest. See “Guest
Policy” on page 21 for more information.

Settings

Expiration Specify the guest login expiration after a
designated period of time: 8 hours, 24 hours, 2 days, 3 days,
4 days, 7 days, or User-defined, which can be designated in
minutes, hours, and days.
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Landing Page After accepting the Terms of Use, guests
are redirected to the landing page. Select one of the
following options:

+ Redirect to the original URL After accepting the Terms
of Use, guests are directed to the URL they requested.

« Promotional URL After accepting the Terms of Use,
guests are redirected to the URL that you specify. Ensure
that the URL begins with http://.

Example: http://www.ubnt.com

Portal Customization Select this option to have
customized portal pages appear in place of the default
login pages. See “Portal Customization” on page 107
for details on setting up custom portal pages.

Portal URL Hostname Select this option to enter and
use a hostname for the portal URL in place of the default
IP address. Paired with an SSL certificate, this ensures
that site certificates are displayed as trusted in the guest
browser. Example: www.ubnt.com

When logging in with No authentication, guests will be
required to accept the Terms of Use before gaining access
to the Internet.

Terms of Use

& | accept the

Authentication > Simple Password

Select this option if guests are required to enter a simple
password and accept the Terms of Use. You must also
select Enable Guest Portal under Settings > Guest Control
to enforce password entry and selection of the Terms of
Use by the guest. See “Guest Policy” on page 21 for
more information.

Settings

Guest Password Enter a password that guests must enter
before accepting the Terms of Use and connecting to the
Internet.

Expiration Specify the guest login expiration after a
designated period of time: 8 hours, 24 hours, 2 days, 3 days,
4 days, 7 days, or User-defined, which can be designated in
minutes, hours, and days.
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Landing Page After accepting the Terms of Use, guests
are redirected to the landing page. Select one of the
following options:

+ Redirect to the original URL After accepting the Terms
of Use, guests are directed to the URL they requested.

« Promotional URL After accepting the Terms of Use,
guests are redirected to the URL that you specify. Ensure
that the URL begins with http://

Example: http://www.ubnt.com

Portal Customization Select this option to have
customized portal pages appear in place of the default
login pages. See “Portal Customization” on page 107
for details on setting up custom portal pages.

Portal URL Hostname Select this option to enter and
use a hostname for the portal URL in place of the default
IP address. Paired with an SSL certificate, this ensures
that site certificates are displayed as trusted in the guest
browser. Example: www.ubnt.com

When logging in with Simple Password authentication,
guests will be required to enter the Guest Password and
accept the Terms of Use before gaining access to the
Internet.

A password is required to access the wireless network

Guest Password

Terms of Use

& 1 accept the

Authentication > Hotspot

Select this option to enable Hotspot functionality,
including the ability to customize portal login pages and
bill customers using major credit cards or other supported
methods. You must also select Enable Guest Portal

under Settings > Guest Control to enforce voucher entry,
payment, and selection of the Terms of Use by the guest.
See “Guest Policy” on page 21 for more information.

Settings
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Landing Page After accepting the Terms of Use, guests
are redirected to the landing page. Select one of the
following options:

+ Redirect to the original URL After accepting the Terms
of Use, guests are directed to the URL they requested.

« Promotional URL After accepting the Terms of Use,
guests are redirected to the URL that you specify. Ensure
that the URL begins with http://

(example: http://www.ubnt.com).

Portal Customization Select this option to have
customized portal pages appear in place of the default
login pages. See “Portal Customization” on page 107
for details on setting up custom portal pages.

Portal URL Hostname Select this option to enter and
use a hostname for the portal URL in place of the default
IP address. Paired with an SSL certificate, this ensures
that site certificates are displayed as trusted in the guest
browser. Example: www.ubnt.com

Hotspot

When Hotspot authentication is selected, the Hotspot
section is displayed.

Settings

...... v e g e b

Select the Voucher or Payment method of authorization:

+ Voucher Use Hotspot Manager to create vouchers
(including distributable code, duration values, and use
restrictions). See “Hotspot Manager” on page 103.

« Payment Set up payment-based authentication. If you
select this option, then the Gateway option will appear.

+ Gateway (Available only for payment-based
authentication.) You have multiple options:

- PayPal™ Website Payment Pro (US, Canada, UK) Use
your PayPal Website Payments Pro account. To
manage payments and transactions, use Hotspot
Manager and see “Hotspot Manager” on page 103.
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Gateway PayPal Website Payment Pro (US. Canada, UK) .

PayPal Usernaene
Password
Signature

Use PayPal Sandbex | Anply Sandbox Acount)

Hatspot Dperasor 18 Hy 1 Manager

Enter the PayPal account details:
+ Username Enter the corresponding Username.
+ Password Enter the corresponding Password.

+ Signature Enter the corresponding Signature for
the PayPal account that will receive payments.

- Use PayPal Sandbox For PayPal testing purposes,
select this option. Then click Apply Sandbox
Account to set up or access your PayPal Sandbox
Test Environment.

- Stripe (US, Canada) Use your Stripe account. To
manage payments and transactions, use Hotspot

Manager and see “Hotspot Manager” on page 103.

Gateway seripe (U3, Canada)
Stripe (US. Canada) AP Key
Hotspot Operatos 10 W Marager

Enter the Stripe account detail:
+ APl Key Enter the live secret API key.

@ Note: We recommend that you perform a test
transaction with the test secret API key first before
using the live secret API key.
- Quickpay (Europe) Use your Quickpay account.
To manage payments and transactions, use Hotspot
Manager and see “Hotspot Manager” on page 103.

Gatewsy Qulckpay [Lurope]
Quickpay {Europe] Merchand 1D

MDS Secret
Hotspot Operator G 1o Hotspot Manager

Enter the Quickpay account details:

* Merchant ID Enter the ID for your merchant
account.

+ MDS5 Secret Enter the MD5 secret key.

- Authorize.Net® (US, Canada) Use your Authorize.Net
account. To manage payments and transactions, use
Hotspot Manager and see “Hotspot Manager” on page
103.

Gateway Auithorize. Nt (U5, Canada)
AuthoriveNet (U5, Canada)  AP1Login i
Trarusaction Key
Use Tet Account (Apply Test Accoynt)

Hotspot Operator G 1o Hotspot Manager
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Enter the Authorize.Net account details:

+ APl Login ID Enter the APl login ID used to identify
yourself as an authorized user.

+ Transaction Key Enter the key used to authenticate
transactions.

+ Use Test Account For Authorize.Net testing
purposes, select this option. Then click Apply Test
Account to set up or access your Authorize.Net
test account.

- Merchant Warrior (Australia, New Zealand) Use
your Merchant Warrior account. To manage
payments and transactions, use Hotspot Manager and
see “Hotspot Manager” on page 103.

Gateway Merchant Warrlor (Australls, Sew Zealind) -
Merchant Warrior (Australia,  Merchant LUID
New Tealand]
AP Ky
APY Passphase
Use Test Account (Apgly Test Account)
Hotspot Operator Ga to Hotspol Manager

Enter the Merchant Warrior account details:

+ Merchant UUID Enter the ID for your merchant
account.

+ APl Key Enter the API key.

« APl Passphrase Enter the API passphrase.

+ Use Test Account For Merchant Warrior testing
purposes, select this option. Then click Apply Test
Account to set up or access your Merchant Warrior
test account.

- IPpay™ (US, Canada) Use your IPpay account. To

manage payments and transactions, use Hotspot
Manager and see “Hotspot Manager” on page 103.

Gy IPpay (U5, Canada) -
IPpay (US. Canada) Terminal IO

Use Test Account (Annhy Test Account)
Hetspot Dperatar Gt Hotspo! Manager

Enter the IPpay account details:

+ Terminal ID Enter the terminal number for your
merchant account.

+ Use Test Account For IPpay testing purposes, select
this option. Then click Apply Test Account to set up
or access your |Ppay test account.

Hotspot Operator Click Go to Hotspot Manager
to manage Wireless Guests, Payments/Transactions,
Vouchers, and Operator Accounts. See “Hotspot

Manager” on page 103.
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When logging in with voucher-based Hotspot
authentication, guests will be required to enter the
voucher number and accept the Terms of Use before
gaining access to the Internet.

I have a voucher

Terms of Use

i | accept the

When logging in with payment-based Hotspot
authentication, guests will be required to select the
package type, click the payment choice, and accept the
Terms of Use before gaining access to the Internet.

Please select the package of your cholce

© 8-Hour Pass - 55.99 @ Day Pass $8.99
Pay by credit card

Terms of Use

i | accept the

Authentication > External Portal Server

Select this option if you are using an external server to
host a custom guest portal.

Settings
o |

Custom Portal Enter the IP address in the IP Address field.

Portal URL Hostname Select this option to enter and
use a hostname for the portal URL in place of the default
IP address. Paired with an SSL certificate, this ensures
that site certificates are displayed as trusted in the guest
browser. Example: www.ubnt.com

Ubiquiti Networks, Inc.
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Access Control

Settings

Restricted Subnets Enter any subnets that you don't
want guests to be able to access. Click the delete * icon to
remove a subnet from this list.

« Add New Click Add New to add more restricted
subnets.

Allowed Subnets Enter any subnets that you want guests
to be able to access. Click the delete * icon to remove a
subnet from this list.

« Add New Click Add New to add more allowed subnets.

Apply Click to save changes.

Settings > Admins

You can create administrator accounts that are
site-specific; these site administrators can only see the
sites they manage and cannot see any devices that are
Pending Approval.

The super admin account is created during the Setup
Wizard and has global admin (read/write) access; this
super admin account cannot be revoked or re-invited.
Only the super admin - not any site admin - can view
devices that are Pending Approval and then adopt them on
the UniFi Controller.

@ Note: Ensure that you save the super admin login

information for future use, including the adoption of
new devices.

To create operator accounts for the Hotspot Manager, see

“Operator Accounts” on page 105.

Settings

Username Displays the name of the administrator.
Email Displays the email address of the administrator.
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Role Displays the permissions level: Admin (read/write
access) or Read Only.

Actions Click a button to perform the desired action:
+ Revoke Click xr=eee to remove the selected account.

* Re-invite Click == to re-send an invitation to a
pending account.

« Edit Click E e to make changes.

Create New Admin Click £¥ crearenewsonn to add a new site
admin. Go to the Create or Edit an Admin section.

To create operator accounts for the Hotspot Manager, see
“Operator Accounts” on page 105.

Create or Edit an Admin

Settings

Adming »

« Email Enter the email address of the new administrator.
* Admin Name Enter the name of the new administrator.

+ Invite to SDN Select this option to allow the new
administrator access to SDN (Software-Defined
Networking) settings. The new administrator must use
his or her own cloud account (linked to the same email
address) to manage the UniFi Controller. The admin
who issued the invitation can select which role the
new administrator will have with respect to the UniFi
Controller.

+ Role Select Administrator (read/write access) or
Read Only.

+ Invite Click to send an email invitation.
+ Cancel Click X canceL to discard changes.
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Settings > User Groups

Configure user groups on this screen. The default user
group is named Default and has no bandwidth limits.

Settings

User Group Settings

Name Displays the name of the user group.

Bandwidth Limit Displays the upload and download

limits.

Actions Click a button to perform the desired action:

» Edit Click E e to make changes to the user group
settings. Go to the Create or Edit a User Group section.

+ Delete Click ¥ pete™e to delete the user group. (The
Default user group cannot be deleted.)

Create New User Group Click £ cearnavusererove to create
a new user group. Go to the Create or Edit a User Group

section.
Create or Edit a User Group

Settings

User Groups » Create New

e Greps

+ Name Enter or edit the name of the user group.

+ Bandwidth Limit (Download) Select to limit the
download bandwidth. Enter the maximum in Kbps.

+ Bandwidth Limit (Upload) Select to limit the upload
bandwidth. Enter the maximum in Kbps.

» Save Click to apply changes.

» Cancel Click X canceL to discard changes.

See “Wireless Client - Configuration” on page 99

or “Wired Client - Configuration” on pag
for information on how to assign a user or guest to a

user group.

on page 101
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Settings > VolP

Enable the VolP feature and configure the VolIP settings of
the UniFi Controller.

Settings

- [

Mtvesend e @

Global
VolIP Select this option to enable the VolP feature.
Provider Setup

SIP Server Enter the IP address of the SIP (Session
Initiation Protocol) server.

SIP Authentication Method Select the authentication
method used for your SIP account:

» User-Based (Most Common) If your VolIP system uses a
dynamic IP address, then select this option.

- Advanced Options Click the ¥ arrow to display the
following:

+ Outbound Proxy Enter the URL or IP address of the
SIP proxy server.

« SIP Voicemail Enter the URL or IP address of the SIP
voicemail server.

+ IP-Based If your VoIP system uses a static IP address,
then select this option.

- Advanced Options Click the ¥ arrow to display the
following:

+ Outbound Proxy Enter the URL or IP address of the
SIP proxy server.

« SIP Voicemail Enter the URL or IP address of the SIP
voicemail server.

Settings

* Apply Click to save changes.
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Settings > Extensions

The Extensions tab appears if VolP is enabled.

Settings

Extension Displays the number of the extension.
Name Displays the name of the extension.
Actions Click a button to perform the desired action:

« Edit Click  toim to make changes to the extension
settings. Go to the Create or Edit an Extension section.

* Delete Click ® petee to delete the extension.

Create New Extension Click £ creaeneweaension to add a new
extension. Go to the Create or Edit an Extension section.

Create or Edit an Extension

Settings

Extensions »

- Extension Enter the extension number. The default is
101.

- Name Enter a name for the extension.

+ SIP Username (Only available if you are using
User-Based SIP authentication.) Enter the username for
your SIP account.

+ SIP Password (Only available if you are using
User-Based SIP authentication.) Enter the password for
your SIP account.

* Phone Select the MAC address of the appropriate UniFi
VolIP Phone.

+ Advanced Options Click the ¥ arrow to display the
following:

- Authorization ID (Only available if you are using
User-Based SIP authentication.) Enter the username
used for authorization or authentication.

- Outbound Proxy Enter the URL or IP address of the
SIP proxy server.
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- SIP Voicemail Enter the URL or IP address of the SIP
voicemail server.
» Save Click
» Cancel Click X canceL to discard changes.

to apply changes.

Settings > Controller
Configure the system settings of the UniFi Controller.

Settings

Hit

Controller Settings

Controller Hostname/IP Enter the hostname or IP
address of the UniFi Controller.

Note: When alert emails are sent out, the Controller
Hostname/IP will be specified in the Controller URL at
the bottom of every message.
* Override inform host with Controller
Hostname/IP An inform host URL is used for layer-3
device adoption using the UniFi Discovery Utility. Select
this option to override the inform host URL. Then enter
the appropriate hostname or IP address.

@ Note: The default inform port is 8080. (You can
customize this in system.properties.)

Network Discovery When enabled, this option allows
UniFi to be discoverable via UPnP. This option is disabled
by default.

Update Image Cache Disabled by default. Select this
option to enable the automatic update of the cached VolP
phone image.

Mail Server

When enabled, UniFi will send email alerts triggered by
disconnected UniFi devices. Specify the administrator
email address when you create an account under
“Settings > Admins” on page 27.

SMTP Server Select this option to enable emails.

+ Enable mail server Enter the outgoing (SMTP) mail
server name.

+ Port The default is 25. If Secure Sockets Layer (SSL)
is enabled, then the port number will automatically
change to 465.

» Enable SSL You can enable SSL to enhance secure
communications over the Internet.
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+ Enable authentication Select this option to enable
authentication.

- Username Enter the username required by the
mail server.

- Password Enter the password required by the
mail server.

» Specify sender address Select this option to specify
the sender email address. Enter the email address that
will appear as the sender of the email alert.

* Test SMTP Server Enter an email address and click

Send to test the mail server setup.
Apply Click to save changes.

Settings > Cloud Access
Set up the login for cloud access.

Settings

Enable Cloud Access Click % sweecowaccess to configure the
login. The Cloud Login Credentials screen will appear.

Cloud Login Credentials

Settings

Cloud Access »

* Email or Username Enter the email address or
username of your UBNT account.

» Password Enter the password of your UBNT account.

+ Click here if you do not have an account If you do not
have a UBNT account, click here to visit this link:
https://account.ubnt.com/register

Follow the on-screen instructions to set up a UBNT
account.

* Enable Cloud Access Click to save
changes.

+ Cancel Click % canceL to discard changes.
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Controller Cloud Access

If the login for cloud access is configured, then the
Controller Cloud Access screen will appear:

Settings

®

Configured for Displays the username or email address
of your UBNT account.

Status Displays “Connected” if cloud access is active.

Disable Cloud Access Click % psseeciovnacesss to disable
cloud access.

Disable and Remove Cloud Access Click
N CE e to disable cloud access and remove
the cloud login credentials.

Note: Enabling or disabling cloud access will affect
cloud access for all admins on that UniFi Controller.

Settings > Maintenance

The Maintenance screen contains administrative options,
SO you can customize logs, manage system backups, and
download configuration information to assist in support
issues.

If your UniFi Controller is running on a UniFi Cloud Key,
you can use the Maintenance tab to upgrade the UniFi
Cloud Key firmware, upgrade the UniFi Controller software
located on the UniFi Cloud Key, reboot the UniFi Cloud
Key, power it off, or reset it to factory defaults.

Settings

an s iy
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Server Information
Version Displays the software version.

Services

Log Level You can customize the support information
that is collected:

+ device Select the level of severity required to trigger
device log entries: Normal, More, or Debug. The default
is Normal.

« mgmt Select the level of severity required to trigger
management log entries: Normal, More, or Debug. The
default is Normal.

+ system Select the level of severity required to trigger
system log entries: Normal, More, or Debug. The
default is Normal.

Backup

Download You can download a backup of your settings
and data retained for the duration you specify.

Backup Data Retention Select the time duration of the
backup: 1 week, 30 days, 60 days, 90 days, 180 days,
365 days, or All time. The default is 7 week.

Download Backup Click this option to download a file
that contains all of your settings so you can restore them
later if you choose.

Restore

Browse Click Choose File to select a backup file that
you've already downloaded. Follow the on-screen
instructions to restore settings from the selected file.

Support Info

Download Click this option to download a file to your
computer with information about your configuration. You
can email this file to our support team.

Cloud Key Firmware

Current Version Displays the version number of the UniFi
Cloud Key firmware.

Available Update If there is an available update, then
the available firmware version number is displayed. Click
Apply Update to upgrade the firmware.

Check for Update Click this option to see if there is a

newer firmware version. If there is, then you can follow the
on-screen instructions to upgrade now.

Note: We recommend that you back up your UniFi
Controller configuration (refer to the Backup section
for more information) before upgrading.

Cloud Key Controller

Current Version Displays the version number of the UniFi
Controller software.

Available Update If there is an available update, then
the available software version number is displayed. Click
Apply Update to upgrade the software.
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Check for Update Click this option to see if there is a
newer software version. If there is, then you can follow the
on-screen instructions to upgrade now.

Note: We recommend that you back up your UniFi
Controller configuration (refer to the Backup section
for more information) before upgrading.

Cloud Key Operations

Restart Cloud Key Click this option to powercycle the
UniFi Cloud Key.

Shut Down Cloud Key Click this option to turn off the
UniFi Cloud Key.

Reset Cloud Key Click this option to reset the UniFi Cloud
Key to its factory default settings. This option will reboot
the UniFi Cloud Key, and all factory default settings will be
restored.

Note: We recommend that you back up your UniFi
Controller configuration (refer to “Backup” on page
31 for more information) before resetting the

UniFi Cloud Key to its defaults.

Apply Click

Alerts

The Alerts B tab displays a list of important events, along
with the corresponding date, time, and message. When
there is a new alert, a red icon displaying the number of
new alerts appears.

to save changes.
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Show archived alerts Select this option to display all of
the archived alert messages.

Archive All Click Archive All to archives all of the alert
messages.

Search ¢ You can enter text that you want to search for.
Simply begin typing; there is no need to press Enter.

Archive Click = to archive the selected alert message.
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Clicking an Alert Device Link

The messages have clickable links (white text on a blue
background) for client and UniFi devices:

!

+ “UniFi Security Gateway Details” on page 67

!

+ “UniFi Switch Details” on page 75

!

+ “UniFi Access Point Details” on page 83
« “UniFi VolP Phone Details” on page 95

u“

+ “Client Details” on page 97
Events

The Events il tab displays a list of recent events, along
with the corresponding date, time, and message.

You can apply one of the following filters:

+ All Display all of the recent events.

« Admin Only display recent events for the administrator.
+ LAN Only display recent events for the wired network.

+ WLAN Only display recent events for the wireless
networks.

within Filter recent events based on the time period you
specify. Select 1 hour, 8 hours, 24 hours, 2 days, 7 days,
2 weeks, or 1 month.

Search © You can enter text that you want to search for.
Simply begin typing; there is no need to press Enter.

Clicking an Event Device Link

The messages have clickable links (white text on a blue
background) for client and UniFi devices:

+ “UniFi Security Gateway Details” on page 67
+ “UniFi Switch Details” on page 75

+ “UniFi Access Point Details” on page 83

+ “UniFi VolP Phone Details” on page 95
+ “Client Details” on page 97

Ubiquiti Networks, Inc.



UniFi Controller User Guide Chapter 4: Dashboard

Default 2 minutes

Network Health

© vww 8 wan
10.0.2.188 N 192.168.1.1
Ar 10.0.2.1 £ 9

209.18.47.61 W 1.97MBls
209.18.47.62

S 85.1KB/s
5d 2h 1m 57s

Cha pter 4: DaSh boa rd After the Speed Test is complete, the following will be
displayed:

The Dashboard screen provides a visual representation of + Duration of the average Ping round-trip time

your network’s status. Basic information is provided for - Download speed

each node:

 Upload speed

'/

* “Internet” on page 34
» “Gateway/Router” on page 34

* “Local Area Network” on page 35
+ “Wireless Local Area Network” on page 35

Green Green indicates that the dashboard node is active
and all devices are online.

* Speed Test If your WAN connection is active, then you 1. 4839w. 15.17w.
can place the mouse over the WWW icon to display the
test.
- Start Now Click Start Now to run the test. - Re-Test Click Re-Test to run the test again.

T Speediest
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Red Red indicates one of the following:

« WWW Internet connectivity is down.

+ WAN The UniFi Security Gateway is offline.
* LAN One or more Switches are offline.

+ WLAN More than half of the APs are offline.

— .

Orange Orange indicates that half or fewer than half of
the APs are offline.

Note: Orange is not applicable to the WWW, WAN,
and LAN nodes.

Gray Gray indicates that there are no devices available for
that dashboard node.

Internet
The basic details of the Internet connection are displayed.

© www
; 10.0.2.188
Y 10.0.2.1

209.18.47.61

209.18.47.62
¢ 21ms

5d 2h 1m 57s

Status Displays the status of the node: Connected and
Stable, Unreachable, or No Data Available.

IP Displays the Internet IP address of the UniFi Security
Gateway.

Gateway Displays the IP address of the service provider's
gateway.

DNS Displays the IP addresses of the Domain Name
System (DNS) servers.

Latency Displays the amount of time it takes a packet
to travel from the UniFi Security Gateway to the service
provider’s gateway.

Uptime Displays the length of time the Internet
connection has been active.

Gateway/Router
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The basic details of the UniFi Security Gateway are
displayed.

A wan
ANIP - 192,168.1.1
9
1.97MB/s
B5.1KB/s

O

Status Displays the status of the node: Connected and
Stable, Gateway Down, Unreachable, or No Data Available.

LAN IP Displays the local IP address of the UniFi Security
Gateway.

Clients Displays the total number of local clients.

Down Displays the download rate of your Internet
connection.

Up Displays the upload rate of your Internet connection.

Configuration Click the configuration # icon to edit the

configuration. Go to “UniFi Security Gateway Details” on
page 67 for more information.

If the DPI feature is enabled (refer to “Settings > Site”

on page 18 for more information), then you can place

the mouse over the WAN icon for a top-level view of DPI
categories with the bandwidth usage broken down by
percentages.

Place the mouse over a specific category to view the
download and upload bandwidth usage.

c@®eo o

Click a specific category to view a deeper level of details,
the subcategories with the bandwidth usage broken
down by percentages.

Place the mouse over a specific subcategory to view the
download and upload bandwidth usage.

Click the subcategory to open the Statistics tab of the

Ubiquiti Networks, Inc.
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UniFi Security Gateway screen. For more information, go to
“UniFi Security Gateway - Statistics” on page 69.

Local Area Network
The basic details of the wired network(s) are displayed:

& LAN
CONNECTED AND STABLE

o o w =

763B/s
7~

Status Displays the status of the node: Connected and
Stable, Switch Down, Unreachable, or No Data Available.

Switches Displays the number of UniFi Switches
managed on this site.

Users Displays the number of clients connected to the
wired network.

Guests Displays the number of clients connected to the
guest wired network.

Down Displays the download rate of the wired
network(s).

Up Displays the upload rate of the wired network(s).

Configuration Click the configuration # icon to edit the

configuration. Go to “Settings > Networks” on page
21 for more information.
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Wireless Local Area Network
The basic details of the wireless network(s) are displayed.

7 WLAN
5
60
15
270KB/s
23.3KB/s
il Ve
Status Displays the status of the node: Connected and
Stable, Devices Down, Unreachable, or No Data Available.
APs Displays the number of APs managed on this site.
Users Displays the number of clients connected to the
primary wireless network(s).
Guests Displays the number of clients connected to the
guest wireless network(s).
Down Displays the download rate of the wireless
network(s).
Up Displays the upload rate of the wireless network(s).
Graph Click the graph *' icon to view detailed status

information. Go to “Statistics” on page 55 for more
information.

Configuration Click the configuration # icon to edit the
configuration. Go to “Settings > Wireless Networks” on
page 19 for more information.
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Chapter 5: Map

The UniFi Controller software allows you to upload custom
map images of your location(s) or use Google Maps™ for

a visual representation of your UniFi network. When you
initially launch the UniFi Controller application, a default
map is displayed. The legend at the bottom of the map
shows the scale of the map.

Adding Custom Maps

To add a custom map, you must first create the image
using an illustration, image editing, or blueprint
application that exports a file in .jpg, .gif, or .png

file format.

Ubiquiti Networks, Inc.

Once you've created the map, you can upload it to the
UniFi Controller software:

1. Click the drop-down menu at the top right of the
screen and then click ' # CONFIGURE MAPS |

2. Click MY,

Configure Maps X
Samgpke A o

X DONE
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3. Locate thefile to use as a map (valid file formats are Adding a Goog|e Map
Jjpg, .gif, and .png) and then click Open. If you do not

want to upload a file, click Cancel. To add a Google Map to the UniFi Controller software

Map view:

= i " 1. Click the drop-down menu at the top right of the
e screen and then click % CONFIGURE MAPS |

4. Enter a map name in the field provided and click

[~ oone |

Note: If the map is incorrect, click Select a different
map and try again.

2. Click EAXIYYTR.

Add Map x
e s Configure Maps 3
Net what you were looking for? Salect o different map, 7
Wil | P T Mams Actiem
sampie A o

1 = J

3. Click Cancel.

= - . ) )

o Rt
=
=

4. Enter a map name in the Description field and click
Google Maps.

Add Map x
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5.

The default view is Satellite view, which allows the use
of labels.

Use the tools to navigate the map or zoom in/out.
Click Labels to display street and location names.
In the Location field, enter an address or the latitude

and longitude of a specific location. Then click © LOcATE

Add Map x

I
Office B UROAD BAAGE | GODGLEMARS |

You can also click Map, which looks like a street map.
Click Terrain to display geographic markers.

Add Map x

Office B URCAS BAASE | GOOGLEMAKS

SR S +

| T

Click to save the map.

You can adjust the zoom using the + and - buttons.
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Placing Devices on the Map
1. Click Unplaced Devices at the lower right.

2. Drag each device icon from the Unplaced Devices list to
the appropriate location on the map.

Status

The device icon indicates the UniFi model (not all icons are
shown below):

o

o

(o)

UniFi AP AC

UniFi AP Pro, UniFi AP AC Lite/LR/Pro
UniFi AP/AP LR

UniFi AP AC Outdoor

UniFi AP Outdoor+

UniFi AP Outdoor5

UniFi Security Gateway
UniFi Security Gateway Pro
UniFi 24-Port Switch

UniFi 48-Port Switch

UniFi VoIP Phone/Pro

UniFi VolP Phone Executive

The LED color of the icon indicates the device status.

» Blue/Green Indicates the device is connected.

* Red/Orange Indicates the device is disconnected. A
disconnected @ icon also marks the device icon.
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Options

Click a UniFi icon to reveal options. Click the UniFi icon
again to hide them.

© Lock Lock the device icon to its current location.

© Details Display the Details screen. For more
information, go to the appropriate chapter:

u

» “UniFi Security Gateway Details” on page 67
+ "UniFi Switch Details” on page 75

Y/

» "UniFi Access Point Details” on page 83
* "UniFi VolIP Phone Details” on page 95

@ Statistics (Available for the UAP-AC-LITE,
UAP-AC-LR, UAP-AC-PRO, and UAP-AC-EDU only.)
Displays the RF Environment screen. For more

7]

information, go to “RF Environment” on page
86.

©® Remove Remove the device icon from its location.

Map Display Options
The Map screen can display the devices with the following
options:

| DETAILS ‘ COVERAGE TOPOLOGY

Each device is displayed with its names. If no custom label
is applied, the device’s MAC address will be displayed.

To change a name applied to a device, refer to Alias in the
appropriate section:

I/

» “UniFi Security Gateway - Configuration” on page
70

I/

» “UniFi Switch - Configuration” on page 79

I/

» “UniFi Access Point - Configuration” on page 88

a

» “Create or Edit an Extension” on page 29 (to
change the name of a UniFi VolP Phone)
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Details Displays the applicable information:
transmit/receive channel, signal strength, supported
standards, device name, MAC address, number of users
connected, and number of guests connected.

You can apply one of the following filters:
+ 2G Displays the 2.4 GHz information.
+ 5G Displays the 5 GHz information.

Coverage Displays a visual representation of the wireless
range covered by any APs.

You can apply one of the following filters:
* 2G Displays the 2.4 GHz information.
* 5G Displays the 5 GHz information.
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Topology Displays a visual representation of the network
configuration and connections between any APs. A
dashed line will indicate the wireless AP and its uplink to a
wired AP.

(Map) If multiple maps have been uploaded, you can
select which map you want to view using this option.

sample v
Office A
City Office

City Office with Terrain

£} CONFIGURE MAPS

Configure Maps Click % coNFIGUREMAPS to add maps or
edit the current map(s).

Zoom Slider Use to zoom the map detail in and out.

s
|. . 1.""=-.’=. ;I
@ |I
"o |
e ——]
L [ oo |
O

Set Map Scale Use this option to define the scale of the
map. You will draw a line and define the distance that the
line represents.
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Setting the Map Scale

1. Click the set map scale & button.

2. Click and hold to draw a line in the area that you want
to use to set the scale of the map. If you need to redraw
the line, just click and hold again to draw a new line.

3. Enter the distance that the line represents in the
Distance field. By default, the distance is specified in
meters but you can switch to feet using the drop-down
menu on the right. Click ' SETSCALE |

The legend at the bottom of the map shows the new scale
of the map.
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Default

UriFi

GATEWAY/SWITCHES ARS PHONES

10,004 UniFi Switch 48 POE.750W

1000118 UniFi Phone Executive
1000117 UniFi Prone Executive
1000116 UniFi Phone Executive
18216800 UniFi Security Gateway 3P
1000115 UniFi Switch 48 POE-TS0W
1000119 UniFi Phone-Executive
10003 UniFi Switch 48 FOE-750W
0002 UniFi Switch 48 POE-750W
10.0.0.51 UniFi AP-AC-Pro
100035 Unifi AP-AC-Pro
100083 UniFi AP-ALCFro
10.0.0.67 UniFi AP-AC-Pro
10,0059 UniFi AP-AL-Pro
1000022 UniFi Prone X
1000921 UniFi Phone X

1000123 UniFi Phane Executive

1000120 UniFi Prone-X

1002113 UniFi Prone-Executive

Chapter 6: Devices

The Devices screen displays a list of UniFi devices
discovered by the UniFi Controller. You can click any of the
column headers to change the list order.

Search ¢ Enter the text you want to search for. Simply
begin typing; there is no need to press Enter.

You can apply one of the following primary filters:

All Displays all UniFi devices.

Gateway/Switches Displays all UniFi Security Gateways
and Switches.

APs Displays all UniFi APs.

Phones Displays all UniFi VolP Phones. (Enable VolP
using “Settings > VolP” on page 29.)

If the APs filter is applied, then another filter is available:

Overview Displays the number of clients, amount
of data downloaded, amount of data uploaded, and
channel setting.

Config Displays the WLAN and radio settings for the
2.4 GHz and 5 GHz radio bands.

Performance Displays the number of 2.4 GHz and

5 GHz clients, overall transmit rate, overall receive rate,
transmit rates in the 2.4 GHz and 5 GHz radio bands, and
channel setting.

Items per page Select how many results are displayed
per page: 10, 50, 100, or 200.

Ubiquiti Networks, Inc.
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2 minutes

Items per page: $0

33123861 1d Th 55m @ LOCATE O RESTART

47.0.507 Bh 21m 585 @ LocaTE 5 RESTART & UPGRADE

47.0.507 Th 26m 13s 9 LOCATE 3 RESTART < UPGRADE

47.0.507 22n 33m 258 @ LOCATE 3 RESTART < UPGRADE

4354821689 1d 1h 38m 9 LoCATE 3 RESTART

33723861 1dSh4im @ LOCATE 3 RESTART

4.7.0.507 1d 15h 42m @ LOCATE 3 RESTART

33723861 1d §h 26m @ LOCATE 3 RESTARY

32123851 1d 3h 7m 9 LocaTe 5 RESTART

3483M5 1d 150 2m 9 LOCATE 5 RESTART

3493345 22n 59m 593 @ LOCATE O RESTART

3453345 1d 21h 4m 9 LoCATE 3 RESTART

3493346 Bh 17m &0s @ LOCATE O RESTART

345305 1d 198 13m @ LocaTE 5 RESTART

502220
502220
465413
502220

465489

The columns of information vary depending on which
primary filter (All, Gateway/Switches, APs, or Phones) is
applied.

If there is more than one page of entries to display, click
the navigation controls or page numbers at the bottom
right of the screen to display different pages.

All

All UniFi device types are displayed.

(icon) Displays the icon corresponding to the UniFi device
(not all icons are shown below):

o UniFi AP AC
o UniFi AP Pro, UniFi AP AC Lite/LR/Pro
o UniFi AP/AP LR
UniFi AP AC Outdoor
UniFi AP Outdoor+
UniFi AP Outdoor5
.= UniFi Security Gateway
UniFi Security Gateway Pro
UniFi 24-Port Switch

UniFi 48-Port Switch
UniFi VolP Phone/Pro

UniFi VolP Phone Executive
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If displayed, the LED color of the device icon indicates the
device status.

+ Blue/Green Indicates the device is connected.

+ Red/Orange Indicates the device is disconnected or
not managed by this site (Pending Approval or Managed
by Other).

Name/MAC Address Displays the hostname, alias, or
MAC address of the UniFi device. You can click the name
to get additional details. For more information, see the
appropriate chapter:

+ “UniFi Security Gateway Details” on page 67

+ “UniFi Switch Details” on page 75

+ “UniFi Access Point Details” on page 83

+ “UniFi VolP Phone Details” on page 95

IP Address Displays the IP address used by the UniFi
device.

Status Indicates the device status: Connected,
Disconnected, Pending Approval, Adopting, Upgrading,
Managed by Other, or Isolated (APs only).

Only the super admin - not any site admin - can view
devices that are Pending Approval and then adopt them on
the UniFi Controller.

Note: The super admin account was created during
the initial installation; for more information, see

“Configuring the UniFi Controller Software” on
page 2.
Model Displays the model name of the UniFi device.

Version Displays the version number of the UniFi device’s
firmware.

Uptime Displays the duration of time the UniFi device has
been running.

Actions Click a button to perform the desired action:

+ Locate For most devices, click © Lo¢ATE to flash the LED
on the physical device and the device’s icon on the
Map tab so you can locate it. The LED will flash until the
Locate button is clicked again. (The icon on the Map tab
will flash three times and stop.)

If the device is a Phone, then click © LOCATE to ring the
Phone and flash the Phone’s icon on the Map tab so you
can locate it. The Phone will ring until you click Locate
again. (The icon on the Map tab will flash three times
and stop.)

» Restart Click © RESTART to restart the selected device.

+ Upgrade If a software upgrade is available for the
device, click & UPGRADE tg install the latest UniFi firmware
on the device. The Status will appear as Upgrading until
the process is complete and the device reconnects to
the UniFi Controller software.

+ Adopt Click +ApoPT to adopt a device that appears as
Pending Approval for its status. The Status will appear as
Adopting until the device is connected.

44

UniFi Controller User Guide

Gateway/Switches
All UniFi Gateway and Switch devices are displayed.

(icon) Displays the icon corresponding to the UniFi device
(not all icons are shown below):

.= UniFi Security Gateway
& == UniFi Security Gateway Pro
UniFi 24-Port Switch
é===UniFi 48-Port Switch

The LED color of the device icon indicates the device
status.

* Blue Indicates the device is connected.

* Red Indicates the device is disconnected or not
managed by this site (Pending Approval or Managed by
Other).

Name/MAC Address Displays the hostname, alias, or
MAC address of the UniFi device. You can click the name
to get additional details. For more information, see the
appropriate chapter:

u

+ “UniFi Security Gateway Details” on page 67

u

+ “UniFi Switch Details” on page 75

IP Address Displays the IP address used by the UniFi
device.

Status Indicates the device status: Connected,
Disconnected, Pending Approval, Adopting, Upgrading, or
Managed by Other.

Only the super admin — not any site admin - can view
devices that are Pending Approval and then adopt them on
the UniFi Controller.

@ Note: The super admin account was created during

the initial installation; for more information, see
“Configuring the UniFi Controller Software” on
page 2.

Model Displays the model name of the UniFi device.

Down Displays the total amount of data downloaded by
the UniFi device.

Up Displays the total amount of data uploaded by
the UniFi device.

Ubiquiti Networks, Inc.
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Actions Click a button to perform the desired action:

+ Locate Click © LocATE to flash the Status LED on the
Gateway/Switch and its icon on the Map tab so you can
locate it. The LED will flash until the Locate button is
clicked again. (The icon on the Map tab will flash three
times and stop.)

» Restart Click © RESTART to restart the selected device.

» Upgrade If a software upgrade is available for the
device, click & UPGRADE g install the latest UniFi firmware
on the device. The Status will appear as Upgrading until
the process is complete and the device reconnects to
the UniFi Controller software.

» Adopt Click + AporT to adopt a device that appears as
Pending Approval for its status. The Status will appear as
Adopting until the device is connected.

APs

You can apply one of the following filters to display
different status information:

+ Overview Displays the number of clients, amount
of data downloaded, amount of data uploaded, and
channel setting.

+ Config Displays the WLAN and radio settings for the
2.4 GHz and 5 GHz radio bands.

+ Performance Displays the number of 2.4 and 5 GHz
clients, overall transmit rate, overall receive rate, 2.4 and
5 GHz transmit rates, and channel setting.

On any sub-tab, you can initiate a rolling upgrade of the
firmware for all APs.

Start Rolling Upgrade Click < STARTROLLING UPGRADE. t0 begin
automatically upgrading APs, one by one, except for
wirelessly uplinked APs, which are intentionally excluded
from upgrading.

Overview

Ubiquiti Networks, Inc.
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(icon) Displays the icon corresponding to the AP model
(not all icons are shown below):

o/ UniFi AP AC
o UniFi AP Pro, UniFi AP AC Lite/LR/Pro
o UniFi AP/AP LR

UniFi AP AC Outdoor

UniFi AP Outdoor+

UniFi AP Outdoor5

The LED color of the icon indicates the device status.
* Blue/Green Indicates the device is connected.

* Red/Orange Indicates the device is disconnected or
not managed by this site (Pending Approval or Managed
by Other).

Name/MAC Address Displays the hostname, alias, or

MAC address of the AP. You can click the name to get

additional details; see “UniFi Access Point Details” on

page 83 for more information.

IP Address Displays the IP address of the AP.
Status Displays the connection status.
» Connected The AP is physically wired to the network.

» Connected (100 FDX) The AP is physically wired to the
network at 100 Mbps in full-duplex mode.

» Connected (wireless) The AP is wirelessly uplinked to a
physically wired AP.

» Disconnected The AP is unreachable by the UniFi
Controller software.

+ lIsolated A managed AP is unable to locate its uplink.

* Managed by Other The AP is not in the default state
but it is not controlled by the UniFi Controller.

+ Pending Approval The AP is in the default state and is
available for adoption.

Only the super admin - not any site admin - can view
devices that are Pending Approval and then adopt them
on the UniFi Controller.

Note: The super admin account was created
during the initial installation; for more
information, see “Configuring the UniFi
Controller Software” on page 2.

Model Displays the model name of the UniFi device.

Clients Displays the number of clients connected to
the AP.

Down Displays the total amount of data downloaded by
the AP.

Up Displays the total amount of data uploaded by the AP.

Channel Displays the transmit/receive channel being
used by the AP. The radio band is represented as (ng) for
2.4 GHz and (na)/(ac) for 5 GHz.
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Actions Click a button to perform the desired action:

+ Locate Click © LocATE {0 flash the LED on the AP and the
AP’s icon on the Map tab so you can locate it. The LED
will flash until the Locate button is clicked again. (The
icon on the Map tab will flash three times and stop.)

» Restart Click © RESTART to restart the selected device.

» Upgrade If a software upgrade is available for the
device, click & UPGRADE g install the latest UniFi firmware
on the device. The Status will appear as Upgrading until
the process is complete and the device reconnects to
the UniFi Controller software.

» Adopt Click + AporT to adopt a device that appears as
Pending Approval for its status. The Status will appear as
Adopting until the device is connected.

Config

(icon) Displays the icon corresponding to the AP model
(not all icons are shown below):

o/ UniFi AP AC
©) UniFi AP PRO, UniFi AP AC Lite/LR/Pro
o UniFi AP/AP LR

UniFi AP AC Outdoor

UniFi AP Outdoor+

UniFi AP Outdoor5

The LED color of the icon indicates the device status.
* Blue/Green Indicates the device is connected.

* Red/Orange Indicates the device is disconnected or
not managed by this site (Pending Approval or Managed
by Other).

Name/MAC Address Displays the hostname, alias, or
MAC address of the AP. You can click the name to get
additional details; see “UniFi Access Point Details” on
page 83 for more information.

Status Displays the connection status.
» Connected The AP is physically wired to the network.

» Connected (100 FDX) The AP is physically wired to the
network at 100 Mbps in full-duplex mode.
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+ Connected (wireless) The AP is wirelessly uplinked to a
physically wired AP.

+ Disconnected The AP is unreachable by the UniFi
Controller software.

+ Isolated A managed AP is unable to locate its uplink.

+ Managed by Other The AP is not in the default state
but it is not controlled by the UniFi Controller.

« Pending Approval The AP is in the default state and is
available for adoption.

Only the super admin - not any site admin - can view
devices that are Pending Approval and then adopt them
on the UniFi Controller.

Note: The super admin account was created
during the initial installation; for more

2}

information, see “Configuring the UniFi
Controller Software” on page 2.

Version Displays the version number of the UniFi AP’s
firmware.

WLAN 2G Displays the name of the WLAN group using
the 2.4 GHz radio band.

WLAN 5G Displays the name of the WLAN group using
the 5 GHz radio band.

Radio 2G Displays the channel and TX power settings
used in the 2.4 GHz radio band.

Radio 5G Displays the channel and TX power settings
used in the 5 GHz radio band.

Actions Click a button to perform the desired action:

» Locate Click @ LocATe to flash the LED on the AP and the
AP’s icon on the Map tab so you can locate it. The LED
will flash until the Locate button is clicked again. (The
icon on the Map tab will flash three times and stop.)

« Restart Click © RESTART to restart the selected device.

» Upgrade If a software upgrade is available for the
device, click & UPGRADE {0 install the latest UniFi firmware
on the device. The Status will appear as Upgrading until
the process is complete and the device reconnects to
the UniFi Controller software.

» Adopt Click + AporT to adopt a device that appears as
Pending Approval for its status. The Status will appear as
Adopting until the device is connected.
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Performance

(icon) Displays the icon corresponding to the AP model
(not all icons are shown below):

o/ UniFi AP AC
o UniFi AP PRO, UniFi AP AC Lite/LR/Pro
o UniFi AP/AP LR

UniFi AP AC Outdoor

UniFi AP Outdoor+

UniFi AP Outdoor5

The LED color of the icon indicates the device status.
* Blue/Green Indicates the device is connected.

* Red/Orange Indicates the device is disconnected or
not managed by this site (Pending Approval or Managed
by Other).

Name/MAC Address Displays the hostname, alias, or
MAC address of the AP. You can click the name to get
additional details; see “UniFi Access Point Details” on
page 83 for more information.

IP Address Displays the IP address of the AP.

Status Displays the connection status.

» Connected The AP is physically wired to the network.

« Connected (100 FDX) The AP is physically wired to the
network at 100 Mbps in full-duplex mode.

+ Connected (wireless) The AP is wirelessly uplinked to a
physically wired AP.

» Disconnected The AP is unreachable by the UniFi
Controller software.

+ Isolated A managed AP is unable to locate its uplink.

» Managed by Other The AP is not in the default state
but it is not controlled by the UniFi Controller.

* Pending Approval The AP is in the default state and is
available for adoption.

Only the super admin - not any site admin — can view
devices that are Pending Approval and then adopt them
on the UniFi Controller.
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Note: The super admin account was created
during the initial installation; for more
information, see “Configuring the UniFi
Controller Software” on page 2.

2G Clients Displays the number of clients connected to
the AP using the 2.4 GHz band.

5G Clients Displays the number of clients connected to
the AP using the 5 GHz band.

TX Displays the overall TX (transmit) rate.
RX Displays the overall RX (receive) rate.

TX 2G Displays the overall TX rate for the 2.4 GHz radio
band. The different colors represent different types of
packet activity:

Color ‘PacketActivity

[ | Packets sent
[ | Packets retried

[ | Packets not sent due to likely interference

TX 5G Displays the overall TX rate for the 5 GHz radio
band. The different colors represent different types of
packet activity:

Packet Activity

[ | Packets sent
[ | Packets retried

| Packets not sent due to likely interference

Channel Displays the transmit/receive channel being
used by the AP. The radio band is represented as (ng) for
2.4 GHz and (na)/(ac) for 5 GHz.

Actions Click a button to perform the desired action:

+ Locate Click © LocATE to flash the LED on the AP and the
AP’s icon on the Map tab so you can locate it. The LED
will flash until the Locate button is clicked again. (The
icon on the Map tab will flash three times and stop.)

» Restart Click © RESTART {0 restart the selected device.

» Upgrade If a software upgrade is available for the
device, click & UPGRADE tg jnstall the latest UniFi firmware
on the device. The Status will appear as Upgrading until
the process is complete and the device reconnects to
the UniFi Controller software.

* Adopt Click +AporT to adopt a device that appears as
Pending Approval for its status. The Status will appear as
Adopting until the device is connected.
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Phones
VolP is available with UniFi Controller version 4.6 or higher.

Upgrade All Click < UPGRADEALL tg hegin automatically
upgrading the firmware of all Phones.

(icon) Displays the icon corresponding to the Phone (not
all icons are shown below):

M UniFi VolP Phone/Pro
M= UniFi VolP Phone Executive

Name/MAC Address Displays the hostname, alias, or
MAC address of the Phone. You can click the name to get
additional details; see “UniFi VolP Phone Details” on
page 95 for more information.

IP Address Displays the IP address used by the Phone.
Status Indicates the device status: Connected,
Disconnected, Pending Approval, Adopting, Upgrading, or
Managed by Other.

Only the super admin - not any site admin - can view
devices that are Pending Approval and then adopt them on
the UniFi Controller.

@ Note: The super admin account was created during

the initial installation; for more information, see
“Configuring the UniFi Controller Software” on
page 2.

Model Displays the model name of the UniFi device.

Extension Displays the extension of the Phone. You
can click the extension to get additional details; see
“UniFi VoIP Phone - Details” on page 95 for more
information.

Actions Click a button to perform the desired action:

+ Locate Click © LOcATE to ring the Phone and flash the
Phone’s icon on the Map tab so you can locate it. The
Phone will ring until you click Locate again. (The icon on
the Map tab will flash three times and stop.)

e Restart Click © RESTART to restart the selected device.
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» Upgrade If a software upgrade is available for the
device, click & UPGRADE g install the latest UniFi firmware
on the device. The Status will appear as Upgrading until
the process is complete and the device reconnects to
the UniFi Controller software.

» Adopt Click + AporT to adopt a device that appears as
Pending Approval for its status. The Status will appear as
Adopting until the device is connected.

Properties

The Properties tab is hidden by default. To display it, click
the properties @icon. The Properties tab appears on the
right side of the Devices screen.

Information about each selected device appears as a
popup within this tab. The information varies depending
on the device type.

For more information, see the appropriate chapter:
+ “UniFi Security Gateway Details” on page 67

+ “UniFi Switch Details” on page 75

+ “UniFi Access Point Details” on page 83

+ “UniFi VolP Phone Details” on page 95

PROPERTIES = Em»w
o UAPACPrOA ¥ a2 X
Connected (100 FDX)
DETAILS USERS GUESTS CONFIGURATION
OVERVIEW
MAC Address 00:15:6d:00:00:04
Model UniFi AP-AC-Pro
Version 3.4.9.3346
IP Address 10.0.0.83
Uptime 19h 27m 33s
# Users 15
# Guests 0
UPLINK (WIRE)
RADIO {11N/B/G)
RADIO (11N/AJAC)
RF ENVIRONMENT

© LOCATE || © REsTART

Close Click B to close the Properties tab and device
popups.
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Minimize Click B to close and re-open the device
popups.

PROPERTIES

UAP Outdoor 2.4 GHz »

UAP Outdoor+ ¥

UAP Outdoor 5 GHz »

UAP AC Qutdoor »

Each row displays the following:

(icon) Displays the icon of the device (the icon will vary
depending on the model).

Name/MAC Address Displays the hostname, alias, or
MAC address of the device.

Display Click B display the device information.

Detach Click B to display the same information in a
separate popup screen that can be moved anywhere
within the browser screen.

Close Click B to close the Properties tab and device
popups.

Hide Click B to hide the Properties tab but allow the
device popups to remain accessible from this tab.
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L
UHTF )‘ Default

Clients

100078

000

1000108

100.0.44 MAPACPrOE
10.0.0.23 L5 £BC #71
100085 LIAP AC Pro &
10.00.52

100081

100082

100082

1000.10

10.0.0.106

10.0.0.107

10.0.0.26

10.0.0.25

10005

100013

100.0.24

100079

Chapter 7: Clients

The Clients screen displays a list of network clients. You can
click any of the column headers to change the list order.
Search ¢ Enter the text you want to search for. Simply
begin typing; there is no need to press Enter.

You can apply one of the following primary filters:

+ All Displays all clients, regardless of connection type.
» Wireless Displays all wireless clients.

» Wired Displays all wired clients.

A secondary filter is available:

+ All Displays all users and guests.

» Users Only displays users.

* Guests Only displays guests.

Items per page Select how many results are displayed
per page: 10, 50, 100, or 200.

The columns of information vary depending on which
primary filter (All, Wireless, or Wired) is applied.

If there is more than one page of entries to display, click
the navigation controls or page numbers at the bottom
right of the screen to display different pages.
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2 minutes

11h 10m 495 X BLocK RECONNECT
Th5om2s X BLocK

12h 18m 535 * BLOCK || - AECONNECT
12n 35m 183 X pLock RecoNNECT
Sha3m2is * BLOCK

11h 59m 475 X wock || - mecon NECT
Sh S4m 475 * BLOCK RECONNECT
6h 32m 495 X BOCK || - RECONNECT
6h 16m 595 X BLOCK ||~ RECONNECT
6h 50m 535 X BLOCK || RECONNECT
10 55m 255 X mLocK

12h 57m 38s * BLOCK RECONNECT
st st L ETE
6h 50m 303

6h 43m 555

10 19m 433

11h20m 7s

Sh d6m 38s

5h 46m 555

All

Name/MAC Address Displays the hostname, alias, or
MAC address of the connected client. You can click the
name to get additional details; refer to “Client Details” on
page 97 for more information.

IP Address Displays the IP address used by the client.

Connection Indicates which local network is used. If
the connection is wireless, then this displays the wireless
network name or SSID.

AP/Port Indicates which AP or switch port is used.

Down Displays the total amount of data downloaded by
the client.

Up Displays the total amount of data uploaded by
the client.

Activity Displays the level of activity for each client.

Bars Activity Level
(Bytes per second)
Idle

| 500

[ ] | 8000

L ] ]| 64000

[ 1] 1] 512000
EEEENE 2048000
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Uptime Displays the amount of time the client has been
connected for this session.

Actions Click a button to perform the desired action:

+ Block Click % etock to block this client from accessing
the network.

» Reconnect Click ¢ RECONNECT to reconnect a wireless
client. You can click ¢ Reconnect to kick out a client,
which usually reconnects back quickly; this is useful for
troubleshooting or resolving a problematic wireless
connection.

» Unauthorize/Authorize (Available for Guests only.)
Click % unautHoriZE to remove authorization of guest
access and disconnect the guest, or click |+ AutHoriZE | for
guests pending authorization.

Wireless
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Frequency band If the Wireless filter is applied, then the
Frequency band filter is available:

» All Displays all wireless clients.
* 2G Only displays 2.4 GHz clients.
* 5G Only displays 5 GHz clients.

AP Select the AP whose clients you want displayed. Each
option in the drop-down list also indicates the number of
wireless clients in parentheses.

Name/MAC Address Displays the hostname, alias, or
MAC address of the connected client. You can click the

name to get additional details; refer to “Client Details” on

page 97 for more information.
IP Address Displays the IP address used by the client.

Status (Displayed when the Guests filter is applied.)
Displays Authorized for all authorized guests or Pending for
guests pending authorization.

WLAN Displays the name of the wireless network.
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Access Point Displays the name of the connected AP.
Signal Displays the signal strength level and signal type:

Icon Clients Mode

5 GHz (802.11ac) Active

5 GHz (802.11ac) Power Save
5 GHz (802.11n) Active
5 GHz (802.11n) Power Save

2.4 GHz (802.11n) Active
2.4 GHz (802.11n) Power Save
2.4 GHz (802.119g) Active
2.4 GHz (802.119) Power Save
2.4 GHz (802.11b) Active

2.4 GHz (802.11b) Power Save
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Down Displays the total amount of data downloaded by
the client.

Up Displays the total amount of data uploaded by
the client.

Activity Displays the level of activity for each client.

Bars Activity Level
(Bytes per second)
Idle

| 500

[ ] | 8000

(] ] 64000

[ 1] 1] 512000
EEEENE 2048000

Uptime Displays the amount of time the client has been
connected for this session.

Actions Click a button to perform the desired action:

+ Block Click % etock to block this client from accessing
the network.

» Reconnect Click ¢ RECONNECT to reconnect a wireless
client. You can click '« reconnect to kick out a client,
which usually reconnects back quickly; this is useful for
troubleshooting or resolving a problematic wireless
connection.

* Unauthorize/Authorize (Available for Guests only.)
Click * unautHoriZE to remove authorization of guest
access and disconnect the guest, or click |+ AutHoriZE for
guests pending authorization.
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Wired
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Network If the Wired filter is applied, then the Network
filter is available. Each option in the drop-down list also
indicates the number of wired clients in parentheses.

» All Displays all wired clients.

* (name) Select the network whose clients you want
displayed.

Name/MAC Address Displays the hostname, alias, or

MAC address of the connected client. You can click the

name to get additional details; refer to “Client Details” on
page 97 for more information.

IP Address Displays the IP address used by the client.
Network Indicates which local network is used.

Port Displays the name of the network device and port
number used by the client. You can click the name to get
additional details; refer to “UniFi Switch Details” on page
75 for more information.

Down Displays the total amount of data downloaded by
the client.

Up Displays the total amount of data uploaded by
the client.

Activity Displays the level of activity for each client.

Bars Activity Level
(Bytes per second)
Idle

| 500

[ ] | 8000

(] ] 64000

(111 512000
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Uptime Displays the amount of time the client has been
connected for this session.

Actions Click a button to perform the desired action:

+ Block Click % etock to block this client from accessing
the network.
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* Unauthorize/Authorize (Available for Guests only.)
Click % unautHoriZE to remove authorization of guest
access and disconnect the guest, or click |+ AutHoriZE for
guests pending authorization.

Properties

The Properties tab is hidden by default. To display it, click
the properties @icon. The Properties tab appears on the
right side of the Clients screen.

Information about each selected client appears as a
popup within this tab. The information varies depending
on whether the client is wired or wireless:

* “Wireless Client — Details” on page 97
» “Wired Client — Details” on page 100

PROPERTIES

| 10:68:300:00:44 ¥

.

DETAILS sr_msm:s HISTORY CONFIGURATION

MAC Address 10:68:31.00:00:44
Hostname 10:68:3f:00:00:44
IP Address 10.0.0.107
Uptime 49m 26s
Connected AP UAPACPro C

| X BLOCK ||« RECONNECT |

Close Click B to close the Properties tab and client
popups.
Minimize Click & to close and re-open the client popups.

PROPERTIES = =
Lol 10:68:3£:00:00:42 »

S €B:22:14:00:00:18 ¥

[l 10:68:3£:00:00:48 »

Lo CB:2E:14:00:00:17 »

Each row displays the following:
+ (icon) Displays the icon of the device.

+ Name/MAC Address Displays the hostname, alias, or
MAC address of the client.

» Display Click B display the client information.

- Detach ClickE to display the same informationin a
separate popup screen that can be moved anywhere
within the browser screen.

- Close Click B to close the client popup.

Hide Click E to hide the Properties tab but allow the
client popups to remain accessible from this tab.
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L
UHFFI‘ Default

Statistics

overview » | Clear Current Stats

Chapter 8: Statistics

2 minutes

= 20T

Clients (Total) Current Usage - Top Access Points

B UBNT # of Clients B UAPACProD
B UAP AC Pro A
B UAPACProB
B UAPACPrOE
W UAPACProC

Quick Look Recent Activities

Mast Active AP Clients {Total)
UAP ACPro D

Mast Acthve Client

1683000043

Alktime Top Client
10:68:3F00:00:14

12h 58m 375

Chapter 8: Statistics

The Statistics screen provides a visual representation
of the clients and network traffic connected to your
managed UniFi network.

Overview The default view.

Clear Current Stats Reset the current statistics to
start over.

Ubiquiti Networks, Inc.

# of Clients Traffic

SsHYE883

Time and Date At the top right of the screen, you can
filter by date and time period. You can also change the
duration interval by toggling between 24 Hour and Month.

24 HOUR | MONTH
€ dpm 3 20MM62

. June 2014 >

Sun Mon Tue Wed Tha Fri  Sat

LI X cANCEL

24 HOUR MONTH ]
€ 20M4/53- 20140602 3

< May 2014 >

Sun Mon Tue Wed Thu Fr Sat

+ Update Click EATZISH to apply the new filter.
+ Cancel Click x canceL to discard changes.
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Clients (Total)

Clients (Total)

™ UBNT " of Clens

# of Clients A visual pie chart represents the client
distribution amongst the APs. Place the mouse cursor over
the chart for the number of clients per network.

Quick Look

Quick Look

Most Active AP

Most Active AP

The details of the most active Access Point are displayed:

Name or MAC address You can click this link to open the
AP Details screen. See “UniFi Access Point Details” on
page 83 for additional information.

Download Displays the total amount of data downloaded
by the AP.

Upload Displays the total amount of data uploaded by
the AP.
Most Active Client

The details of the most active client in current use are
displayed:
Name or MAC address You can click this link to open the

Client Details screen. See “Client Details” on page 97
for additional information.

Download Displays the total amount of data downloaded
by the client.

Upload Displays the total amount of data uploaded by
the client.

All-Time Top Client
The details of the all-time, most active client are displayed:

Name or MAC address You can click this link to open the
Client Details screen. See “Client Details” on page 97
for additional information.

Uptime Displays the duration of time the client has been
connected.

Download Displays the total amount of data downloaded
by the client.

Upload Displays the total amount of data uploaded by
the client.
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Current Usage - Top Access Points

The details of the most active Access Points in current use
are displayed.

Current Usage - Top Access Points

B UAPACProD # of Clierns Traffic
UAP AC Pro A

B UAPACProB

B UAPACProE

B UAPACPrOC

# of Clients A pie chart represents the client distribution
on the most active Access Points. Place the mouse cursor
over the chart for the number of clients per specified AP.

Traffic A pie chart represents traffic on the most active
Access Points. Place the mouse cursor over the chart for
the amount of traffic per specified AP.

Recent Activities
The details of recent network activities are displayed.

Recent Activities

Chants (Total)

CENSEEEE

Clients (Total) A graph displays the number of clients
connected during the selected time period. Place the
mouse cursor over an hour or day to display the exact
number.

Clents (Totad)

“EEEEEES

Traffic A graph displays the network traffic during the
selected time period. Place the mouse cursor over an hour
or day to display the specific amount of data.

Traffic

SERERELs
o]
w

L)
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Filter

You can view the number of clients and amount of traffic
by device. The Filter drop-down list displays managed
devices by name or MAC address and amount of traffic.

Click the appropriate device from the Filter drop-down list.

UAP AC Pro A 3
UAPACProC 3zmM

UAP AC Pro B 310M

UAP AC Pro E 305M

A second line that is color-coded to the selected device
appears in the time period selected.

e i sutn - :
e CE—
SR BT -
et 4 w

suniEna

o

You can place your mouse over an hour or day to display
the number of clients and amount of data in total and per
the selected device.

Recent Activities

Chients (Total)

“EuBEEES

Traffic

L]
=F=i

GB

L ]
|
BEER
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Default

UriFi

Known Clients v

Insights

ALL E USER GUEST BLOCKED | NOTED STATICIP

LgElectr
LgElectr
LgElectr
LgElectr
LgEleatr
LgElectr
LgEiectr

LgElectr

Chapter 9: Insights

The Insights screen displays different kinds of status
information. Eight filters are available:

* Known Clients Displays information about detected
clients.

* Rogue Access Points Displays information about
wireless devices not managed by the UniFi Controller.

+ Past Connections Displays information about previous
client connection sessions (for example, a client can
have multiple sessions from different days).

+ Past Guest Authorizations Displays information about
the authorization of previous guest connections.

+ Switch Stats Displays information about the status,
ports, PoE, and traffic activity of the UniFi Switches.

* Remote User VPN Displays information about the
remote user VPN connections.

+ Dynamic DNS Displays information about the use of
DDNS services.

+ Port Forward Stats Displays information about the
port forwarding entries used by the UniFi Security
Gateway.

These sub-tabs share common options:

Search ¢ Enter the text you want to search for. Simply
begin typing; there is no need to press Enter.

Items per page Select how many results are displayed
per page: 10, 50, 100, or 200.
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2 minutes

WIRELESS WIRED LastSeen:1Day * tems per page: 50

20151117 11:38:06
201511117 113808
2015/11/17 11:38:06
20151117 113806
20151117 11:38:08
2015111117 113806
20151117 11:38:08
2015/1117 113806
20151117 113808
20151117 11:38:08
207511117 113806
20151917 11:38:06
20151117 113806
20151117 11:38:06
20151917 11:38:06
2015 T 113749

2015/1197 11:37:06

On any sub-tab, you can click any of the column headers
to change the list order.

If there is more than one page of entries to display, click
the navigation controls or page numbers at the bottom
right of the screen to display different pages.

Known Clients

You can apply one of the following primary filters:
+ All Display all users and guests.
+ User Only display users.
+ Guest Only display guests.
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A secondary filter is available:
» Blocked Only display blocked clients.

* Noted Only display clients whose configurations
include notes. (See “Wireless Client — Configuration”
on page 99 or “Wired Client - Configuration” on
page 101 for more information.)

+ Static IP Only display clients using static IP addresses.
A tertiary filter is available:
« All Display all clients, regardless of connection type.

+ Wireless Display all wireless clients.

Last Seen Filter the results on the page based on the
date the client was last seen. Select 1 Day, 3 Days, 7 Days,
2 Weeks, 1 Month, 2 Months, or 1 Year.

Name/MAC Address Displays the hostname, alias, or
MAC address of the connected client. You can click the
name to get additional details; see “Client Details” on
page 97 for more information.

Manufacturer Displays the name of the device
manufacturer.

User/Guest Indicates whether the client is/was
connected to a primary or guest network.

Down Displays the total amount of data downloaded by
the client.

Up Displays the total amount of data uploaded by
the client.
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Last Seen Displays the last date and time the client was
connected.

Actions Click a button to perform the desired action:

+ Block Click % etock to block this client from accessing
the network.

* Reconnect Click ¢ RECONNECT to reconnect a wireless
client. You can click ¢ Reconnect to kick out a client,
which usually reconnects back quickly; this is useful for
troubleshooting or resolving a problematic wireless
connection.

» Unauthorize/Authorize (Available for Guests only.)
Click % unautHoriZE to remove authorization of guest
access and disconnect the guest, or click '« AuTHorize for
guests pending authorization.

Rogue Access Points

Last Seen Filter the results on the page based on the
time the AP was last seen. Select 1 Day, 3 Days, 7 Days,
2 Weeks, 1 Month, 2 Months, or 1 Year.

Name/SSID Displays the name of the wireless network.

BSSID Displays the MAC address of the AP’s wireless
interface.

Channel Displays the channel setting that the AP was
detected on.

Security Displays the security status indicating whether
encryption is used.

Manufacturer Displays the name of the AP manufacturer.

Location Displays the name of the closest AP managed
by the UniFi Controller. You can click the name to get
additional details on the AP.

Ubiquiti Networks, Inc.



UniFi Controller User Guide

Signal Displays the signal strength level and signal type:
Icon Clients Mode

5 GHz (802.11ac) Active

5 GHz (802.11ac) Power Save

5 GHz (802.11n) Active

5GHz (802.11n) Power Save

2.4 GHz (802.11n) Active

2.4 GHz (802.11n) Power Save

2.4 GHz (802.119g) Active

2.4 GHz (802.119) Power Save

2.4 GHz (802.11b) Active

W0 A0 udOwuo0oaud

2.4 GHz (802.11b) Power Save

Last Seen Displays the last date and time the AP was
connected.

Past Connections

You can apply one of the following filters:
« All Display all users and guests.

» User Only display users.

* Guest Only display guests.

Time and Date You can filter by time and date period.
You can also change the duration interval by toggling
between 1 Hour, 24 Hour, and 7 Days.

Ubiquiti Networks, Inc.
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+ Update Click ETEEA to apply the new filter.

» Cancel Click % canceL to discard changes.
Name/MAC Address Displays the hostname, alias, or
MAC address of the connected client. You can click the

name to get additional details; see “Client Details” on
page 97 for more information.

User/Guest Indicates whether the client is/was
connected to a primary or guest network.

Associated Displays the date and time the client first
connected.

Duration Displays the length of time the client was
connected.

Down Displays the total amount of data downloaded by
the client.

Up Displays the total amount of data uploaded by
the client.

IP Displays the last known IP address of the client.

Last AP/Port Displays the name or MAC address of the
last AP used by the wireless client or the last port used by
the wired client. You can click the device name for more
information; refer to “UniFi Access Point Details” on
page 83 or “UniFi Switch Details” on page 75 .

Past Guest Authorizations

Time and Date You can filter by time and date period.
You can also change the duration interval by toggling
between 1 Hour, 24 Hour, and 7 Days.

« Update Click EZEH to apply the new filter.
» Cancel Click % canceL to discard changes.

Name/MAC Address Displays the hostname, alias, or
MAC address of the previous guest.
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Package Displays the name of the guest access package.
Amount Displays the amount paid by the guest.

Authorized By Displays the name of the authorizing
body.

Start Displays the start date and time of the session.

Duration Displays the length of time the guest was
connected.

Down Displays the total amount of data downloaded by
the guest.

Up Displays the total amount of data uploaded by
the guest.

IP Displays the last known IP address of the guest.

Last AP/Port Displays the name or MAC address of the
last AP used by the wireless guest or the last port used by
the wired guest. You can click the device name for more
information; refer to “UniFi Access Point Details” on
page 83 or “UniFi Switch Details” on page 75 .

Switch Stats

You can apply one of the following primary filters:

» Switch Displays the ports of all UniFi Switches or a
specific Switch.

+ Link Status Displays the ports of the specified status:
- All Displays all ports.
- Connected Displays all connected ports.
- Disconnected Displays all disconnected ports.

Once you have applied the primary filters, then apply a
secondary filter:

+ Overview Displays the general status information of
each port.

» PoE Displays the specific PoE configuration and status
of each port.

» Counters Displays the specific TX and RX rates for
each port.

Overview
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The ports display their status:

Indicates a 10/100 Mbps connection.
Indicates 10/100 Mbps connection with PoE.
Indicates a 1000 Mbps connection.

Indicates 1000 Mbps connection with PoE.

BEROO

Indicates the conection is disabled (no network
or VLAN is enabled).

. Indicates no connection (the network or VLAN is
enabled, but the port is not in use).

Switch If Switch: All is selected, then this displays the
hostname, alias, or MAC address of the UniFi Switch. You
can click the name to get additional details. For more
information, see “UniFi Switch Details” on page 75.

Port Displays the port number.

Name Displays the name of the port.

PoE Displays the PoE setting:

» Disabled PoE is disabled.

+ 24V Passive 24V passive PoE is enabled.

« PoE+ 802.3at/af devices can be plugged in and
automatically receive PoE.

Mode Displays the operation mode:
» Switching The default mode.

» Mirroring The network traffic of this port will receive
the mirrored traffic from the port selected in ”"Port

Configuration” on page 77.

» Aggregate This portis part of an aggregate link. A port
channel, also known as a Link Aggregation Group (LAG),
combines multiple links into a single logical link (single
IP address) for load balancing and/or redundancy.

Networks/VLANs Displays the networks/VLANs that the
port belongs to.

Link Status Displays the connection speed and duplex
mode.

STP Displays the STP (Spanning Tree Protocol) mode.
TX Displays the amount of data transmitted.

RX Displays the amount of data received.

TX Rate Displays the transmit rate.

RX Rate Displays the receive rate.

Activity Displays the level of activity. The different colors
represent different types of packet activity.

Color ‘PacketActivity

[ ] TX rate
[ | RX rate
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You can place your mouse over the Activity icon to display
the specific TX or RX rate.

1
]
Tx: 1.38Mbps

Actions Click a button to perform the desired action:

« Edit Click  @im to make changes to the port settings.
For more information, see “UniFi Switch Details” on

page 75.

» Power Cycle If applicable, click © POWERCYCLE to power
cycle the port.

PoE

You can apply the PoE Mode filter:

» All Displays all ports using any PoE Mode setting.

» Enabled Displays all ports set to PoE+ or 24V Passive.
» Power On Displays all ports with PoE detected.

» Passive Displays all ports set to 24V passive PoE.

» Disabled Displays all ports with PoE disabled.
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The ports display their status:
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Indicates a 10/100 Mbps connection.
Indicates 10/100 Mbps connection with PoE.
Indicates a 1000 Mbps connection.

Indicates 1000 Mbps connection with PoE.

Indicates the conection is disabled (no network
or VLAN is enabled).

. Indicates no connection (the network or VLAN is
enabled, but the port is not in use).

Switch If Switch: All is selected, then this displays the
hostname, alias, or MAC address of the UniFi Switch. You
can click the name to get additional details. For more
information, see “UniFi Switch Details” on page 75.

Port Displays the port number.
Name Displays the name of the port.
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PoE Mode Displays the PoE setting:
+ Disabled PoE is disabled.
* 24V Passive 24V passive PoE is enabled.

+ PoE+ 802.3at/af devices can be plugged in and
automatically receive PoE.

PoE Detection Displays the PoE status:
* Not detected No 802.3at/af device is detected.
» Passive 24V passive PoE is enabled.

* Good An 802.3at/af device is plugged in and
automatically receiving PoE.

PD Class Displays the PD (Powered Device) class of the
detected device, if applicable; this indicates its power
requirements.

Power Displays the power output in watts, if applicable.

Voltage Displays the voltage output, if applicable.

Current Displays the current output in amperes, if

applicable.

Actions Click a button to perform the desired action:

» Edit Click Eeom to make changes to the port settings.
For more information, see “UniFi Switch Details” on
page 75.

» Power Cycle If applicable, click © POWERCYCLE to power
cycle the port.

Counters

Clear counters Select one of the following:
« Al Resets all counters to zero.

» (switch_name) Resets the counters of the selected
UniFi Switch to zero.

Switch If Switch: All is selected, then this displays the
hostname, alias, or MAC address of the UniFi Switch. You
can click the name to get additional details. For more
information, see “UniFi Switch Details” on page 75.

Port Displays the port number.
TX Bytes Displays the number of bytes transmitted.
TX Frames Displays the number of frames transmitted.

TX Multicast Displays the number of multicast packets
transmitted.
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TX Broadcast Displays the number of broadcast packets
transmitted.

TX Errors Displays the number of error packets
transmitted.

RX Bytes Displays the number of bytes received.
RX Frames Displays the number of frames received.

RX Multicast Displays the number of multicast packets
received.

RX Broadcast Displays the number of broadcast packets
received.

RX Errors Displays the number of error packets received.
Actions Click a button to perform the desired action:

» Clear Click ® CLEAR to reset the port counters to zero.

Remote User VPN

Interface Displays the interface being used.
Remote IP Displays the IP address of the remote user.
User Displays the username of the remote user.

Down Pkts Displays the amount of data downloaded as
packets.

Down Bytes Displays the amount of data downloaded as
bytes.

Up Pkts Displays the amount of data uploaded as
packets.

Up Bytes Displays the amount of data uploaded as bytes.

Uptime Displays the duration of time the VPN tunnel has
been active without interruption.

Actions Click a button to perform the desired action:
» Terminate Click 2 TERMINATE to end the VPN tunnel.
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Dynamic DNS

Service Displays the name of the DDNS service.
Status Displays the status of the latest DDNS update.

Hostname Displays the hostname registered with the
DDNS service.

Username Displays the username of the DDNS account.

Server Displays the IP address or hostname of the DDNS
server that should receive DDNS updates.

IP Displays the WAN (public) IP address of the hostname.

Last Updated Displays the duration of time since the
hostname IP address was last updated.

Actions Click a button to perform the desired action:

» Edit Click E o to make changes to the UniFi Security
Gateway settings. For more information, see “UniFi

Security Gateway Details” on page 67.

Port Forward Stats
You can apply one of the following primary filters:

« All Displays all port forwarding entries.

+ User-Defined Displays the user-defined port
forwarding entries.

« UPnP Displays the UPnP port forwarding entries.
All

Name Displays the name of the port forwarding entry.
Protocol Displays the protocol that will be forwarded.
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Port Displays the port or ports that will be forwarded to
the LAN. Also known as the external port(s).

Forward IP Displays the destination IP address that will
receive the forwarded port traffic.

Forward Port Displays the destination port or ports that
will receive the forwarded port traffic. Also known as the
internal port(s).

Packets Displays the number of packets transferred.
Bytes Displays the number of bytes transferred.
Actions Click a button to perform the desired action:

+ Edit Click =@ to make changes to the UnFi Security
Gateway settings. For more information, see “UniFi

Security Gateway Details” on page 67.
User-Defined

] —

Name Displays the name of the port forwarding entry.
From Displays the source IP address, if specified.
Protocol Displays the protocol that will be forwarded.

Port Displays the port or ports that will be forwarded to
the LAN. Also known as the external port(s).

Forward IP Displays the destination IP address that will
receive the forwarded port traffic.

Forward Port Displays the destination port or ports that
will receive the forwarded port traffic. Also known as the
internal port(s).

Packets Displays the number of packets transferred.
Bytes Displays the number of bytes transferred.
Actions Click a button to perform the desired action:

» Edit Click Eeom to make changes to the UnFi Security
Gateway settings. For more information, see “UniFi

Security Gateway Details” on page 67.
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UPnP

] —

Name Displays the name of the port forwarding entry.
Protocol Displays the protocol that will be forwarded.

Port Displays the port or ports that will be forwarded to
the LAN. Also known as the external port(s).

Forward IP Displays the destination IP address that will
receive the forwarded port traffic.

Forward Port Displays the destination port that will
receive the forwarded port traffic. Also known as the
internal port.

Packets Displays the number of packets transferred.
Bytes Displays the number of bytes transferred.

Lease Duration Displays the uptime of the port
forwarding entry.
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Chapter 10: UniFi Security
Gateway Details

The UniFi Security Gateway hyperlink opens the UniFi
Security Gateway'’s Details window either in the Properties
tab or as a separate popup window. You can always dock
this window in the Properties tab or detach it as a separate
window.

The top of the window displays the device icon and name
(or MAC address).

Properties

The Properties tab is hidden by default. To display it, click
the properties @icon. The Properties tab appears on the
right side of the screen.

Information about each selected device appears as a
popup within this tab.

PROPERTIES

I
l
¥

) USG-PRO-4 ¥

WAN1 WAN2

DETAILS STATISTICS NETWORKS CONFIGURATION

OVERVIEW

MAC Address 44:d9:e7:95:70:1b
Model UniFi Security Gateway 4P
Version 4.3.6.4828081
LAN IP Address 192.168.10.1
Uptime 1d 1h 25m
WAN 1
Q@ LOCATE O RESTART |

PROPERTIES

B UniA Security Gateway ¥

VOIP
DETAILS NETWORKS CONFIGURATION
OVERVIEW
MAC Address dc:9f:db:00:00:01
Model UniFi Security Gateway 3P
Version 3.05
LAN IP Address 192.168.1.1
Uptime 4h 4m 37s
| Q LOCATE | | O RESTART < UPGRADE
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Close Click B to close the Properties tab and device
popups.

Minimize Click B to close and re-open the device
popups.

Each row displays the following:

+ (icon) Displays the icon of the device (the icon will vary
depending on the model).

+ Name/MAC Address Displays the hostname, alias, or
MAC address of the device.

» Display Click L ) display the device information.

- Detach ClickE to display the same information in a
separate popup screen that can be moved anywhere
within the browser screen.

- Close Click B to close the device popup.

Hide Click & to hide the Properties tab but allow the
device popups to remain accessible from this tab.

If you are using the USG-PRO-4 model, then the upper part
of the detached popup screen has four icons:

* LANT
* LAN2
* WANT
- WAN2

If you are using the USG model, then the upper part of the
detached popup screen has three icons:

- WAN
* LAN

» VOIP (enabled in “Settings > VolP” on page 29)

A green icon indicates an active port, and a black icon
indicates no activity. A gray icon indicates a disabled port
(VolIP requires UniFi Controller v4.6 or higher).

There are four clickable tabs:

I/

» “UniFi Security Gateway - Details” on page 68

I/

» “UniFi Security Gateway - Statistics” on page 69

I/

» “UniFi Security Gateway - Networks” on page 69

I/

» “UniFi Security Gateway - Configuration” on page
70
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The bottom of the window has three buttons:

+ Locate Click @ LocATE to flash the Status LED on the
Gateway and the Gateway’s icon on the Map tab so you
can locate it. The LED will flash until the Locate button is
clicked again. (The icon on the Map tab will flash three
times and stop.)

+ Restart Click © RESTART to restart the Gateway.

» Upgrade If a software upgrade is available for the
Gateway, click < UPGRADE to install the latest UniFi
firmware on the Gateway. The Status will appear
as Upgrading until the process is complete and the
Gateway reconnects to the UniFi Controller software.

UniFi Security Gateway - Details

Click Details to display the device specifics, LAN/WAN
connection details, and uptime.

Overview

- A44:d%e795:70:1b ¥

-
LAN LAN 2

DETAILS STATISTICS NETWORKS

CONFIGURATION

OVERVIEW
MAC Address 44:d%:e7:95:70:1b

UniFi Security Gateway 4P
ersio 4.3.6.4828081

LAN IP Address 192.168.10.1
Uptime 15h 18m 215
WAN 1
¢ LOCATE O RESTART
.
Overview

MAC Address Displays the MAC address or unique
hardware identifier of the Gateway.

Model Displays the model name of the Gateway.

Version Displays the version number of the Gateway'’s
firmware.

LAN IP Address Displays the local IP address of the
Gateway.

Uptime Displays the duration of time the Gateway has
been running without interruption.
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WAN

The number of WAN sections will vary depending on the
number of active WAN ports.

L) 44:d%e795:70:1b ¥

WAN1 WANZ

O
LAN1 LAN 2

DETAILS STATISTICS NETWORKS CONFIGURATION

OVERVIEW

WAN1
IP Address 10.1.0.143 3.12M1 . 40G
Speed 1000 T12K7200M
Duplex Full Duplex 7.36KB / sec

9628 / sec
9 LOCATE O RESTART
Overview

IP Address Displays the WAN (public) IP address of the
WAN interface.

Speed Displays the connection speed in Mbps.
Duplex Displays the mode, Full Duplex or Half Duplex.

Down Pkts/Bytes Displays the amount of data
downloaded as packets and bytes.

Up Pkts/Bytes Displays the amount of data uploaded as
packets and bytes.

Down Activity Displays the level of download activity in
Bytes per second.

Up Activity Displays the level of upload activity in Bytes
per second.

Ubiquiti Networks, Inc.



UniFi Controller User Guide

UniFi Security Gateway - Statistics

Click Statistics to display the bandwidth usage
information, which is available if the DPI feature is enabled
(refer to “Settings > Site” on page 18 for more
information).

-, 44:d%e795:70:1b ¥

Cd O N
LAN1 LAN 2

WAN1 WANZ
DETAILS STATISTICS NETWORKS CONFIGURATION
TOTAL USAGE - 1.26G ([ ¥ 1.11G & 154M )

39.0% Network Protocols - S03M ( ™ 484M & 18.9M)

¥ LOCATE ) RESTART

Total Usage Displays the following:

+ Total bandwidth usage

+ Total download bandwidth usage

+ Total upload bandwidth usage

(DPI category) Displays the following:

+ Percentage of total bandwidth used

* DPI category name

+ Total bandwidth usage

+ Download bandwidth usage

+ Upload bandwidth usage

(DPI subcategory) Displays the following:
+ DPI subcategory name

+ Percentage of bandwidth used within the DPI category
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You can click the DPI subcategory to view the DPI
subcategory usage broken down by client:

L) 44:d%e7 95701 ¥

Cd 0 -
LANT LAN 2

WAN1 WANZ
DETAILS STATISTICS NETWORKS CONFIGURATION
TOTAL USAGE >
"World Wide Web HTTP" app usage by client
NamesMAC Address Packets Bytes
UniFi-CloudKey a4 264
9 LOCATE 2 RESTART

+ Name/MAC Address Displays the hostname, alias, or
MAC address of the connected client. You can click the
name to get additional details; see “Client Details” on
page 97 for more information.

+ Packets Displays the number of packets transferred.
+ Bytes Displays the number of bytes transferred.

UniFi Security Gateway - Networks

Click Networks to display the network name, IP address,
TX and RX throughput, and number of clients.

- 44:d%e795:70:1b ¥

LAN 1 LAN 2

WANT Wan2
DETAILS STATISTICS NETWORKS CONFIGURATION
Network P ™ RX Num Hosts
LAN 192.168.10.1 208M 16
© LocATE & RESTART

Network Displays the name of the network.

IP Displays the local IP address of the network.
TX Displays the outgoing (transmit) throughput.
RX Displays the incoming (receive) throughput.

Num Hosts Displays the number of clients on the
network.
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UniFi Security Gateway -

Configuration

Click Configuration to configure the alias, WAN settings,
and port forwarding entries. You can also move the
Gateway to another site.

Config

-, 44:d%e795:70:1b ¥

WANT WANZ

LANT LANZ

DETAILS STATISTICS NETWORKS CONFIGURATION

CONFIG
Alias

APPLY

WAN1

WAN 2

PORT FORWARD
DYNAMIC DNS
CUSTOM UPGRADE

FORGET THIS GATEWAY

¥ LOCATE &) RESTART

Alias Displays the customizable name or identifier of the
Gateway. The Alias is also known as the host name.

Apply Click Apply to save the change.
WAN 1/2

Connection Type Select the Internet connection type for
your service.

., USG-PRO-4 ™ [= R
LANT LANZ

WAN1 WANZ
DETAILS STATISTICS NETWORKS CONFIGURATION

CONFIG
WAN1

Connection Type Using DHCP
Preferred DNS

Alternate DNS

Use VLAN ID

APPLY

WAN 2
PORT FORWARD
DYNAMIC DNS

CUSTOM UPGRADE

FORGET THIS GATEWAY

¥ LOCATE & RESTART
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+ Using DHCP The use of the Dynamic Host
Configuration Protocol (DHCP) is the default. The
Gateway automatically acquires network settings from
the service provider’s DHCP server.

- Preferred DNS Enter the IP address of the service
provider’s primary DNS server.

- Alternate DNS Enter the IP address of the service
provider’s secondary DNS server.

* Use VLANID To use a VLAN, select Use VLAN ID and
enter the VLAN ID number.

« Apply Click Apply to save changes.

., USG-PRO-4 ™ [= R
LANT LANZ

WAN1T WANZ
DETAILS STATISTICS NETWORKS CONFIGURATION
CONFIG
WAN1
Connection Type | StaticiP ¥
IP Address Preferred DNS
Subnet Mask Alternate DNS
Router Use VLAN ID
APPLY
WAN 2
PORT FORWARD
DYNAMIC DNS
CUSTOM UPGRADE
FORGET THIS GATEWAY
¥ LOCATE & RESTART

+ StaticIP The service provider assigns fixed network
settings to your service for manual entry. Enter the
following information:

- IP Address Enter the Internet IP address of the
Gateway.

- Subnet Mask Enter the subnet mask of the Gateway.

- Router Enter the IP address of the service provider’s
gateway router.

- Preferred DNS Enter the IP address of the service
provider’s primary DNS server.

- Alternate DNS Enter the IP address of the service
provider’s secondary DNS server.

* Use VLAN ID To use a VLAN, select Use VLAN ID and
enter the VLAN ID number.

+ Apply Click Apply to save changes.
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B ysconoav d X
LAN1 LAN 2

WAN1 WANZ

DETAILS STATISTICS NETWORKS CONFIGURATION
CONFIG
WAN 1

Connection Type PPPOE ¥

Username Preferred DNS

Password Alternate DNS

Use VLAN ID
APPLY

WAN 2
PORT FORWARD
DYNAMIC DNS
CUSTOM UPGRADE
FORGET THIS GATEWAY
¥ LOCATE O RESTART

* PPPoE Point-to-Point Protocol over Ethernet (PPPoE)
is a virtual private and secure connection between two
systems that enables encapsulated data transport. Enter
the following information:

- Username Enter the username used to connect to
the PPPoOE server.

- Password Enter the password used to connect to the
PPPOE server.

- Preferred DNS Enter the IP address of the service
provider’s primary DNS server.

- Alternate DNS Enter the IP address of the service
provider’s secondary DNS server.

* Use VLAN ID To use a VLAN, select Use VLAN ID and
enter the VLAN ID number.

+ Apply Click Apply to save changes.
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B om0 (=
LAN 1 LAN 2 WAN1 WANZ
DETAILS STATISTICS NETWORKS CONFIGURATION

CONFIG
WAN1
WAN 2

Connection Type | Disabled L
APPLY
PORT FORWARD
DYNAMIC DNS

CUSTOM UPGRADE

FORGET THIS GATEWAY

@ LOCATE O RESTART

+ Disabled If you are not using the WAN 2 port, then
select Disabled.

+ Apply Click Apply to save your change.
Port Forward

L) USG-PRO-4 ¥ g X
LAN1 LANZ WAN1 WANZ
DETAILS STATISTICS NETWORKS CONFIGURATION

CONFIG

WAN 1

WAN 2

PORT FORWARD + CREATE

Name From Port Dest IP/Port Actions

Cloudkey » 1122 192.168.10.11:22 @ w|

DYNAMIC DNS
CUSTOM UPGRADE

FORGET THIS GATEWAY

¥ LOCATE ) RESTART

Create Click + CREATE to add a new entry. Go to “Create or
Edit Port Forwarding Entry” on page 72.
Name Displays the name of the port forwarding entry.

From Displays the source IP address, if specified.

Port Displays the port or ports that will be forwarded to
the LAN. Also known as the external port(s).

Dest IP/Port Displays the destination IP address and
port(s) that will receive the forwarded port traffic. Also
known as the internal port(s).

Actions Click a button to perform the desired action:
» Edit Click ¥ to edit the port forwarding entry.
+ Delete Click ¥ to delete the port forwarding entry.
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Create or Edit Port Forwarding Entry

- USG-PRO-4 ¥ d X
LAN1 LANZ

WAN1 WANZ
DETAILS STATISTICS NETWORKS CONFIGURATION

CONFIG
WAN 1
WANZ
PORT FORWARD

Name CloudKey

From @ Anywhere () Limited

Port 122 (1000, 1602-1004,...)

Forward IP 192.168.10.11

Forward Port 22

Advanced Options

Protocol () Both (8) TCP () UDP
APPLY CANCEL
DYNAMIC DNS
CUSTOM UPGRADE
FORGET THIS GATEWAY
@ LOCATE & RESTART

Name Enter a name to identify this port forwarding entry.

From The default is Anywhere, which accepts traffic from
any source IP address. To specify a source IP address,
select Limited and enter the source IP address in the field
provided.

Port Enter the port or ports that will be forwarded to the
LAN (also known as the external port or ports). You can
identify the port or ports by name, number, and/or range.
To specify multiple ports, use a comma-separated list
(example: 20-23,554).

Forward IP Enter the LAN IP address that will receive the
forwarded port traffic.

Forward Port Enter the port or ports that will receive

the forwarded port traffic (also known as the internal
port). You can identify the port or ports by name, number,
and/or range. If you do not specify this port, then the
original destination port of the traffic will be used.

Advanced Options

Protocol Select the protocol that will be forwarded: Both,
TCP, or UDP.

Apply Click Apply to save changes.
Cancel Click Cancel to discard changes.
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- USG-PRO-4 ¥ (= s
LANT LANZ

WAN1 WANZ
DETAILS STATISTICS NETWORKS CONFIGURATION
CONFIG
WAN1
WAN 2
PORT FORWARD
DYNAMIC DNS + CREATE
Service Hostname Username Password server Actions
d ubnt ant ubnt || &
t ul ubnt ubnt L
CUSTOM UPGRADE
FORGET THIS GATEWAY
¥  LOCATE & RESTART

Create Click * CREATE to add a new entry. Go to the Create
or Edit DDNS Entry section on the next page.

Service Displays the name of your Dynamic DNS (DDNS)
service provider.

Hostname Displays the host name of the device.
Username Displays the user name of the DDNS account.
Password Displays the password of the DDNS account.
Server Displays the address of your DDNS server.
Actions Click a button to perform the desired action:

« Edit Click ¥ to edit the DDNS entry.

« Delete Click ¥ to delete the DDNS entry.
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Create or Edit DDNS Entry

., USG-PRO-4 ¥ (= 3

LANT LANZ

WAN1T WANZ
DETAILS STATISTICS NETWORKS CONFIGURATION
CONFIG
WAN
WAN 2
PORT FORWARD
DYNAMIC DNS
Service afraid =
Hostname
Usarname
Password
Server
APPLY CANCEL
CUSTOM UPGRADE
FORGET THIS GATEWAY
¥ LOCATE ' RESTART

Service If available, select your DDNS service provider
from the drop-down list.

Hostname Enter the host name of the device, which has
to be updated on the DDNS server. For example:
sample.ddns.com

Username Enter the user name of the DDNS account.
Password Enter the password of the DDNS account.
Server Enter the address of your DDNS server.

Apply Click Apply to save changes.

Cancel Click Cancel to discard changes.
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Custom Upgrade

For firmware upgrades, the UniFi devices retrieve the latest
firmware from the Ubiquiti website. To specify firmware
saved in a custom location, select this option.

., USG-PRO-4 ¥ o X
LANT LANZ WAN1 WANZ
DETAILS STATISTICS NETWORKS CONFIGURATION

CONFIG

WAN 1

WAN2Z

PORT FORWARD
DYNAMIC DNS

CUSTOM UPGRADE

Apply an upgrade firmware from a custom location,

& CUSTOM UPGRADE

FORGET THIS GATEWAY

9 LOCATE & RESTART

Custom Upgrade Click & CUsTOMUPGRADE to ypgrade the
firmware from a location you specify.

Forget This Gateway
- USG-PRO4 * g X
B 0 B =

CONFIG

WAN 1

WAN2Z

PORT FORWARD
DYNAMIC DNS
CUSTOM UPGRADE

FORGET THIS GATEWAY

If you no longer wish to manage this gateway, you may remove it. Note that all configurations and
history with respect to this gateway will be wiped out.

4. FORGET Move to... b g

@ LOCATE & RESTART

Forget Click # FORGET to remove the Gateway from
management by the UniFi Controller software and reset it
to factory default settings.

Note: Use caution when clicking Forget. This will
restore the Gateway to factory default settings while
itis in a Connected state.
Move to To move the Gateway, select another site from
the drop-down menu.
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Chapter 11: UniFi Switch
Details

A UniFi Switch hyperlink opens the UniFi Switch’s Details
window either in the Properties tab or as a separate popup

window. You can always dock this window in the Properties

tab or detach it as a separate window.

The top of the window displays the device icon and name
(or MAC address).

Properties

The Properties tab is hidden by default. To display it, click
the properties @icon. The Properties tab appears on the
right side of the screen.

Information about each selected device appears as a
popup within this tab.

51 50 [0 50 0 W W
EO000000NE NN .

DETAILS PORTS CONFIGURATION
OVERVIEW
MAC Address 00:27:22:00:00:01
Model UniFi Switch 48 POE-750W
Version 3.3.12.3861
IP Address 10.0.0.2

Power Consumption 3840 W
Temperature

Uptime 1d 10h 37m
UPLINK
DOWNLINKS

I 9 LOCATE || & RESTART

Close Click B to close the Properties tab and device
popups.
Minimize Click B to close and re-open the device
popups.
PROPERTIES
BB UniF Switch 48 A »
MR Unif Switch 48 B »

© uwinserro>

a UniA AP AC »

Each row displays the following:

+ (icon) Displays the icon of the device (the icon will vary
depending on the model).
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Name/MAC Address Displays the hostname, alias, or
MAC address of the device.

Display Click B+ display the device information.

Detach Click & to display the same informationin a
separate popup screen that can be moved anywhere
within the browser screen.

Close Click B to close the device popup.

Hide Click B to hide the Properties tab but allow the
device popups to remain accessible from this tab.

The top part of the window displays the connection status:

Pending Approval Default state, available for adoption.
Connected Indicates a managed connection.

Managed by Other Not in the default state but not
controlled by the current UniFi Controller.

Disconnected Indicates no connection.

The ports display their status:

1 Indicates a 10/100 Mbps connection.

[ Indicates 10/100 Mbps connection with PoE.
I Indicates a 1000 Mbps connection.

Indicates 1000 Mbps connection with PoE.

B Indicates no connection.

Place your cursor over a port to view the following:

Port Displays the port number.
Name Displays the name of the port.

Status Displays the connection speed and duplex
mode.

TX Displays the amount of data transmitted.

RX Displays the amount of data received.

PoE (Not applicable to the SFP ports.) Displays the PoE
setting:

- Off PoE is disabled.

- 24V Passive 24V passive PoE is enabled.

- __W Power output is displayed in watts.

- PoE+ 802.3at/af devices can be plugged in and
automatically receive PoE.

Networks/VLANs Displays the networks/VLANs that
the port belongs to.

Port 1

Name Port

Satus. 1000 FOO {Uiplinig
™ kL

RX 25.9M

PoE PoE+
Networks/VLANS Al

There are three clickable tabs:

u“

UniFi Switch - Details” on page 76

u“

UniFi Switch — Ports” on page 77

!

"UniFi Switch - Configuration” on page 79
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The bottom of the window has three buttons:

+ Locate Click © LocATE to flash the System LED on the
Switch and the Switch’s icon on the Map tab so you can
locate it. The LED will flash until the Locate button is
clicked again. (The icon on the Map tab will flash three
times and stop.)

« Restart Click © RESTART to restart the Switch.

» Upgrade If a software upgrade is available for the
Switch, click & UPGRADE to install the latest UniFi firmware
on the Switch. The Status will appear as Upgrading until
the process is complete and the Switch reconnects to
the UniFi Controller software.

UniFi Switch - Details

Click Overview to display the device specifics, connection
details, and uptime.

Overview

103 5 7 9 1113 15 17 19 21 23 25 2 29 3 33 35 I} 39 41 & 45 47 s
FEEEOOCOOSESEEEEEEEEEEEEEEE =N
EOO0OCCJCfSEEEEEEEEEEEEEEE BN
2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 4 sP2sM
DETAILS PORTS CONFIGURATION

00:27:22:00:00:01
UniFi Switch 48 POE-750W
3.3.12.3861

10.0.02
3BA0W
5C

1

1d 23h 29m

UPLINK

DOWNLINKS

9 Locate & RESTART

MAC Address Displays the MAC address or unique
hardware identifier of the Switch.

Model Displays the model name of the Switch.

Version Displays the version number of the Switch’s
firmware.

IP Address Displays the IP address of the Switch.

Power Consumption Displays the amount of power used
by the Switch.

Temperature Displays the general temperature of the
Switch.

Fan Level If the Switch has a fan, then the Fan Level, from
1to 3, is displayed. If the Switch does not have a fan, then
the Fan Level is not displayed.

Uptime Displays the duration of time the Switch has been
running without interruption.
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1 3 5 7 9 11 13 15 97 19 M B B 0T BN 1B T W LHLO 88 sasn
FEEEOCOOSNSEEEEEEEEEEEEEEE =N
EOOC00CO AEEEEEEEEEEEEEEEE BN
2 4 6 8 10 12 14 16 1B 20 22 22 26 28 30 32 M 36 3 A0 42 M M 4 MR
DETAILS PORTS CONFIGURATION
OVERVIEW
UPLINK
1 Down Piis/Byles S.64M/2B.2NM
Uplink UsG Up Pias/Bytes 57.0M/342M
Specd 1000 Activity 368KB / sec
Duplex Full Duplex
DOWNLINKS
¥ LOCATE O RESTART

Port Displays the port number.

Uplink Displays the name or MAC address of the uplink
device. You can click the name to get additional details.

Speed Displays the connection speed in Mbps.
Duplex Displays the mode, Full Duplex or Half Duplex.

Down Pkts/Bytes Displays the amount of data
downloaded as packets and bytes.

Up Pkts/Bytes Displays the number of packets and total
bytes uploaded by the device.

Activity Displays the level of activity in Bytes per second.

Downlinks

1 3 5 7 9 11 1315 17 19 N B 3 0T B N 1B N W LHLH 88 sasn
FEEEOOOOJJSESEEEEEEEEEEEEEEE =N
EOO0O00COCfAEEEEEEEEEEEEEEE =N
2 4 6 8 10 12 4 16 18 20 22 24 26 28 30 32 34 36 38 40 42 M 46 4 VR
DETAILS PORTS CONFIGURATION

OVERVIEW

UPLINK

DOWNLINKS

Port Device Model Status -

2 1000 FOX

3 1000 FDX

13 100 FDX

14 100 FDX

5 100 FDX

4 10f2 b
¥ LOCATE O RESTART

Port Displays the number of the connected port.

Device Displays the name or MAC address of the
downlink device. You can click the name to get additional
details.
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Model Displays the model number of the downlink
device.

Status Displays the connection speed and duplex mode.

UniFi Switch - Ports

Click Ports to display the port name, status, TX and RX
throughput, PoE setting, and networks/VLANs.

1 3 5 7 9 1 131597 19 M B 3B ¥ ¥ N 1B NWLHLO 88 saTn
FEEEOOJOOJJSESEEEEEEEEEEEEEEE =N
HEOOOOJCOAmEEEEEEEEEEEEEEE =N
2 4 & 83 10 12 4 16 18 20 22 22 26 28 30 32 M O3 3 40 42 M 46 4 a2y
DETAILS PORTS CONFIGURATION
] Port Name Status ™= RX PoE Networks/VLANs  Actions
1000 FDX = S |
Port 1 342M 2B.2M PoE+ Al
(Uplink}
] Port2 1000 FDX PoE+ Al
3 Port3 1000 FDX PoE+
Port4 100 FDX 478M 434K PoE+ Al
) 5 Port5 1000 FDX SS5IM 430K PoE+ All
3 Port6 100 FDX 484M 3B2K PoE+
7 Port7 1000 HDX 425M 369K PoE+
)8 Port8 100 FDX 499M 536K PoE+ Al B
=] 8 Part9 100 HDX 457M 2BOK PoE+ Al
10 Port10 100 FDX S22M 502K PoE+
Part11 100 FDX 498M 432K PoE+
12 Port12 100 HDX 4.66M 375K PoE+
13  Port13 100 FDX 70.7M 6.08M 24V Passive Al | O
Port 14 100 FDX 76.5M 6.08M 24V Passive Al B o
Port15 100 FDX 75.7M 5.89M 24V Passive Al H o
Port 16 100 FDX 752M 6.52M 24V Passive Al |l o
17 Port17 PoE+
9 LOCATE O RESTART

Port Displays the port number.

Name Displays the name of the port.

Status Displays the connection speed and duplex mode.
TX Displays the amount of data transmitted.

RX Displays the amount of data received.

PoE Displays the PoE setting:

+ Off PoEis disabled.

+ 24V Passive 24V passive PoE is enabled.

« __W Power output is displayed in watts.

+ PoE+ 802.3at/af devices can be plugged in and
automatically receive PoE.

Networks/VLANs Displays the networks/VLANs that the
port belongs to.
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Actions Click a button to perform the desired action:

+ Edit Click ® to change the port configuration. Proceed
to the following section, Port Configuration.

+ Powercycle (Available only if the connected devices
uses PoE.) Click © to restart the connected device.

Port Configuration

9 11 13 15 17 ¥ n

OdfddmE .

4T SFP SR

.
OO0O0COEE .

10 12 14 16 18 0 22 SIPe2 SIP2

DETAILS PORTS CONFIGURATION

Port 1
Name Port 1
PoE ) Off (7) 24V Passive (3) PoE+

Networks/VLANs Al b

Advanced Options ¥

Operation @!m:cning _IMirroring () Aggregate

Link Negotiation (3)Aute () Manual

Isolation Enable Port Isolation

Storm Control Unicast o Packets/s
Multicast 0 Packets/s

_|Broadcast 0 Packets/s

AFPLY CANCEL

9 LOCATE O RESTART

+ Port Displays the number of the port.
+ Name Displays the customizable name or identifier of
the port.
« PoE All ports are set to auto-sensing PoE+ by default.
- Off Disable PoE.
- 24V Passive Select this option to power devices that
support 24V passive PoE.

Note: Before activating 24V passive PoE, ensure
that the connected device supports PoE and the
supplied voltage.
- PoE+ 802.3at/af devices can be plugged in and
automatically receive PoE.

* Networks/VLANs Select the appropriate network or
VLAN, or select Disabled to disable this port. The default
is All.
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+ Advanced Options Click the icon to display the - Mirroring The network traffic of this port will receive
following: the mirrored traffic from the port listed below for

+ Operation Select the operation mode for this port. analysis:

+ Mirroring Port Enter the number of the port that

- Switching The default mode.
will be mirrored.

+ Link Negotiation Keep the default, Auto, or select

Manual to specify the duplex and speed:  Link Negotiation Keep the default, Auto, or select

Manual to specify the duplex and speed:
+ Full Duplex (Available for RJ45 ports only.) pecify P P

Full-duplex transmission is enabled by default. * Full Duplex (Available for RJ45 ports only.)

. . Full-duplex transmission is enabled by default.
- Link Speed For RJ45 ports, select the appropriate

speed: 1000 Mbps, 100 Mbps, or 10 Mbps. For * Link Speed For RJ45 ports, select the appropriate
SFP+ ports, select the appropriate speed: 10 Gbps speed: 1000 Mbps, 100 Mbps, or 10 Mbps. For

or 1000 Mbps. For SFP ports, select 1000 Mbps. SFP+ ports, select the appropriate speed: 10 Gbps

. . . . or 1000 Mbps. For SFP ports, select 1000 Mbps.
- Isolation Select this option to create a Private VLAN

(Virtual Local Area Network). Isolated ports cannot
communicate directly with each other.

- Storm Control. Monitgr the unicast, mu!t.icast, and/or R e o e e e
broadcast traffic for this port. If the specified type el il T T T T T T ————
of traffic on this port exceeds the threshold rate you S N I e e
specify, then the UniFi Switch drops the excess traffic. DETAILS PORTS CONFIGURATION
+ Unicast Select this option to monitor unicast traffic.

Enter the threshold value in packets per second. Port 1
+ Multicast Select this option to monitor multicast Name Pot 1
traffic. Enter the threshold in packets per second.
+ Broadcast Select this option to monitor broadcast Advanced Optiens: 37
traffic. Enter the threshold in packets per second. perati g (@Mirroring () Aggregate
Mirroring Port
Link Negotiation Auto (&) Manual

1 3 5 7 9 1 13 15 17 19 11 B 23 7 ¥ N 13 35 37 ¥ 41 4 45 4T saEn

EEEEOOOEEEEEEEENEEEEEEEE NN Full Duplex @ Enable

EOO0000DMEEEEEEEEEEEEEEEE NN -

2 4 6 8 10 12 14 16 18 20 22 24 26 25 30 32 34 36 38 40 42 44 46 42 sP2IRR Link Speed 1000 Mbps b

DETAILS PORTS CONFIGURATION
AFPLY CANCEL
Pork 1 9 LOCATE & RESTART
Name Port 1
Pot Ot O 24V Passive. @ Pokt - Aggregate A portchannel, also known as a Link
R PR F Aggregation Group (LAG), combines multiple links
into a single logical link (single IP address) for load
bl Gatint: ¥ balancing and/or redundancy. If you select this
y e o option, then this port becomes the start port of the
Operation () Switching Mirroring (_)Aggregate aggregate |ink.
e st bl e daviian - Aggregate Ports Enter the end port number of the
Full Duplex @ Enable LAG. (Two to four ports are permitted per LAG.)
Link Speed 1000 Mbps .  Link Negotiation Keep the default, Auto, or select
o g Manual to specify the duplex and speed:
_ .  Full Duplex (Available for RJ45 ports only.)
e i Full-duplex transmission is enabled by default.
towess o PR - Link Speed For RJ45 ports, select the appropriate
Broadeast 0 Pocketss speed: 1000 Mbps, 100 Mbps, or 10 Mbps. For
SFP+ ports, select the appropriate speed: 10 Gbps
AT ke or 1000 Mbps. For SFP ports, select 1000 Mbps.

U LOCATE & RESTART

78 Ubiquiti Networks, Inc.



UniFi Controller User Guide

9 11 13 15 17 19

Oooodmm

2 B 2
L 0§ |
OO0 .M N N
2 24 26

10 12 14 16 18 20

DETAILS PORTS CONFIGURATION

Port 1
Name Port 1

Networks/VLANs | All bt

Advanced Options ¥
Operation _)Switching () Mirroring (s)Aggregate
fbetween 2 and 4)

Aggregate Ports i to

Link Negotiation (s)Auto ()Manual

APPLY CANCEL

¥ LOCATE ) RESTART

+ Apply Click Apply to save changes.
+ Cancel Click Cancel to discard changes.

UniFi Switch - Configuration

Click Configuration to configure the alias, network/VLANS,
services, and network settings. You can also move the
Switch to another site.

9 11 1315 7 BN

5Pl 5P

9.8 % 9 325 W N B I WA S A
FEEEOCOOOJOSSEEEEEEEEEEEEEEE =N
EOOCO0OCODOCSEEEEEEEEEEEEEEE BN
2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 4 sP2IM
DETAILS PORTS CONFIGURATION

AFPLY

NETWORKS/VLANS
SERVICES
NETWORK

COPY CONFIG
CUSTOM UPGRADE

FORGET THIS SWITCH

¥ LOCATE ) RESTART

Alias Displays the customizable name or identifier of the
Switch. The Alias is also known as the host name.

Apply Click Apply to save changes.
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Networks/VLANs

9 1113 15 17 BN

5P SFPY

13 5 7 23 15 27 ¥ N 13 35 37 B 414 459
FEEEOOOEESEEEEEEEEEEEEEE BN
E OO OO I E e S AW
2 4 6 B 10 12 W 16 18 20 22 M 26 28 30 32 34 36 38 40 42 M 46 4 sPSR2
DETAILS PORTS CONFIGURATION
CONFIG
NETWORKS/VLANS + CREATE
Name Config Actions
No networks or VLANS have been configured
SERVICES
NETWORK
COPY CONFIG
CUSTOM UPGRADE
FORGET THIS SWITCH
9 Locate O RESTART

Create Click + CREATE to add a new entry. Go to “Create
New Network/VLAN"” on page 80.

Name Displays the name of the network/VLAN.

Config Displays the configuration: Native ( ) or
Customized. (Networks may be created in “Settings >
Networks” on page 21.)

Actions Click a button to perform the desired action:
« Edit Click ¥ to edit the network/VLAN entry.
+ Delete Click ¥ to delete the network/VLAN entry.
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Create New Network/VLAN

1 3 5 7 9 11 1315 97 19 M B I3 0T ¥ N 1B T WO 88 sz
FEEEOOCOOJOSASEEEEEEEEEEEEEEE =N
FOOCOC0COCfSEEEEEEEEEEEEEEE =N
2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 M 4 4 YR
DETAILS PORTS CONFIGURATION

CONFIG

NETWORKS/VLANS

Name

Native Network (none) .

Tagged Networks LAN (] VOIP

APPLY CANCEL

SERVICES
NETWORK

COPY CONFIG
CUSTOM UPGRADE

FORGET THIS SWITCH

¥ LOCATE & RESTART

* Name Enter a name to identify this network/VLAN.

+ Native Network A native network has a Port VLAN
Identifier (PVID), which identifies the default VLAN. A
switch assigned to a native network participates in the
VLAN of that native network.

The Switch accepts tagged and untagged packets

in the ingress direction, and the untagged packets

are assigned to the VLAN of the native network. For
example, if the PVID is VLAN 30, then all untagged
packets are assigned to VLAN 30. In the egress direction,
the native network packets are stripped of the VLAN 30
header and exit as untagged packets.

This table lists how the packets are handled:

Packet Ingress Action Egress

Type

Tagged Accepted | Remains tagged Sent out as tagged
Untagged | Accepted | Assigned to VLAN VLAN header

of native network

removed and sent

out as untagged

Each physical port can have multiple networks attached;
however, only one of them can be native (untagged).
Select the appropriate native network. (Additional
networks may be created in “Settings > Networks” on
page 21.)

» Tagged Networks For a Switch belonging to a tagged
network, the packets will be tagged in both ingress and
egress directions. For example, the native network is
LAN with VLAN 1 as the PVID. The switch is connected to
an AP with two tagged networks:

* VLAN 20: corporate
* VLAN 30: guest

80

UniFi Controller User Guide

This table lists how the packets are handled:

Packet Ingress Action Egress
Type

Untagged = Accepted  Assignedto VLAN 1 VLAN header
removed and sent
out as untagged

Tagged as Accepted Remains tagged Sent out tagged as
VLAN 20 VLAN 20

Tagged as = Accepted  Remains tagged Sent out tagged as
VLAN 30 VLAN 30
The proper use of VLANs isolates the traffic of each
VLAN. The guest traffic on VLAN 30 will be kept separate
from the traffic on the corporate network.
Select the appropriate tagged network. (Use “Settings >
Networks” on page 21 to create more networks.)
« Apply Click Apply to save changes.

+ Cancel Click Cancel to discard changes.

Services

103 5 7 9 11 13 15 17 19 21 23 25 27 29 3 33 35 37 39 41 4 45 47 speasm
FEEEOOOMJSESEEEEEEEEEEEEEEE =N
EOO0OC0OCDOJCfSEEEEEEEEEEEEEEE BN
2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 3B 40 42 44 46 48 S;e2s2
DETAILS PORTS CONFIGURATION

CONFIG
NETWORKS/VLANS
SERVICES
MGMT VLAN LAN -

[_] Enable Jumbo Frame

|_! Enable Flow Control

APPLY

NETWORK
COPY CONFIG
CUSTOM UPGRADE

FORGET THIS SWITCH

9 LOCATE & RESTART

MGMT VLAN A network group defines the management
VLAN for the Switch. Select the appropriate network
group.

Enable Jumbo Frame Disabled by default. The Maximum
Transmission Unit (MTU) is the maximum packet size (in
bytes) that a network interface can transmit. A jumbo
frame is larger than the standard Ethernet frame with an
MTU of 1500. Jumbo frames are typically used for Gigabit
Ethernet connections. If you enable this option, then this
port handles jumbo frames and forwards them.

Enable Flow Control Disabled by default. Flow
Control allows the port to manage data rates in case
the sending and receiving devices use different data
transmission rates.

Apply Click Apply to save changes.
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Network

Configure IP Select the Internet connection type for your
service.

1 3 5 7 9 11 1315 97 ¥ N 1B T W N W IB T WAL 8T sasm
FEEEOOOJEEEEEEEEEEEEEEEE BN
EO0CO0OJCOJEEEEEEEEEEEEEEEE B .
2 4 6 B 10 12 W 16 18 W 22 M 26 28 30 32 34 36 38 40 42 M 46 4 svR

DETAILS PORTS CONFIGURATION.

CONFIG

NETWORKS/VLANS

SERVICES

NETWORK

Configure IP Using DHCP

AFPLY

COPY CONFIG
CUSTOM UPGRADE

FORGET THIS SWITCH

¥ LOCATE © RESTART

+ Using DHCP The use of the Dynamic Host
Configuration Protocol (DHCP) is the default. The Switch
automatically acquires network settings from the
network’s DHCP server.

1 13 15 7 ¥ 1

5Pl 5P

1.3 5 3 9% 3B T ¥ N NP AL S0
FEEEOOCOOMJSESEEEEEEEEEEEEEEE =N
EO0CO0OCDJCfSEEEEEEEEEEEEEEE BN
2 4 6 8 10 12 14 16 18 20 22 24 16 28 30 32 M4 36 3 40 42 M 46 4 PR
DETAILS PORTS CONFIGURATION
CONFIG
NETWORKS/VLANS
SERVICES
NETWORK
Configure IP Static P ¥
IP Address Preferred DNS
Subnet Mask Alternate DNS
Gateway DNS suffix
AFFLY
COPY CONFIG
CUSTOM UPGRADE
FORGET THIS SWITCH
¥ LOCATE 2 RESTART
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+ StaticIP Assign fixed network settings to the Switch.
Enter the following information:

- IP Address Enter the IP address for the Switch.
- Subnet Mask Enter the subnet mask of the Switch.

- Gateway Enter the IP address of the gateway (for
example, the UniFi Security Gateway).

- Preferred DNS Enter the IP address of the primary
DNS server.

- Alternate DNS Enter the IP address of the secondary
DNS server.

- DNS Suffix Enter the Fully Qualified Domain Name
(FQDN) without the hostname.

« Apply Click Apply to save changes.

Copy Config

If you have settings that you want to apply to multiple
Switches, use this option to copy the configuration.

103 5 7 9 11 13 15 17 19 21 23 25 27 29 3N 3 35 3 I 41 &) 45 47 spase
FEEEOOCOOJSESEEEEEEEEEEEEEEE =N
EOOC0OC0OCOCSSEEEEEEEEEEEEEEE =N
2 4 6 B 10 12 14 16 18 20 22 24 26 28 30 32 34 35 38 40 42 44 46 4 sP2IR
DETAILS PORTS CONFIGURATION

CONFIG
NETWORKS/VLANS
SERVICES
NETWORK

COPY CONFIG

You may copy a similar switch's configuration onto this switch,

Copy from ... -

CUSTOM UPGRADE

FORGET THIS SWITCH

¥ LOCATE & RESTART

Copy from Select the appropriate Switch whose
configuration will be copied to this Switch. Then click
Confirm to overwrite its current configuration with the
configuration of the selected Switch.
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Custom Upgrade

For firmware upgrades, the UniFi devices retrieve the latest
firmware from the Ubiquiti website. To specify firmware
saved in a custom location, select this option.

9 11 13 15 17 19

S SFPY

(R SN ) 2225 W2 N WIS
FEEEOOCOOJSESEEEEEEEEEEEEEEE =N
EOOC0OC0OCOCSSEEEEEEEEEEEEEEE =N
2 4 6 B 10 12 14 16 18 20 22 24 26 28 30 32 34 35 38 40 42 44 46 4 sP2IR
DETAILS PORTS CONFIGURATION

CONFIG
NETWORKS/VLANS
SERVICES
NETWORK

COPY CONFIG

CUSTOM UPGRADE

Apply an upgrade firmware from a custom location.

< CUSTOM UPGRADE

FORGET THIS SWITCH

¥ LOCATE & RESTART

Custom Upgrade Click <& CUsToMUPGRADE to ypgrade the
firmware from a location you specify.

Forget This Switch

103 5 7 9 1113 15 17 19 21 23 25 27 29 3 3 35 3} 39 41 4 45 47 s
FEEEOOOOOJSESEEEEEEEEEEEEEEE =N
EOO0C00CDJCfSEEEEEEEEEEEEEENE =N
2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 35 38 40 42 44 46 4 sP2IM
DETAILS PORTS CONFIGURATION

CONFIG
NETWORKS/VLANS
SERVICES
NETWORK

COPY CONFIG
CUSTOM UPGRADE

FORGET THIS SWITCH

If you no longer wish to manage this switch, you may remove it. Note that all configurations and
history with respect to this switch will be wiped out.

<. FORGET Move to ... X

9 LOCATE & RESTART

Forget Click % FORGET to remove the Switch from
management by the UniFi Controller software and reset it
to factory default settings.

Note: Use caution when clicking Forget. This will
restore the Switch to factory default settings when it
is in a Connected state.
Move to To move the Switch, select another site from the
drop-down menu.
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Chapter 12: UniFi Access Point
Details

A UniFi AP hyperlink opens the UniFi AP’s Details window

either in the Properties tab or as a separate popup window.

You can always dock this window in the Properties tab or
detach it as a separate window.

The top of the window displays the device icon and name
(or MAC address).

Properties

The Properties tab is hidden by default. To display it, click
the properties @icon. The Properties tab appears on the
right side of the screen.

Information about each selected device appears as a
popup within this tab.

PROPERTIES = E

o UAPACPrOA ¥ a2 X

'DETAILS USERS GUESTS CONFIGURATION
OVERVIEW

MAC Address 00:15:6d:00:00:04

Model UniFi AP-AC-Pro
Version 3.49.3346
IP Address 10.0.0.83
Uptime 19h 27m 33s
# Users 15
# Guests 0
UPLINK (WIRE)
RADIO {11N/BIG)
RADIO (11N/ASAC)
RF ENVIRONMENT
| © LOCATE | | O RESTART |

Close Click B to close the Properties tab and device
popups.

Minimize Click B to close and re-open the device
popups.

PROPERTIES

B wroudor2acrz >

Each row displays the following:

+ (icon) Displays the icon of the device (the icon will vary
depending on the model).

Ubiquiti Networks, Inc.
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Name/MAC Address Displays the hostname, alias, or
MAC address of the device.

Display Click B display the device information.

Detach Click & to display the same informationin a
separate popup screen that can be moved anywhere
within the browser screen.

Close Click B to close the device popup.

Hide Click B to hide the Properties tab but allow the
device popups to remain accessible from this tab.

The upper part of the window displays the connection
status:

Pending Approval Default state, available for adoption.
Connected Indicates a wired connection.
Connected (wireless) Indicates a wireless connection.

Managed by Other Not in the default state but not
controlled by the current UniFi Controller.

Isolated To establish a connection to the UniFi
Controller, perform one of the following actions:

* Reconnect the AP to the gateway or router.

+ Connect an Ethernet cable from the Secondary
Ethernet Port (if available) of the isolated AP to the
Secondary Ethernet Port (if available) of another UniFi
AP that is connected to the gateway or router.

« Establish a wireless uplink to a wired AP.

Disconnected To establish a connection to the UniFi
Controller, perform one of the following actions:
* Reconnect the AP to the gateway or router.

+ Connect an Ethernet cable from the Secondary
Ethernet Port (if available) of the isolated AP to the
Secondary Ethernet Port (if available) of another UniFi
AP that is connected to the gateway or router.

« Establish a wireless uplink to a wired AP.

There are four clickable tabs:

“UniFi Access Point - Details” on page 84

“UniFi Access Point - Users” on page 87

“UniFi Access Point - Guests” on page 88

"UniFi Access Point — Configuration” on page 88

The bottom of the window has three buttons:

Locate Click @ LocATe to flash the LED on the AP and the
AP’s icon on the Map tab so you can locate it. The LED
will flash until the Locate button is clicked again. (The
icon on the Map tab will flash three times and stop.)

Restart Click © RESTART to restart the AP.

Upgrade If a software upgrade is available for the AP,
click & UPGRADE to install the latest UniFi firmware on
the AP. The Status will appear as Upgrading until the

process is complete and the AP reconnects to the UniFi
Controller software.
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UniFi Access Point - Details

Click Overview to display the device specifics, connection
details, uptime, and user statistics.

.
Overview
e UAP ACProA v g X
Connected (100 FDX)
DETAILS USERS GUESTS CONFIGURATION
OVERVIEW
MAC Address 00:15:6d:00:00:04
Model UniFi AP-AC-Pro
Version 3.4.9.3346
IP Address 10.0.0.83
Uptime 19h 27m 33s
# Users 15
# Guests 0
UPLINK (WIRE)
RADIO (11N/B/G)

RADIO (1IN/AJAC)

RF ENVIRONMENT

© LOCATE © RESTART |

MAC Address Displays the MAC address or unique
hardware identifier of the AP.

Model Displays the model name of the AP.

Version Displays the version number of the AP’s firmware.

IP Address Displays the IP address of the AP.

Uptime Displays the duration of time the AP has been
running without interruption.

# Users Displays the number of users connected to the
primary network.

# Guests Displays the number of users connected to the
guest network.
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Uplink (Wire)

If your AP has a wired uplink connection, click Uplink
(Wire) to display details about the wired uplink.

e UAP ACProA v [= . 4
Connected (100 FDX)
DETAILS USERS GUESTS CONFIGURATION

OVERVIEW

UPLINK (WIRE)
Speed 100
Duplex Full Duplex
Uplink US 488 #10
Down Pkts/Bytes 109K/9.73M
Up Pkts/Bytes 53.3K/20.2M
Activity 386B / sec

RADIO (11N/B/G)

RADIO (11N/JASAC)

RF ENVIRONMENT

© LOCATE O RESTART

Speed Displays the connection speed in Mbps.
Duplex Displays the mode, Full Duplex or Half Duplex.

Uplink Displays the name, alias, or MAC address of the
switch or other uplink device being used by the AP. You
can click the name to get additional details on the device.

Down Pkts/Bytes Displays the amount of data
downloaded as packets and bytes.

Up Pkts/Bytes Displays the amount of data uploaded as
packets and bytes.

Activity Displays the level of activity in Bytes per second.
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Uplink (Wireless)

If your AP has a wireless uplink connection, click Uplink
(Wireless) to display details about the wireless uplink.

e UAP-PRO Office A ¥ g X

DETAILS USERS GUESTS CONFIGURATION
OVERVIEW
UPLINK (WIRELESS)
Uplink AP UAP-PRO Office B
Signal 99%
TX Rate 300M
RX Rate &M

Down Pkts/Bytes 81.0M14.4K
Up Pkts/Bytes 101/55.4K
Activity 1.25KB / sec

RADIO [11N/B/G)

RADIO (11N/A)

@ LOCATE || O RESTART |

Uplink AP Displays the name, alias, or MAC address of the
uplink AP. You can click the name to get additional details
on the uplink AP.

Signal Displays the percentage of signal strength
between the two APs.

TX Rate Displays the transmit rate.
RX Rate Displays the receive rate.

Down Pkts/Bytes Displays the amount of data
downloaded as packets and bytes.

Up Pkts/Bytes Displays the amount of data uploaded as
packets and bytes.

Activity Displays the level of activity in Bytes per second.

Ubiquiti Networks, Inc.
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Downlink

The wireless APs currently connected to the wired AP are
displayed.

e UAP-PRO Office B ¥

Connected (limited)

DETAILS USERS GUESTS CONFIGURATION
OVERVIEW
UPLINK (WIRE)
DOWNLINKS
AP Signal Actions
UAP-PRO Office A 99% | REMOVE

RADIO (11N/B/G)

RADIO (11N/A)

© LOCATE || O RESTART

Note: Downlinks will only be visible under the Details
tab when a wireless AP is connected.

AP Displays the name, alias, or MAC address of the
downlink AP. You can click the name to get additional
details on the device.

Signal Displays the percentage of signal strength
between the two APs.

Actions Click a button to perform the desired action:
* Remove Remove the wireless AP from the wired AP.
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Radio (11N/B/G) or Radio (11N/A/AC) TX Retry/Dropped Displays the percentage of transmit

Click Radio (11N/B/G) or Radio (11N/A/AC) to display the packets that needed to be re-sent and the percentage of
. . . packets that were dropped.
channel and transmit/receive statistics.
RX Retry/Dropped Displays the percentage of receive
© uvwaceoa~ g x packets that needed to be re-sent and the percentage of
packets that were dropped.
DETAILS USERS GUESTS CONFIGURATION # Users Displays the number of users connected to the
primary network.

bt # Guests Displays the number of guests connected to the

UPLINK (WIRE) guest network.

RADIO (11N/B/G)

RF Environment

Channel : |

Transmi fower 2: :Bmf“:” Note: Only the UAP-AC-LITE, UAP-AC-LR,

TX Pkts/Bytes 15.8M 7 95.0M

X Pty SEe UAP-AF-PRO, and UAP-AC-EDU support spectral
TX Retry/Dropped 0.0% / 0.0% ahna IySlS.

RrRecyOecpped O 00N Click RF Environment for spectral analysis to help in

channel selection and planning.

# Users n
# Guests ]
e UAPACProA ¥ [= . 4
Connected (1
RADIO (11N/AAC) [ Connected(100FDX) |
DETAILS USERS ‘GUESTS CONFIGURATION
RF ENVIRONMENT
OVERVIEW
Q LOCATE & RESTART
UPLINK (WIRE)
RADIO (11N/B/G)
e UAPACProA v EX ot RADIO (11N/AJAC)
Connected (100 FDX) RF ENVIRONMENT
DETAILS USERS ‘GUESTS CONFIGURATION \ i
26 S6 | oS e e s o o s e
OVERVIEW
UPLINK (WIRE) (
Scanned: Never | < RFSCAN
RADIO (11N/B/G)
RADIO (11N/AJAC) l
Q LOCATE | O RESTART
Channel 48
Transmit Power 22 dBm (EIRP)
TX Pkts/Bytes 5.37M/32.2M
RX Pkts/Bytes GO0K / 2.93M
a
TX Retry/Dropped 0.0%/0.0% e Lo ek = R
RX Retry/Dropped 0.0% / 0.0% Connected (100 FDX)
DETAILS USERS GUESTS CONFIGURATION
# Users 4
# Guests 0
OVERVIEW
RF ENVIRONMENT EERINS IR
RADIO (11N/B/G)
Q Locate O RESTART |
RADIO (11N/AJAC)

RF ENVIRONMENT
Channel Displays the channel being used.

26, OISt o st s
Transmit Power Displays the EIRP in dBm. e
TX Pkts/Bytes Displays the amount of data transmitted
as packets and bytes. Scanned: Never | © rescan |
RX Pkts/Bytes Displays the amount of data received as
packets and bytes. T s & ReSTART |
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2G/5G Select the frequency band you want to analyze.

RF Scan Click = RFscAN to scan the RF environment and
then click Confirm to continue.

Note: The RF scan may take more than five minutes.
All clients using this AP will be disconnected, and
the AP will be offline for the duration of the scan.

e OV BedBocebb12 ¥

OVERVIEW
UPLINK (WIRE)
RADIO (1IN/B/G)
RADIO (VINJAJAC)
RF ENVIRONMENT

L “ £ 32
% | 56 ————— e

:.:.._.----.i-----
R R e .

5 T ®»

Scanned: 1h 11m 25 ago C RFSCAN

ovERVIEW

UPLINK (WIRE]
RADIO (11846}
RADID [11MATAL)
F ENVIROMUAENT

2w | s R e

Scaned: Th 11m 25 ago S mrscan

Each bar graph represent a channel option and its
color-coded level of interference (from green at-96 dBm
to red at-32 dBm).

__MHz The 2.4 GHz results are displayed in channel
widths of 20 and 40 MHz. The 5 GHz results are displayed
in channel widths of 20, 40, and 80 MHz.

__ Displays the corresponding channel number for each
channel width option.

(outlined) The current channel is outlined.
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Place your cursor over a channel option to view the
following:

+ Channel _ Displays the channel number and frequency
range.

+ Utilization Displays the percentage of the frequency
range already in use.

+ Interference Displays the level of interference.

* Interference Types Displays the type of interference
being detected.

Channel 4
2417 - 2457

Utilization: 17%6

Interference: - 72dBm
1 an

Low HIGH

Interference types:
wifi

Scanned Displays the duration of time since the last scan.

UniFi Access Point - Users

e UAP ACProA ™ g x
Connected (100 FDX)
DETAILS USERS GUESTS CONFIGURATION
Name wilan Signal ™

10:68:31:00:00:2e UBNT -66 dBm 7.2M

10:68:3f:00:00:2f UBNT -53 dBm 72.2M

10:68:3f:00:00:30 UBNT  -63 dBm 15M
10:68:31:00:00:31 UBNT  -4dBm 162M
10:68:3£:00:00:32 UBNT  -50 dBm 15M

4 10f3 »
Q LOCATE & RESTART

Name Displays the hostname, alias, or MAC address of the
connected client. You can click the name to get additional
details; see “Client Details” on page 97 for more
information.

WLAN Displays the name or SSID of the wireless network
in use.

Signal Displays the percentage of signal strength
between the user and AP.

TX Displays the transmit rate.
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UniFi Access Point - Guests

e UAP AC ProA ¥ Xt

DETAILS USERS GUESTS CONFIGURATION

Name Wian Signal ™ 2

There are no guests connected to this device.

Q LOCATE © RESTART |

Name Displays the hostname, alias, or MAC address of the
connected guest. You can click the name to get additional
details; see “Client Details” on page 97 for more
information.

WLAN Displays the name or SSID of the wireless network
in use.

Signal Displays the percentage of signal strength
between the guest and AP.

TX Displays the transmit rate.

UniFi Access Point - Configuration

Change device configuration settings.

Alias

e UAP AC ProA ¥ EXg ot

DETAILS USERS GUESTS CONFIGURATION

CONFIG

Alias

UAP AC Pro A

APPLY

RADIOS

WLANS

NETWORK

BAND STEERING
CUSTOM UPGRADE

FORGET THIS AP

@ LOCATE O RESTART |

Alias Enter or edit the customizable name or identifier of
the AP. The Alias is also known as the host name.

Apply Click Apply to save the change.
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Radios
e UAP ACProA ¥ ESal ot
Connected (100 FDX)
DETAILS USERS GUESTS CONFIGURATION
CONFIG
RADIOS

Radio 2G (11n/b/g)

Channel | Auto v
| ur20 v

Tx Power | Medium »

Min. RSSI [E -84 dBm

Radio 56 (11n/afac)

Channel | Auto -
| HT40 v
TxPower | Medium o
Min. RS5I o -84 dBm
APPLY

WLANS

NETWORK

BAND STEERING

CUSTOM UPGRADE

FORGET THIS AP

9 LOCATE O RESTART |

Channel Select the appropriate settings:

* Auto/(channel number) Select a channel number or
keep the default, Auto.

» HT20/HT40/HT80 Select HT20 for 20 MHz operation,
HT40 for 40 MHz operation, or HT80 for 80 MHz
operation in the 5 GHz band.

Note: If the AP is part of a Zero Handoff WLAN
Group, then the Channel settings cannot be
changed.

TX Power By default the transmit power is set to Auto.
You can also manually select the following:

» High The highest TX power available.
+ Medium Halfway between High and Low.
* Low The lowest TX power available.

» Custom Custom setting that you specify in the field
provided.

+ Antenna Gain (Only available for Outdoor models)
Specify the antenna gain.
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+ Min. RSSI (Not available for Zero Handoff.) Disabled
by default. Select this option and enter a minimum
threshold. For UniFi, RSSI is synonymous with SNR. If the
client signal falls below the specified threshold, then the
AP kicks out the client, allowing it to reconnect with a
more suitable AP.

Note: If the AP is part of a Zero Handoff WLAN
Group, the Min. RSSI setting cannot be changed.

Apply Click Apply to save your changes.
WLANSs

You can deploy multiple wireless networks organized into
WLAN groups on different APs.

e UAPACProA v ESGot

DETAILS USERS GUESTS CONFIGURATION
CONFIG
RADIOS
WLANS

WLANS 26 (11n/b/g)

WLAN Group | Default B b
Name Overrides Actions
UBNT OVERRIDE
UBNT-Guest OVERRIDE

WLANSs 56G (11n/a/ac)

WLAN Group | Default v
Name Overrides Actions
“ovenmor
UBNT-Guest | OVERRIDE

NETWORK

BAND STEERING
CUSTOM UPGRADE
FORGET THIS AP

© LOCATE O RESTART

WLAN Group Select the appropriate group.

Name Displays the network name or SSID of the available
wireless network.

Overrides Displays the SSID override information applied
to the wireless network.

Actions Click a button to perform the desired action:

« Override Click Override to enable a VLAN (Virtual
Local Area Network), set the VLAN ID, and enter the SSID
override name to apply to the wireless network.

Note: The Override option is not available for a
Zero Handoff WLAN Group.
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Override
@ UAP ACProA ¥ ESi ot
[ Connected(100FDX |
DETAILS USERS GUESTS CONFIGURATION

CONFIG
RADIOS

WLANS

Override
Enabled ™ Enabled on this AP

VLAN () Use VLAN ID
Ssio UBNT
PSK password|
APPLY RESTORE CANCEL
NETWORK
BAND STEERING
CUSTOM UPGRADE
FORGET THIS AP
© LOCATE © RESTART |

Enabled Select the checkbox to enable the WLAN for use.
VLAN Select the checkbox to enable the VLAN.

* Use VLANID The VLAN ID is a unique value assigned
to each VLAN on a single device. Enter a value between
2 and 4095. For example, in a large deployment where
there are multiple buildings, you can use a different
VLAN ID for each building while all of the VLANs remain
on the same corporate network.

SSID Enter the SSID override name to apply to the
wireless network.

PSK If the WPA-Personal security option has been
applied to the WLAN under Settings > Wireless Networks,
then the Pre-Shared Key (PSK) for the SSID specified will
automatically appear in this field.

Actions Click a button to perform the desired action:
» Apply Click Apply to save changes.

» Restore Click Restore to remove any overrides that
were applied to the selected wireless network.

» Cancel Click Cancel to discard changes.
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Network

Configure IP Select the Internet connection type for your
service.

e UAPACProA ¥ 2 X
Connected (100 FDX)
DETAILS USERS GUESTS CONFIGURATION

CONFIG

RADIOS

WLANS

NETWORK

Configure IP Using DHCP v
APPLY

BAND STEERING

CUSTOM UPGRADE

FORGET THIS AP
Q@ LOCATE O RESTART

» Using DHCP Enabled by default. The AP automatically
acquires network settings from the network’s Dynamic
Host Configuration Protocol (DHCP) server.

+ Static IP Assign fixed network settings to the AP. Enter
the following information:

- IP Address Enter the IP address for the AP.
- Subnet Mask Enter the subnet mask of the AP.

- Gateway Enter the IP address of the gateway (for
example, the UniFi Security Gateway).

- Preferred DNS Enter the IP address of the primary
DNS server.

- Alternate DNS Enter the IP address of the secondary
DNS server.

- DNS Suffix Enter the Fully Qualified Domain Name
(FQDN) without the hostname.
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Q UAP AC ProA ¥ St

Connected (100 FDX)

DETAILS USERS GUESTS CONFIGURATION

CONFIG
RADIOS
WLANS
NETWORK

Configure IP Statlt; P - .
IP Address

Subnet Mask

Gateway

Preferred DNS

Alternate DNS

DNS suffix

APPLY

BAND STEERING
CUSTOM UPGRADE

FORGET THIS AP

Q LOCATE || O mestArT |

+ Apply Click Apply to save changes.
Band Steering

2.4 GHz networks are typically more congested due to
support of legacy clients and multiple sources of 2.4 GHz
interference, including Bluetooth devices. Band steering
can help distribute the load on 2.4 GHz and 5 GHz
networks by steering dual-band clients to the 5 GHz band
when appropriate.

Some dual-band clients are band-steering unfriendly for
various reasons and are marked as such by the AP. Such
clients are not steered to any band even when conditions
would justify it.
Note: Only the UAP-PRO, UAP-AC-LITE, UAP-AC-LR,
UAP-AC-PRO, and UAP-AC-EDU models support
band steering.

If enabled, the UniFi band steering policy takes two criteria
into account:

+ channel utilization metrics
+ signal quality measurements, including RSSI

The AP steers the client to the optimal band during
association (not after association). If both bands or neither
band is overloaded, the AP does not perform band
steering; instead, the client chooses a band.
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If the 2.4 GHz band is overloaded, and the RSSI of the
client is above the threshold for association on the 5 GHz
band, then the AP will steer the client to the 5 GHz band
by withholding probe responses.

If the client still attempts to associate on the 2.4 GHz band,
the AP will send auth failure frames in response to auth
requests from the client.

If the 5 GHz band is overloaded and the 2.4 GHz band is
not, then clients are steered to the 2.4 GHz band (RSSl is
not a factor). The RSSI thresholds are 30 dBm or better for
the 5 GHz band. For example, if the 2.4 GHz network has
low utilization, then the Steer to 5G option does not steer
all clients to 5 GHz.

All APs must use the same SSID for the 2.4 GHz and 5 GHz
bands. For example, if you have multiple WLANSs in your
default WLAN group, you cannot override the 5 GHz SSID
name in one of the WLANSs and still use band steering on
the other two WLANSs. All APs must use band steering - or
none of them do.

o UAPACProA ¥ EXE ot
DETAILS USERS GUESTS CONFIGURATION
CONFIG
RADIOS
WLANS
NETWORK
BAND STEERING
-sres-sc T-GS-G [ BALANCED I OFF |

CUSTOM UPGRADE

FORGET THIS AP

© LOCATE &) RESTART

+ Steer to 5G Select this option to steer clients to the
5 GHz band at a lower channel utilization threshold
than the Balanced option. The threshold is not a single
value; instead it is a function of two values: the 2.4 GHz
channel utilization and 5 GHz channel utilization.

» Balanced (Not available for the UAP-PRO.) Select this
option to steer clients to the 5 GHz band channel at a
higher channel utilization threshold than the Steer to 5G
option.

+ Off Keep the default, Off, if you do not want to use
band steering.
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Wireless Uplinks

When an AP is not connected by a wire, the Wireless
Uplinks section lists potential uplink APs that can be
selected to establish a wireless connection.

o UAP-PRO Office A ¥ g X
DETAILS CONFIGURATION
CONFIG
RADIOS
WLANS
NETWORK
WIRELESS UPLINKS
AP Chan. Signal Actlons

UniFi AP PRO Office B 36 9% SELECT

FORGET THIS AP

AP Displays the hostname, alias, or MAC address of
the potential Uplink AP. You can click the name to get
additional details.

Channel Displays the channel in use for wireless
communication.

Signal Displays the percentage of signal strength.
Actions Click a button to perform the desired action:

« Select Click Select to connect the wireless AP to the
wired AP.

* Remove Click Remove to disconnect the wireless AP
from the wired AP.

Note: An AP can only uplink to another AP using the
same radio band. For example, the UAP-Outdoor 5G
can only uplink to another UniFi AP using the 5 GHz
radio band.
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Custom Upgrade

For firmware upgrades, the UniFi devices retrieve the latest
firmware from the Ubiquiti website. To specify firmware
saved in a custom location, select this option.

@ UAPACProA ¥ EX

DETAILS USERS GUESTS CONFIGURATION

CONFIG

RADIOS

WLANS
NETWORK
BAND STEERING

CUSTOM UPGRADE

Apply an upgrade firmware from a custom location.

<& CUSTOM UPGRADE |

FORGET THIS AP

Q@ LOCATE O RESTART

Custom Upgrade Click <& CUsTOMUPGRADE to ypgrade the
firmware from a location you specify.

Forget This AP

@ UAP AC ProA ¥ =y b

DETAILS USERS GUESTS CONFIGURATION

CONFIG

RADIOS

WLANS

NETWORK

BAND STEERING
CUSTOM UPGRADE

FORGET THIS AP

If you no longer wish to manage this AP, you may
remove it. Note that all configurations and history
with respect to this access point will be wiped out.

. FORGET Move to ... v

? LOCATE O RESTART

Forget Click % FORGET to remove the AP from
management by the UniFi Controller software and reset it
to factory default settings.
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@ Note: Use caution when clicking Forget. This will

restore the AP to factory default settings when it is
in a Connected state. Do not use the Forget option
when the AP is in an Isolated or Disconnected state. If
you do, the only way to make the AP accessible from
the UniFi Controller is to take it down and connect
by wire.

Move to To move the AP, select another site from the

drop-down menu.

Access Point - Isolated/Disconnected

When an AP is in an Isolated or Disconnected state, you can
re-establish a connection to the UniFi Controller software
using one of three methods:

* Reconnect the AP to the gateway/router.

» Connect an Ethernet cable from the Secondary Ethernet
Port (if available) of the isolated AP to the Secondary
Ethernet Port (if available) of another UniFi AP that is
connected to the gateway/router.

+ Establish a wireless uplink to a wired AP. See the Wireless
Uplinks section to find, select, and connect to a wired AP.

o UAP-PRO Office A ¥ g X
= -
DETAILS CONAGURATION

CONFIG

RADIOS

WLANS

NETWORK

WIRELESS UPLINKS

AP Chan. signal Actions

UniFi AP PRO Office B 36 92% SELECT

BAND STEERING
CUSTOM UPGRADE

FORGET THIS AP

In an Isolated or Disconnected state, the Map tab displays
the AP icon with a red/orange LED and disconnected
O icon.

The LED on the actual device will be steady green or blue
with occasional flashing. This AP doesn't provide any
wireless service.

Note: Do not use the Forget this AP option when the
AP is in an Isolated or Disconnected state. If you do,
then the only way to make the AP accessible from
the UniFi Controller is to take it down and connect it
by wire.
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Access Point - Managed by Other

The Managed by Other state indicates that the AP is not
in the default state but it is not controlled by the UniFi
Controller.

Overview

. 04:18:06:00:54:94 ~

OVERVIEW

MAC Address 04:18:d6:00:54:94
Mode! UniFi AP-Outdoor+
Version 3252

Last Seen 75280

ADVANCED OPTIONS

MAC Address Displays the MAC address of the AP.
Model Displays the model number.
Version Displays the version of software used on the AP.

Last Seen Displays the amount of time that has passed
since the Access Point was last seen.

Advanced Options

. 0d:18:06:00:54:54 ¥

OVERVIEW

ADVANCED OPTIONS

P 10.0.2.138 B

Username

Password

Inform URL hitp:i10.0.2.113:8080%
ADOPT

IP Displays the IP address and SSH port of the AP.

Username Enter the SSH Username for management
access. This is the Device Username you configured in
“Settings > Site” on page 18.

Password Enter the SSH Password for management
access. This is the Device Password you configured in
“Settings > Site” on page 18.

Inform URL This tells the AP where to look for the UniFi
Controller. The URL will be automatically displayed but
you may need to verify its accuracy as the system may
have multiple interfaces.

Adopt Click Adopt to adopt the AP so you can manage it
using the UniFi Controller software.
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Access Point - Pending Approval

The Pending Approval state indicates that the Access Point
is in the default state and is available for adoption.

[ o Qe

dcofdbib0:23:55

e UniFi AP-Pro
Version 3252791
Last Seen 215 ago

4 ADOPT

MAC Address Displays the MAC address of the AP.
Model Displays the model number.
Version Displays the version of software used on the AP.

Last Seen Displays the amount of time that has passed
since the AP was last seen.

Adopt Click Adopt to adopt the AP so you can manage it
using the UniFi Controller software.
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Chapter 13: UniFi VolP Phone
Details

A UniFi VoIP Phone hyperlink opens the UniFi VolP Phone’s
Details window either in the Properties tab or as a separate
popup window. You can always dock this window in the
Properties tab or detach it as a separate window.

The top of the window displays the device icon and name
(or MAC address).

Properties

The Properties tab is hidden by default. To display it, click
the properties @icon. The Properties tab appears on the
right side of the screen.

Information about each selected device appears as a
popup within this tab.

PROPERTIES

! UVPExecA(101) ¥

DETAILS CONFIGURATION
OVERVIEW
MAC Address 04:21:14:00:00:07
Model UniFi Phone-Executive
Version 4.7.0.507
IP Address 10.0.0122
Uptime 1d 12h 13m
| © LOCATE || O RESTART || & UPGRADE

Close Click B to close the Properties tab and device
popups.

Minimize Click B to close and re-open the device
popups.

PROPERTIES

UVP Exec A (101)

UVP Exec B (102) »

UVP Exec C(103) »

" UVP Exec D (104) »

UVP Exec E (105) »

Each row displays the following:

+ (icon) Displays the icon of the device (the icon will vary
depending on the model).

* Name/MAC Address Displays the MAC address of the
device or the extension name and number.

« Display Click B display the device information.
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- Detach ClickEto display the same informationin a
separate popup screen that can be moved anywhere
within the browser screen.

« Close Click B to close the device popup.

Hide Click & to hide the Properties tab but allow the
device popups to remain accessible from this tab.

The top part of the window displays the connection status:
» Pending Approval Default state, available for adoption.
» Connected Indicates a managed connection.

» Disconnected Indicates no connection.

There are two clickable tabs:

* Details

+ “UniFi VolP Phone - Configuration” on page 96

The bottom of the window has three buttons:

* Locate Click © LocATE to ring the Phone and flash the
Phone’s icon on the Map tab so you can locate it. The
Phone will ring until you click Locate again. (The icon on
the Map tab will flash three times and stop.)

* Restart Click © RESTART to restart the Phone.

» Upgrade If a software upgrade is available for the
Phone, click & UPGRADE {0 install the latest UniFi firmware
on the Phone. The Status will appear as Upgrading until
the process is complete and the Phone reconnects to
the UniFi Controller software.

UniFi VoIP Phone - Details

The Overview displays the device specifics and uptime.

o
Overview
! UVPExecA(101) ¥ O X
DETAILS CONFIGURATION
OVERVIEW
MAC Address 04:21:14:00:00:07
Model UniFi Phone-Executive
Version 4.7.0.507
IP Address 10.0.0.122
Uptime 1d 12h 15m
1 |
@ LOCATE | & RESTART |I < UPGRADE |

MAC Address Displays the MAC address or unique
hardware identifier of the Phone.

Model Displays the model name of the Phone.

Version Displays the version number of the Phone’s
firmware.

IP Address Displays the IP address of the Phone.

Uptime Displays the duration of time the Phone has been
running without interruption.
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UniFi VolP Phone - Configuration

Click Configuration to reset the Phone to its factory
default settings. To make other changes, go to “Create or
Edit an Extension” on page 29 for more information.

Forget This Phone
% UVPExecA(101) ¥ [= S
O S
DETAILS CONFIGURATION

FORGET THIS PHONE

If you no longer wish to manage this phane, you
may remove it. Note that all configurations and
history with respect to this phone will be wiped out.

| % FORGET | Move to... > |

O LOCATE || © RESTART | < UPGRADE |

Forget Click % FORGET to remove the Phone from
management by the UniFi Controller software and reset it
to factory default settings.

Note: Use caution when clicking Forget. This will
restore the Phone to factory default settings when it
is in a Connected state.
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Chapter 14: Client Details

A client hyperlink opens the client’s Details window either
in the Properties tab or as a separate popup window.

You can always dock this window in the Properties tab or
detach it as a separate window.

The top of the window displays the client icon and name
(or MAC address).

Properties

The Properties tab is hidden by default. To display it, click
the properties @icon. The Properties tab appears on the
right side of the screen.

Information about each selected client appears as a
popup within this tab. The information varies depending
on whether the client is wired or wireless:

» Wireless Client — Details
» “Wired Client - Details” on page 100

PROPERTIES

| 10:68:300:00:44 ¥

.

DETAILS STATISTICS HISTORY CONFIGURATION

MAC Address 10:68:31.00:00:44
Hostname 10:68:3f:00:00:44
IP Address 10.0.0.107
Uptime 49m 26s
Connected AP UAPACPro C

| X BLOCK ||« RECONNECT |

Close Click B to close the Properties tab and client
popups.
Minimize Click B to close and re-open the client popups.

PROPERTIES & =

Ll 10:68:3£:00:00:42 »

[ cB:2a:14:00:00:18 »

L 10:68:3£00:00:48 »

L CBi28:14:00:00:17 >

Each row displays the following:
 (icon) Displays the icon of the device.

+ Name/MAC Address Displays the hostname, alias, or
MAC address of the device.

+ Display Click o display the client information.

- Detach ClickEto display the same informationin a
separate popup screen that can be moved anywhere
within the browser screen.

« Close Click B to close the client popup.

Ubiquiti Networks, Inc.

Chapter 14: Client Details

Hide Click B to hide the Properties tab but allow the
client popups to remain accessible from this tab.

There are four clickable tabs:

* Details

* Statistics

* History

» Configuration

The bottom of the window has three buttons:

» Block Click % etock to block this client from accessing
the network.

» Reconnect Click ¢ RECONNECT to reconnect a wireless
client. You can click ¢ Reconnect to kick out a client,
which usually reconnects back quickly; this is useful for
troubleshooting or resolving a problematic wireless
connection.

* Unauthorize/Authorize (Available for Guests only.)
Click % unautHoriZE to remove authorization of guest
access and disconnect the guest, or click |+ AutHoriZE for
guests pending authorization.

Wireless Client - Details

bl ubntv g X

HTAII.S STATISTICS HISTORY CONFIGURATION

MAC Address 10:68:3f:00:00:44
Hostname 10:68:3f:00:00:44
IP Address 10.0.0.107
Uptime 49m 265
Connected AP UAP AC Pro C

X BLOCK | i “+ RECONNECT |

MAC Address Displays the MAC address or unique
hardware identifier of the client.

Hostname Displays the customizable name or identifier
of the client.

IP Address Displays the IP address of the client.

Uptime Displays the duration of time the client has been
connected.

Connected AP Displays the hostname, alias, or MAC
address of the UniFi AP. You can click the name to get
additional details; see “UniFi Access Point Details” on
page 83 for more information.
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Wireless Client - Statistics
Overview

bl ubnt ¥ g X

DETAILS STATISTICS HISTORY CONFIGURATION

OVERVIEW
ESSID UBNT
Connected AP UAP ACPro C
Channel 48 (11na)
Signal 45% (-72 dBm)
TX Rate B65M
RX Rate 72.2M
Power Save Not Enabled
Activity B.07KB/sec
Down Pkts/Bytes 1.09M 7 6.51M
Up Pkts/Bytes 109K / 543K

DEEP PACKET INSPECTION

X BLOCK || “ RECONNECT

ESSID Displays the name of the wireless network.

Connected AP Displays the name or MAC address of the
AP being used by the client. You can click the name to get
additional details on the AP.

Channel Displays the channel being used.

Signal Displays the percentage of signal strength
between the AP and client.

TX Rate Displays the transmit rate.

RX Rate Displays the receive rate.

Power Save Displays the status of the power save mode.
Activity Displays the level of activity in Bytes per second.

Down Pkts/Bytes Displays the amount of data
downloaded as packets and bytes.

Up Pkts/Bytes Displays the amount of data uploaded as
packets and bytes.
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Deep Packet Inspection

The Deep Packet Inspection information is available if the
DPI feature is enabled (refer to “Settings > Site” on page
18 for more information).

bl ubnt ¥ =)

DETAILS STATISTICS HISTORY CONFIGURATION

OVERVIEW

DEEP PACKET INSPECTION

Samsung Android Phone

stem Android
Application Packets Bytes
Secure Shell (SSH) 732 97.5K
HTTP 7,042 7.26M
NTP 73 6.42K
World Wide Web :
4
HTTP 464
SSUTLS 4,550 1.19M
Unknown 70,179 12.5M
X BLOCK ~ RECONNECT

Category Displays the type of device.

Operating System Displays the name of the operating
system.

Application Displays the name of the application.

Packets Displays the amount of data uploaded and
downloaded as packets.

Bytes Displays the amount of data uploaded and
downloaded as bytes.

Wireless Client - History

bl ubntv g X

DETAILS STATISTICS HISTORY CONFIGURATION

Date/Time Duratlon Down Up
2015/06/10 = = »
08:34:14 Sh 49m 24s 47.5M 4.08M
2015/03/19 = 5 =
08:46:25 7h 46m 10s 104M B.40M
X BLOCK | RECONNECT

Date/Time Displays the date and time of the connection.
Duration Displays the duration of the connection.

Down Displays the total amount of data downloaded by
the client.

Up Displays the total amount of data uploaded by
the client.
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Wireless Client - Configuration
Config

L ubnt v [= S 4

DETAILS STATISTICS HISTORY CONFIGURATION

CONFIG

Alias

Note

User Group | Automatic ir

APPLY

IF CONFIG

DEBUG

X BLOCK ||« RECONNECT

Alias Allows you to change the hostname of the client.

Note Allows you to enter comments about the client.
Once saved, the client will be designated as a “Noted”
client on the Insights > Known Clients tab.

User Group Allows you to assign the client to a User
Group. User Groups are set up under the Settings tab >
User Groups option (see “Settings > User Groups” on
page 28 for more information). The default User Group
is Automatic.

Apply Click Apply to save changes.
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IP Config

bl ubnt ¥ EX

DETAILS STATISTICS HISTORY CONFIGURATION

CONFIG

IP CONFIG

Fixed IP ™ Use Fixed IP address
Network ] LAN '_
P 10.0.0.107
APPLY
DEBUG
X BLOCK ~ RECONNECT

Fixed IP Select this option to assign a static IP address to
the client, and configure the settings below. If you want
the local DHCP server to assign an IP address to the client,
remove the checkmark.

+ Network Select the appropriate network from the
drop-down list.

+ IP Enter the local IP address.
Apply Click Apply to save changes.

Debug

Ll ubnt ¥ =

DETAILS STATISTICS HISTORY CONFIGURATION

CONFIG

IP CONFIG
DEBUG

Device Type Samsung Android Phone
X BLOCK “ RECONNECT

Device Type Displays the type of device.
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Wired Client - Details

Ll UniFFTA20 ¥ g X

DETAILS STATISTICS HISTORY CONFIGURATION

MAC Address €8:22:14:00:00:10
Hostname UniFi-T420

IP Address 10.0.0.31

Uptime 6h 19m 465
Network LAN

Port LS 48A #11

X BLOCK

MAC Address Displays the MAC address or unique
hardware identifier of the client.

Hostname Displays the customizable name or identifier
of the client.

IP Address Displays the local IP address of the client.

Uptime Displays the duration of time the client has been
connected.

Network Displays the network used by the client.

Port Displays the name and port of the UniFi device
being used by the client. You can click the name to get
additional details on the UniFi device.

Wired Client - Statistics
Overview

Ll UnIFFTAZ0 ¥ g X

DETAILS STATISTICS HISTORY CONFIGURATION

OVERVIEW

MNetwork LAN

Port US 48A 211
Activity 4.58KB/sec
Down Pkts/Bytes 780K/ 4.57M
Up Pkts/Bytes 55.6K / 478K

DEEP PACKET INSPECTION

X BLOCK |

Network Displays the network used by the client.

Port Displays the name and port of the UniFi device
being used by the client. You can click the name to get
additional details on the UniFi device.

Activity Displays the level of activity in Bytes per second.

Down Pkts/Bytes Displays the amount of data
downloaded as packets and bytes.

Up Pkts/Bytes Displays the amount of data uploaded as
packets and bytes.
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Deep Packet Inspection

The Deep Packet Inspection information is available if the
DPI feature is enabled (refer to “Settings > Site” on page

18 for more information).

Ll UNIFFTA20 ¥ g X

DETAILS STATISTICS HISTORY CONFIGURATION

OVERVIEW

DEEP PACKET INSPECTION

Windows

Windows

Packets Bytes

X BLOCK

Category Displays the type of device (one example is
Windows).

Operating System |If available, displays the name of
the operating system (examples include Windows 10,
Windows 8, Windows 7).

Application Displays the name of the application.

Packets Displays the amount of data uploaded and
downloaded as packets.

Bytes Displays the amount of data uploaded and
downloaded as bytes.
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Wired Client - History

Ll UniFFTA20 ¥ e

DETAILS STATISTICS HISTORY CONFIGURATION

Date/Time Duratlon Down Up
2015/06/10 T S =
G?:sz;n; 10h 50m 54s 37.4M  3.26M
2015/03/19 : : 3

gh 59m 32 04,3M g
07:33:25 8h 59m 32s 543N 7.69i
X BLOCK

Date/Time Displays the date and time of the connection.

Duration Displays the duration of the connection.

Down Displays the total amount of data downloaded by
the client.

Up Displays the total amount of data uploaded by
the client.

Wired Client - Configuration
Config

S UniFFTA20 ¥ X ¢

DETAILS STATISTICS HISTORY CONFIGURATION

CONFIG

Alias

Note

APPLY

IF CONFIG

DEBUG

> BLOCK

Alias Allows you to change the hostname of the client.
Note Allows you to enter comments about the client.
Once saved, the client will be designated as a “Noted”
client on the Insights > Known Clients tab.

User Group Allows you to assign the client to a User
Group. User Groups are set up under the Settings tab >

User Groups option (see “Settings > User Groups” on
page 28 for more information). The default User Group

is Automatic.
Apply Click Apply to save changes.
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IP Config

Ll UnIFFTAZ0 ¥ e

DETAILS STATISTICS HISTORY CONFIGURATION

CONFIG
IP CONFIG
Fixed IP ™ Use Fixed IP address
Network LAN >
P 10.0.0.31
APPLY
DEBUG
X BLOCK

Fixed IP Select this option to assign a static IP address to
the client, and configure the settings below. If you want
the local DHCP server to assign an IP address to the client,
remove the checkmark.

+ Network Select the appropriate network from the
drop-down list.

+ IP Enter the local IP address.
Click Apply to save changes.

Debug
L UnIF-TA20 ¥ [= 4
DETAILS STATISTICS HISTORY CONFIGURATION
CONFIG
IP CONFIG
DEBUG
Device Type Windows
> BLOCK

Device Type Displays the type of device.
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Chapter 15: Hotspot Manager

The Hotspot Manager includes four main tabs when
accessed by the UniFi Controller super admin account. For
details on a specific tab, refer to the appropriate section.

X cuests Guests

“Payments and Transactions” on page
104

$ ravments

wass| “Vouchers” on page 104

B “OQperator Accounts” on page 105

Only admins with read/write access to the UniFi Controller
can create operator accounts for the Hotspot Manager.
Operator accounts are designed for use by hotels or other
businesses to service guests and have no access to other
UniFi administrative features. Operator accounts will

have access to three tabs after login: Guests, Payments,
and Vouchers.

Items per page Select how many results are displayed
per page: 10, 50, 100, or 200.

On any sub-tab, you can click any of the column headers
to change the list order.

If there is more than one page of entries to display, click
the navigation controls or page numbers at the bottom
right of the screen to display different pages.

To access the Hotspot Manager, go to Settings >
Guest Control, and click Go to Hotspot Manager. See

4

"Hotspot” on page 25 for more information.
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2 minutes

Ivems per page: 50

DISCONNECT

If you create a bookmark for the Hotspot Manager, ensure
that you include the site name in the URL, which should
be in this format:
https://unifiyourdomain.com:8443/hotspot/s/site_name

Guests
The Hotspot's active guests are displayed.

Search ¢ Enter keywords in the Search field to find a
specific guest based on Name/MAC Address, Package,
Amount, Authorized By, or Status value.

Show Filter by time duration: last 24 hours, 3 days,
7 days, 2 weeks, 30 days, and 120 days.

Name [MAC Address] Displays the guest’s device name
or MAC address.

Package Displays the description of the package that was
purchased (if applicable).

Amount Displays the amount paid for access (if
applicable).
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Authorized By Displays the authorization method. If
there is no authorization, then None is displayed.

Download Displays the total amount of data
downloaded.

Upload Displays the total amount of data uploaded.

Status Displays the remaining session time for the guest.
Displays Expired if there is no remaining session time.

Actions Click a button to perform the desired action:

+ Disconnect Immediately disconnect the selected guest.

+ Extend Click © EXTEND to extend a guest’s session for
an additional 24 hours. For example, if you click it three
times, you will extend guest access for three more days.

Payments and Transactions
The Hotspot's payments and transactions are displayed.

Search ¢ Enter keywords in the Search field to find a
specific voucher based on Time, Name, Package, Amount,
Extra Info, or Status value.

Show Filter by time duration: last 24 hours, 3 days,
7 days, 2 weeks, 30 days, and 120 days.

Time Displays the date and time of the transaction.
Last Name Displays the user’s last name.

First Name Displays the user’s first name.

Package Displays the description of the package.
Amount Displays the amount of the transaction.

Extra Info If the user paid by credit card, the Extra Info
field will display the type of credit card and the last

four digits of the credit card used. If the user paid by an
alternative method such as PayPal, the Extra Info field may
display information such as the email address associated
with the PayPal account.

Status Displays the status of the transaction.
Actions Click a button to perform the desired action:

« Refund Click the Refund button to refund the selected
customer if necessary.
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Vouchers

Create vouchers that include distributable codes, duration
values, and use restrictions.

Search ¢ Enter keywords in the Search box to find
a specific voucher based on Code, Create Time, Note,
Duration, or Status value.

Print all Unused Vouchers Click &rrnmawunuseovouchers: to send
a page to your printer with the codes and durations of
unused vouchers.

Code Displays each active voucher code.

Create Time Displays the date and time a voucher was
created.

Down Displays the maximum download bandwidth
allowed.

Up Displays the maximum upload bandwidth allowed.

Byte Quota Displays the maximum amount of data
transfer allowed per session.

Note Displays any notes that were added using the Notes
option during voucher creation.

Duration Displays the duration of minutes, hours, or days
that the voucher enables the user to access the Internet.

Status Indicates whether the voucher is valid for a single
use or multiple uses. Displays Expired if the voucher is no

longer valid. Displays the number of times used and time
until expiration for multi-use vouchers.

Actions Click a button to perform the desired action:

» Revoke Click *®vex to immediately deactivate the
selected voucher.

+ Print Batch Click #rwresten to print the batch of
vouchers created at the same time.
Create Vouchers To create a batch of vouchers, click
eaarvucs . gnd complete the following:
e Create  Enter the number of vouchers to create.
* One time/Multi-use Select how often the voucher can
be used: One time or for Multi-use.

» vouchers for __ Select how long the voucher is valid:
8 hours, 24 hours, 2 days, 3 days, 4 days, 7 days, or
User-defined. If you select User-defined, enter a number
and specify day, minute, or hour.
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+ Bandwidth Limit (Download) Select to limit the
download bandwidth. Enter the maximum in Kbps.

» Bandwidth Limit (Upload) Select to limit the upload
bandwidth. Enter the maximum in Kbps.

+ Byte Quota Select to limit the amount of data transfer
allowed per session. Enter the maximum in megabytes.

» Notes Enter any notes specific to this batch of vouchers.

« Create Vouchers Click EAEESETIEE to create the
vouchers as specified.

+ Cancel Click % canceL to discard changes.

Operator Accounts

(Only available for admins with read/write access to the
UniFi Controller). Create Operator Accounts that can log
in to Hotspot Manager to manage guests, payments or
transactions, and vouchers.

Search ¢ Enter keywords in the Search field to find a
specific operator account based on Name, Password, or
Notes value.

Name Displays the name of the operator.

Password Displays the password.

Notes Displays any descriptive notes.

Actions Click a button to perform the desired action:

» Delete Click ¥ peLeTE to remove an operator account.
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Create New Operator To create a new operator account,
click =aamevavorawor and complete the following:

* Account Name Enter a name for the operator. The
Account Name should use A-Z, a-z, or 0-9. Spaces and
symbols are allowed but not recommended.

» Password Enter a password for the operator. The
Password has to start with A-Z, a-z, or 0-9. The other
characters can only be printable ASCII characters.

» Notes (Optional) Enter a note to identify or describe the
operator.

+ Create Operator Click EATZIITEIE to create the
new operator account.

+ Cancel Click % canceL to discard changes.

Open Operator Login Click merormsmorwoan - tg test the
operator credentials.

If you create a bookmark for the Hotspot Manager, ensure
that you include the site name in the URL, which should
be in this format:
https://unifi.yourdomain.com:8443/hotspot/s/site_name

The UniFi Hotspot Manager login screen will appear. Enter
the username and password in the appropriate fields and
click LOGIN.
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Only the Guests, Payments, and Vouchers tabs will appear.
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Appendix A: Portal
Customization

Overview

With Portal Customization, the UniFi Controller software
allows complete branding of a portal implementation,
allowing you to “white label” your wireless Internet service
as if you had developed it yourself.

In order to provide the maximum flexibility in your
branding effort, the UniFi Controller software provides
total access to the portal directory on the system in which
itis installed.

This open architecture allows you to include unlimited
content while keeping development simple through the
use of plain .html (hand code or use any editor of your
choice). Testing is simple and immediate; simply reload
changes from any browser.

Enabling Portal Customization

By default, Portal Customization is disabled in all Guest

Portal implementations. See “Settings > Guest Control”
on page 24 for more information on enabling the Guest
Portal for the following authentication and landing page

options: No authentication, Simple Password, and Hotspot.

To enable Portal Customization, perform the following
steps:
1. Go to Settings and click Guest Control.

Settings

2. Select Guest Portal to enable it, and then select an
authentication method.

Settings
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3. Select Portal Customization to enable it, and then
click

Settings

Viewing the Default Portal

Once Guest Portal and Portal Customization are enabled,
connect to the Guest Network SSID as shown below,
depending on your platform.

Windows

1. Go to Connect to Network.

+ Windows 8 Go to the Settings menu and click the
Network ® icon.
« Windows 10/7 Right-click the Network ® icon.
2. Select the Guest Network SSID and click Connect.
3. Depending on the security type applied to the

network, enter the security key or password. Click OK
or Connect.

4. Launch your web browser and you will be directed to
the default portal page for the authentication type
configured on the Guest Portal (see “Settings > Guest
Control” on page 24 for screenshots of default
portal pages by authentication method).

Mac

1. Click the AirPort
side of the screen).

2. Select the Guest Network SSID and click Connect.

icon in the menu bar (top right

3. Depending on the security type applied to the
network, enter the security key or password. Click OK.

4. Once connected, the AirPort = icon will change from
gray to solid black. The number of black lines indicates
the signal strength.

5. Launch your web browser and you will be directed to
the default portal page for the authentication type
configured on the Guest Portal (see “Settings > Guest
Control” on page 24 for screenshots of default

portal pages by authentication method).
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Setup

The html and css files are located on the system that the
UniFi Controller software has been installed on. The files
are in the following locations:

Mac
/Applications/UniFi.app/Contents/Resources/data/
sites/<site_name>/portal

Windows

<Drive_Letter>:\Users\<Username>\Ubiquiti UniFi\data\
sites\<site_name>\portal

For specific instructions on accessing the files, refer to the
specific operating system:

* Mac
+ “Windows"” on page 109

Mac
1. Navigate to Go > Applications.

Enciosing Folder X1
B Computer oxC
4 Home oXH
1 Desiacn oRD
= Network oRK
2 iDisk »

* Documents. X0
: Unilities XU

Recent Folders »

Co to Folder... oRC
. ConmecttoServer... MK

2. Control-click the UniFi application and then click Show
Package Contents.

M—
Open

g ME Trash

B= cetinko

B Comprass “Unifi®

Burn “UniFT™ 1o Disc...
icate

Make Allag
Quick Look “Unifi™
Copy “Unif
Clean Up Selection
Show View Options

Label

3. Double-click the Contents folder to open it.

ann _ UniFiapp
() Blls om0 (n 25 2
VavoRITES

&F Dropbon =

3 Final —

[0 Resorarces P Consern
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4. Double-click the Resources folder to open it.

ann £ Contariex
| [ PR o - 2
FavamITES
% Dropbox
3 Finat - - [r— —
[ mesmurces Infe.discover pist Info.giist Macos Pagista [ sicomirces |
L] meven
[ working

5. Double-click the data folder to open it.

ann = Revourens

-] -'i' m - |_§".|-_!_.| e U CH S
JavonTES E =
% Dvopbox
[ Final JES— — Jo—— — o
[ Resources Bin «m a v L
(21 Working
[ Logos. ;
M whs _— [ — —
Sl Deskien logs ren i discover cns wnifiicns webanps
¥ Applications. - = 2
) Pictures:
[ Documents
D Downloads.
i =
p—— byl
tvices
[l Mac's MacB...

6. Double-click the sites folder to open it.

ann (et
| Bllsom&: @ n) 25 2
FAVORITES

phs = .
£ Final — —_— —
L3 Resources. backup dn Sevices lyszore.
B ke 280 w
[ Warking

|

[ Logos. -
[ puicdes

= Desktop
¥ Applications.
) Pictures:
[ Documents
D Downloads.
i

B

SystEm.propeTies

bevices
i Mac's MacB...

7. Double-click the folder whose name matches the site
ID (for example: /manage/s/<site_ID>/dashboard).

-
N Cefeoicols o 2

TAvaRITES

3 Finat —
3 mesowrces
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8. Double-click the portal folder to open it.

enn L et
(sl ] (P () 25 2
RS

57 Dropbox

3 Final pram——

[ mesources P ponai 1

[ Review

[ Working

3 Logos.

L guides

9. You have several files that you can customize in the
portal folder (these are described in the Customizable
Default Files section).

ane 3 portal
fazd [ e R 78 2
JavamTes

5 Dropbox

[ Final P i ] {rs _

(3 Resorurces tundie fail bom Images dex. i 3
B b = o

[21 Working

[ Logos. ™= - =1 =

L) guides. it it

[ Desktop = = T
Wi Applications.

) Pictures.

[ Documents

@i
s
v
[ Mac's MacB...

10.To customize the voucher, double-click the bundle
folder to open it.

LA 3 portal
BN e feoic ol e 2

57 Dropbox

3 Firal —_— e — bt e
M ez [ tunce J fail be Images de. i 3

11.You can customize voucher.css and voucher.html to fit

your needs.

ann
ar Bz ooma-
FavaRTES
%7 Dropbox
(3 Final i e
L Resources meitages. propen wouCher £ woncher rmd
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Windows

The Windows files are located in the following location:
<Drive_Letter>:\Users\<Username>\Ubiquiti UniFi\
data\sites\<site_name>\portal

Customizable Default Files

The following default customizable html and css files are
located in the portal folder:

» index.html Main landing page that displays pricing to
the guest.

* payment.html Used to submit credit card information.
It requires https and also serves as an example of an
additional .html page.

« fail.html Displayed when there is an error handling a
guest login.

» reset-min.css Standardizes the rendering of HTML
elements across browsers.

« styles.css Controls the style of HTML elements.
The following default files are located in the bundle folder:
» voucher.html Page for vouchers.

» voucher.css Standardizes the rendering of HTML
elements across browsers.

* messages.properties You can edit this file using a
text editor such as TextEdit. This file defines package
costs, duration of access, duration of a free trial period,
package titles, and how the charge will appear on a
customer’s credit card account. Error messages are also
defined by this file.

ann
F’Mtw

2 st In in U5 geilacs

sovat=4. 90

7 ieTeult carreney 13 USD
package. 1, currency

pactage. 1, heursah
£ A4S iheun in the Hotapet Heseger
package. 1
2t -no- ] w Sredit cord atatemint

Backage. I nasesPreniin un BhpAxE
package. . charged_sisHstipot 1-SayuLfi

#2 package 3
2 this 18 8 free tris) peckige (with sacurt 8}
packige. ), asoust=d

usee {in Boursls o Lockeut 1f it 10 &,

wver group pelicy per WLAN/USEr, default is false

ited
Packaoers, TIATY awotactnte

TsvsligheeessPaint-Flesse connect Trom fuest wireless netwsrk
IevaligPasswnrinlnvalis Passwsre
Tavelisioacharaiovalie Veuchar

harQust har

5450 S uacen
P IEa e paysent
Freatvialisedbireagparree tr e b e

welesnePage.TitLemketisn - Cwest Aeces
NelcaneFige. raLledTaternalaThe MLSBOT L3 A6t Coafigured. coerictly

Enfarnation

et

. xpiratisntearainvalid
alistEveTanatis Security ot

caustry code

PaymentPage.Failedlaternslebnable te precess the paysent

Additional details on portal customization can be found in
our community site at:
http://ubnt.link/UniFi-Portal-Customization
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Appendix B: UniFi Discovery
Utility

Overview

The Ubiquiti UniFi Discovery Utility includes tools that
allow the discovery and management of UniFi APs. It is
installed automatically as part of the UniFi Controller

software installation process. See “Software Installation”

on page 1 for more information.

Launching the UniFi Discovery
Utility
Mac Users

From the Finder, click Go > Applications and double-click
the UniFi-Discover.app icon.

FAVORITES
L M1 My Files

e e
7 Documents.
(] Downloads
Movs - A
[T Music —
g Stckies 490 Utlities UnifLapp UniFi-Discover.app
[ Dropbok 3 Macingowh HO - (5 Agchicatons

PC Users

For most versions of Windows, go to Start > All Programs
> Ubiquiti UniFi and double-click the UniFi-Discover icon.

For Windows 8, go to the Start menu and double-click the
UniFi-Discover icon.
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UniFi Discovery Utility Interface

Upon launch, the UniFi Discovery Utility listens to Layer-2
broadcast/multicast beacons from UniFi APs in both a
factory default state and an unmanaged state (adopted
but unable to contact the UniFi Controller software).

B.00 Usiguani Unii - Discovary Uty

[Discovering Unifi devices ..

MAC Addeuss P Address Madel Varsion Status

S5°18.06.00:54 34 (Roshiop) 1000136 ihep)  UniFi AP-Duadoses 1272816 Mnaped Adopted oo | mansgr | rese
0 e B0 55 QUENT) 100.0.104 idhep) Uik AP-Prs 3252791 Manaped [Adopred cale || mansge et
A3 107250 ACLADY 1000149 idhep) il AP-AT I2I2T90  Manaped Adopted ocaie || mansge | reset
O Lk 22 (MaAPPRO) 100.0.148 dhep) L AP-Pro 3252791 Manaped (Adopred ocain || mansge | resst
91l 0 5596 (UBNT) 10.0.0.132 idhep) Ui AP-Pro 3252791 Manaped | Adopied

MAC Address Displays the MAC address and alias of
the AP. The alias is displayed in parentheses if it has been

specified; see “UniFi Access Point - Configuration” on
page 88 for details.

IP Address Displays the IP address of the AP and the
method used by the AP to obtain an IP address. The
method is displayed as DHCP or Static in parentheses.

Model Displays the model name of the AP.
Version Displays the firmware version installed on the AP.

Status Displays the current status of the AP: Pending,
Managed/Adopted, Login Failed, or IP Unreachable.

There are three buttons available:

Y/

“Locate” on page 112

u

Manage” on page 112

o M

Reset” on page 113

Note: To reboot the AP, click one of the buttons listed
above and proceed to “Reboot” on page 113.
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Locate

Locate the AP. The following window will appear:

806 10.0.2.104 - Apply

Device Information

Status: Managed/Adopted
This device is managed by other controller. You
need to provide the username/password in

order to perform any actions against this
device.

Model: UniFi AP-Pro (3.2.5.2791)
IP Address: 10.0.0.104 (dhcp)
MAC Address: 55:9f:db:b0:55:9f (UBNT)

Actions: | Locate &
Username: ubnt
Password: | ubnt

|_Cancel

Actions If you clicked the Locate button, then Locate is
automatically selected.

Username If required, enter the device username.
Password If required, enter the device password.

Apply Click Apply to locate the AP. The LED on the AP will
flash so that it can be differentiated from the other APs.
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Manage

Set the inform URL, allowing the AP to be managed by
the UniFi Controller software running in a NOC or in the
cloud. (See “Network Topology Requirements” on page
1 for a visual representation of this configuration.) The
following window will appear:

800 10.0.2.104 - Apply

Device Information

Status: Managed/Adopted
This device is managed by other controller. You
need to provide the username/ password in
order to perform any actions against this
device.
Model: UniFi AP-Pro (3.2.5.2791)
IP Address: 10.0.0.104 (dhcp)

MAC Address: 55:9f:db:b0:55:9f (UBNT)

Actions: | Set Inform :
Set Inform URL: ”I.mp:Hunifi:sosminforrn
Username: .ubnl:
Password: ubnt

 Apply Cancel |

Actions If you clicked the Manage button, then Manage is
automatically selected.

Set Inform URL Enter the URL, port, and path to the UniFi
Controller software.

Username If required, enter the device username.
Password If required, enter the device password.
Apply Click Apply to save the inform URL.
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Reset

Reset the AP to factory default settings. The following
window will appear:

806 10.0.2.104 - Apply

Device Information

Status: Managed/Adopted
This device is managed by other controller. You
need to provide the username/password in
order to perform any actions against this
device.
Model: UniFi AP-Pro (3.2.5.2791)
IP Address: 10.0.0.104 (dhcp)

MAC Address: 55:9f:db:b0:55:9f (UBNT)

Actions: |_Restore to factory default :
Username: ubnt
Password: | ubnt
EAopy ) [ cancel )

Actions If you clicked the Reset button, then Restore to
factory default is automatically selected.

Username If required, enter the device username.
Password If required, enter the device password.

Apply Click Apply to reset the AP to factory default
settings.
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Reboot

To reboot the AP, click any of the buttons (Locate, Manage,
or Reset) on the UniFi Discovery Utility screen. The following

window will appear:

806 10.0.2.104 - Apply

Device Information

Status: Managed/Adopted
This device is managed by other controller. You
need to provide the username/password in
order to perform any actions against this
device.
Model: UniFi AP-Pro (3.2.5.2791)
IP Address: 10.0.0.104 (dhcp)

MAC Address: 55:9f:db:b0:55:9f (UBNT)

Actions: | Reboot 3
Username: ubnt
Password: | ubnt

el |

Actions Select Reboot from the drop-down menu.
Username If required, enter the device username.
Password If required, enter the device password.
Apply Click Apply to reboot the AP.
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Appendix C: Mobile Apps

Overview
Ubiquiti Networks offers two UniFi mobile apps:

+ UniFi EasySetup App You can use a mobile device
to provision a UniFi AP for basic functionality without
configuring a UniFi Controller.

+ UniFi EDU App You can use the UAP-AC-EDU to
broadcast announcements with clarity from your
mobile device. Refer to “UniFi EDU App” on page 117
for more information.

UniFi EasySetup App

The Android version can set up any UniFi AP. The
iOS version can set up the UAP-AC-LITE, UAP-AC-LR,
UAP-AC-PRO, or UAP-AC-EDU. A future upgrade will
enable the iOS version to set up any UniFi AP.
Requirements

» An Ethernet connection from the UniFi AP to the LAN
with DHCP

» Firmware version 3.4.4.3231 or higher
+ A compatible Android or iOS device

The following instructions describe the Android version of

the app; however, the iOS version is similar.

1. Download the UniFi AC EasySetup App from the
App Store (iOS) or the UniFi EasySetup App from
Google Play™ (Android).

2. Launch the app, and use one of the following options:

+ Log In Enter the Username and Password of your
Ubiquiti Single Sign-On (SSO) account. Tap Log In.

+ Register To register for an SSO account, tap
Register.

+ Continue If you do not want to back up or restore
configurations, you can skip the login and tap
Continue.
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3. The app will search for new devices. Tap the UniFi AP

on the device list and go to step 5.

UniFi AC

© =™
UAP-AC-EDU

If a new device is not detected, you have two options:
+ Scan QR Code Tap Scan QR Code and go to step 4.

« Wi-Fi Settings Tap Wi-Fi Settings and connect to
your Wi-Fi network. Then the app will run a search
again.

Wi-Fi network is not connected

4. Scan the QR code on the back of the UniFi AP, or

tap You can enter your ID manually to type the
case-sensitive MAC address.

Note: For Android, the mobile device
automatically connects to the helper SSID. For
iOS, manually copy and paste the helper SSID
and password.

YOU CAN ENTER YOUIR 1D MANUALLY
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5. Create a device login using the Username and Password
fields. Select the appropriate Country Code and tap OK.

6. On the Config screen, you can change UBNT (the
default device name) to a descriptive name.

Configure the following settings for each radio:

Channel

- Select a channel number or keep the default, Auto.

- Select the appropriate channel width.

TX Power The default is Auto. Select High, Medium,
or Low.

Name/SSID Enter the name of the wireless network.
Enabled Enable or disable wireless functionality.

Security Select the security method you want to
use.

Security Key Enter the passphrase.

Tap Apply Settings.

Channel Autey
20 MHz
T Pawer Aute
WLAN Settings.
Name/SSID  ubat
Enabiled ®
........ WEA . Baronnal

7. Tap Continue.
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8. Scroll down the Config screen to access the following:

+ Firmware Upgrade Install the latest firmware on
the UniFi AP. (Not available if the latest firmware is
already installed.)

+ Forget This AP Remove the UniFi AP from
management by the UniFi EasySetup App and reset
it to factory default settings. All configurations and
history associated with this UniFi AP will be deleted.

+ Restart Power cycle the UniFi AP.
* Locate Flash the LED indicator on the UniFi AP.

1 you na longes wish ta manage this AR you
il

wiped out

sestarr ) Locare

9. Return to the UniFi AC screen. Tap the overflow Bicon

in the upper-right corner, and then tap Settings. (The
Scan QR code option adds another UniFi AP)

T

@ BN Scan OR code
g 12% 7
UAP-AC-EDU
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10.The Settings screen offers the following options:

+ Secure Shell (SSH) Login Username Change the
username of the device login.

+ SSH Login Password Change the password of the
device login.

+ Country Code Change the country selection.

+ Single Sign-On (SSO) Username Change the
username of the SSO account.

+ SSO Password Change the password of the SSO
account.

+ Automatic Configuration Backup Enable or disable
automatic backup of the current configuration.

« Back Up Now Back up the current configuration.
+ Restore Restore the previously saved configuration.

Login Uisemame

Login Password
Country Code

Usemame
Password

Automatic Configuration Backup ®
Last backup: N

BACKUP NOW RESTORE

Scroll down further to view the UniFi Controller settings:

* Controller mode Enable or disable use of the UniFi
EasySetup App with a UniFi Controller.

+ Address Enter the IP address of the UniFi Controller.
« Port Enter the port number of the UniFi Controller.
Note: The Controller settings are not available in

the iOS version; however, they will be available in

a future upgrade.

Usemame

Password

Automatic Configuration Backup ™
BACKUR NOW RESTORE

Controller mode

Address

Port
Enter

The UniFi EasySetup App configures basic features
accessed via a mobile device. Advanced features require
the UniFi Controller software.

Ubiquiti Networks, Inc.

Appendix C: Mobile Apps

UniFi EDU App

Use the UniFi EDU app to broadcast announcements from
the UAP-AC-EDU.

Requirements

+ UniFi Controller software v4.8.7 or higher

+ A compatible Android or iOS device located on the same
Layer-2 network as the UniFi Controller and UniFi APs

The following instructions describe the Android version of
the app; however, the iOS version is similar.

1. Download the UniFi EDU app from the App Store (i0OS)
or Google Play (Android).

2. Launch the app.
3. Tap Discover Controller.

@ Note: Tap Advanced to manually enter the IP
address instead. Then tap Connect and go to
step 5.

4. Tap the UniFi Controller you want to use.

UniFi Controller (unifi)
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5. Enter the Username and Password, and then tap 8. After the speakers initialize, begin the announcement.
Log In. Tap Stop Broadcasting to end the announcement.
ﬁ <a I"é’ All PAs (m]
Un’F‘ Main Dffice
o e ¢
Loginto 10.0.6.163 Library =
of & b
Science Lab
of & o
Classroom 101
i $ w

6. Tap the site of your UniFi AP AC EDU devices. The speakers will automatically shut down when you stop

broadcasting.

Campus

7. After the app checks the status of the speakers, select
the ones you want to use, and tap Broadcast.
Note: Use the slider control to adjust the volume
for each speaker.

@ All PAs o

-
Main Office =
ol & W0
Library e
f & 0
Science Lab
of - o

Classroom 101
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Appendix D: Contact
Information

Ubiquiti Networks Support

Ubiquiti Support Engineers are located around the world
and are dedicated to helping customers resolve software,
hardware compatibility, or field issues as quickly as
possible. We strive to respond to support inquiries within
a 24-hour period.

Ubiquiti Networks, Inc.
2580 Orchard Parkway
San Jose, CA 95131
www.ubnt.com
Online Resources

Support: ubnt.link/UniFi-Support

Community: community.ubnt.com/unifi
Downloads: downloads.ubnt.com/unifi

Ubiquiti Networks, Inc.
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