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Chapter 1. Introduction

This document describes the Command Line Interface (CLI) for managing D-Link's
DSR-500AC/1000AC router.

The CLI user requires advanced knowledge about the configuration of the system,
and it should be used only by those users who are familiar with CLI-based
configuration.

Note that the following features in the DSR Unified Services Router cannot be
managed by the CLI:

e Firmware Upgrade

e Configuration Backup/Restore

e C(Certificate Generate/Upload

e Power Savings mode configuration

e System Dashboard/Resource Utilization

Please access the web browser based Ul of the DSR router for managing these
features.

1.1 Accessing the CLI

The CLI can be accessed by logging in with the same user credentials used to
access the web browser based Ul.

khkkkkhkhkkhkhkhkhkhkhkhkhkhkhkhkhhkhhkhkhhkhkhkhkhkhkhkhhkhhkhkhhhhkhkhhkhhkhhkhhhhxk

Welcome to the DSR Command Line Interface

IR R RS S SRR RS E RS R SRR SRR R R EEE R EEEEEEEEEEEEEEEE SRS

D-Link DSR>
= Note: D-Link DSR> is the CLI prompt.
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Chapter 2. Basic commands available

on the CLI

2.1 Context Sensitive Help

(7] -

Displays context sensitive help. This is either a list of possible command

completions with summaries, or the full syntax of the current command. A
subsequent repeat of this key, when a command has been resolved, will display
a detailed reference.

2.2 Auto-Completion

The following keys both perform auto-completion for the current command line. If
the command prefix is not unique a subsequent repeat of the key will display
possible completions.

[enter] - Auto-completes, syntax-checks then executes a command. If there
is a syntax error then offending part of the command line will be highlighted

and explained.

[space] - Auto-completes, or if the command is already resolved, inserts a

space.

2.3 Movement Keys

[CTRL-A] - Moves to the start of the line.

[CTRL-E] - Moves to the end of the line.

[up] - Moves to the previous command line held in history.
[down] - Moves to the next command line held in history.
[left] - Moves the insertion point left one character.

[right] - Moves the insertion point right one character.

2.4 Deletion Keys

[CTRL-C] - Deletes the whole line.
[CTRL-D] - Deletes the character to the right on the insertion point.
[CTRL-K] - Deletes all the characters to the right of the insertion point.

[Backspace] - Deletes the character to the left of the insertion point.

11



2.5Escape Sequences

e Il - Substitutes the last command line.
e IN - Substitutes the Nth command line (absolute as per 'history' command).

e [|I-N - Substitutes the command line entered N lines before (relative).

12



Chapter 3. Command Hierarchy in CLI
3.1CLI Commands

The CLI commands are divided into 4 categories:
e Global commands
e Show commands
e Utility commands

e Configuration commands

3.2 Router Configuration

The router configuration is divided into 5 branches:
e Net: Network Settings
e Security: Security Settings
e System: Admin Settings
e Dot11: Wireless Settings
e Vpn: VPN Settings
e Radius: RADIUS Settings

13



Chapter 4. Global commands used in
CLI

The global commands that are used in CLI are given below:
e .exit: Exit this session
e .help: Displays an overview of the CLI syntax
e .top: Returns to the default mode
o .reboot: Reboots the system.

e _.history: Displays the current session's command line history. Number
of commands in history list can be controlled by setting limit argument;
by default it is unbounded.
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Chapter 5. Show commands used in
CLI

The show commands for all the above mentioned branches are outlined in this
section.

The command show activeDirectory-serverCheck? at the CLI prompt would give the
description of all the show commands in the branch activeDirectory-serverCheck, which
is as follows:

show activeDirectory-

serverCheck Displays status of Active Directory servers.

The command show NT-Domain-Settings? at the CLI prompt would give the description
of all the show commands in the branch NT-Domain-Settings, which is as follows:

|1 |show NT-Domain-Settings |Displays NT Domain configuration. |

The command show vpn? at the CLI prompt would give the description of all the show
commands in the branch vpn, which is as follows:

1 show vpn gre_tunnels gre tunnels display mode.

2 show vpn 12tp client Shows [2tp client details.

3 show vpn 12tp client setup |Displays 12tp client setup.

4 show vpn 12tp client status |Displays 12tp client status.

5 show vpn 12tp Shows I2tp server details.

6 show vpn 12tp server Shows [2tp server details.

7 show vpn 12tp server setup |Displays |12tp server setup.
show vpn 12tp server .

8 connections Displays I2tp server stats.

9 show vpn openvpn Displays openvpn commands.

10  |show vpn openvpn config  |Displays openvpn configuration.

11 show vpn openvpn Displays all openvpn remote network on
remote_network_all system.
show vpn openvpn .

12 local_network_all Displays all openvpn local network on system.
show vpn openvpn . "

13 cert_upload_status Displays openvpn certificate status.

14 |show vpn pptp client Shows pptp client details.

15  |show vpn pptp client setup |Displays pptp client setup.

16  |show vpn pptp client_status [Shows pptp client status details.

17 EZSUV;; ven pptp client_status Displays pptp client status setup.
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18 |[show vpn pptp Shows pptp server detalils.

19  |show vpn pptp server Shows pptp server detalils.

20 |show vpn pptp server setup |Displays pptp server setup.

21 igﬁyezzgfgtp server Displays pptp server stats.

22  [show vpn sslvpn Shows sslvpn settings.

23 show ven ssivpn Shows sslvpn active connections.
connections

24 [show vpn sslvpn client Shows sslvpn client settings.

25 [show vpn sslvpn route Shows route settings.

26  [show vpn sslvpn policy Shows sslvpn policy settings.

27 lshow vpn ssivpn portal- Shows sslvpn portal-layouts settings.
ayouts

28 zgﬁﬁmgrzis:épn Shows sslvpn portforwarding settings.

59 show vpn s_slvpn _ Shqws sslvpn portforwarding appconfig
portforwarding appconfig  |settings.

30 show vpn sglvpn . Shqws sslvpn portforwarding hostconfig
portforwarding hostconfig  [settings.

31  |show vpn sslvpn resource [Shows sslvpn resource settings.

32 ig?gf:tvf?eziblr%g_ri‘;%ie_ Shows sslvpn resource object settings.

33 [show vpn ipsec Shows vpn policy.

34  [show vpn ipsec policy Shows vpn policy.

35 [show vpn ipsec policy setup [Shows vpn policy.

36 |show vpn ipsec policy status|Shows vpn status.

37 zgglvu\éﬁgéﬂi?;pd'cy Shows a list of backup policies.

38 [show vpn ipsec dhcp Shows vpn ipsec dhcp setup.

39 |show vpn ipsec dhcp setup [Shows vpn ipsec dhcp setup.

The command show LDAP-Settings? at the CLI prompt would give the description of all

the show commands in the branch LDAP-Settings, which is as follows:

I

lshow LDAP-Settings

|Displays LDAP configuration.

The command show dot117? at the CLI prompt would give the description of all the show

commands in the branch dot11, which is as follows:

accesspoint<ap_name>

for display.

1 show dot11 Displays 802.11 configuration
Displays Access Point configuration. This
show dot11 command displays the list of configured Access|

Points for the device. From this summary list,
status and parameters of each AP are available
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ap_name: This is an AP identifier which
uniquely identifies an AP in the list of configured
APs. Enabled: An AP can be disabled if not in
use and enabled as needed. The AP is disabled
if this field has the value 'N' and it is enabled if it
has the value 'Y'. Disabling an AP does not
delete the configuration, but stops the AP.
Enabling the AP creates a wireless network
where computers and other devices can join and
communicate with the devices connected to the|
access point or the devices on the Local Area
Network (LAN). SSID: The name or Service Set
Identifier (SSID) is the name of the wireless
network serviced by this AP. Note that since g
given wireless profile can be common to multiple
APs, the SSID is not unique to an AP. In order|
for computers or devices to communicate via
this wireless network serviced by this AP, all
devices must select the same SSID from the list
of wireless networks in the area.Broadcast:
The field indicates whether SSID is broadcasted
or not in the beacon frames transmitted by the
AP. If SSID is not broadcasted, the wireless
devices will not be able to see the network name|
(SSID). If this field has the value "Y', it indicates
that the AP's SSID is broadcasted to the public.
If it is 'N' it indicates the SSID is not to be
broadcasted and a device would have to specify
the SSID exactly to connect to this AP.

Profile: This field has a brief description of the
security, encryption and  authentication
combination assigned to the AP. A Profile is not
necessarily uniqgue to an AP, rather this
grouping of wireless settings can be used on
more than one AP at the same time.

Radio: The physical radio(s) on which this AP is
running on. An AP can run on multiple radios at
the same time for load-balancing and better|
throughput.

VLAN: The AP can be a part of a logical network
defined by the VLAN id. This allows devices
connected to the VLAN through this AP to
exchange data with one another as in a LAN. If
the optional argument ap_name is specified, the
following configuration information is displayed
for the access point.

Beacon Interval: The amount of time in
milliseconds between beacon transmissions.
DTIM Interval: Interval for delivery of traffic
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indication message. It is related to beacon
interval.

RTS Threshold: The Request to Send (RTS)
threshold is the value the AP checks against its|
transmitting frames to determine if the
RTS/Clear To Send (CTS) handshake is
required with the receiving client. Using a small
value causes RTS packets to be sent more
often, consuming more of the available
bandwidth, therefore reducing the apparent
throughput of the network packet. The default is
2346, which effectively disables RTS. Frag
Threshold: This is the maximum length of the
frame, beyond which packets must be broken up|
(fragmented) into two or more frames. Collisions
occur more often for long frames because
sending them occupies the channel for a longer
time. The default is 2346, which effectively
disables Fragmentation. Preamble Mode:
802.11b requires that a preamble be prepended
to every frame before it is transmitted to the air.
The preamble may be either the traditional long
preamble, which requires 192 micro second for|
transmission, or it may be an optional short
preamble that requires only 96 micro second.
Long preamble is needed for the compatibility|
with legacy 802.11 systems operating at 1 and
2 Mbps. The default is 'long. RTS/CTS
Protection: If selected the AP always performs
RTS/CTS handshake before transmitting &
packet. Itis generally used to minimize collisions
among hidden stations Transmit Power Gain:
Defines the relative amplification (gain) in dom
for transmitted packets which is added to the TX|
power configured on the physical radio. Retry
Limit: The number of retries the AP will use
when a frame transmission fails. It is used for|
both long and short frames, of size less than or
equal to the RTS threshold. Supported Rate:
The rate or rates (in Mbps) which the AP will
advertise in the beacon frames.

show dot11
profile<profile_name><displ
ay_qos>

Displays Profile configuration. If no profile name;
is specified, this command will display a
summary of the details of all the profiles
configured in the system. If a profile name is
specified, this command will display a detailed
configuration of the profile. If the argument
'DisplayQosinfo’ is set to 'Y, the profile details

will include the QoS details as well.
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show dot11 statistics

Displays access point and radio statistics. This|
table shows a cumulative total of relevant
wireless statistics for the APs and radios; the
counter is reset when the device is rebooted.
Radio Statistics: This table displays
transmit/receive data for each radio. It has the
following fields: Pkt(Tx/Rx): The number of

transmitted/received wireless packets.
Byte(Tx/Rx): The number of
transmitted/received bytes of information.
Err(TRx/RX): The number off

transmitted/received packet errors reported to
the radio. Drop(Tx/Rx): The number of
transmitted/received packet drops between the
radio and client. Mcast: The number of multicast
packets sent over this radio. Coll: The number|
of packet collisions reported to the radio. AP
Statistics: This table displays transmit/receive
data for each AP. An AP can have multiple
entries if it is running on multiple radios. It has
the following fields: Pkt(Tx/Rx): The number of
transmitted/received wireless packets
Byte(Tx/Rx): The number off
transmitted/received bytes of information
Err(TRx/Rx): The number of
transmitted/received packet errors reported to
the AP. Drop(Tx/Rx): The number of
transmitted/received packet dropped by the AP.
Mcast: The number of multicast packets sent
over this AP. Coll: The number of packet
collisions reported to the AP

show dot11 acl<ap_name>

Displays access control list information for the
specified access point.

show dot11 accesspoint
status<ap _name>

Displays wireless stats.

show dot11
wmm<profile_name>

Displays wireless stats.

show dot11 radius

Displays radius Information.

show dot11 wps

Displays WPS Information.

show dot11 wds<radio _no>

Displays WDS Information.

11

show dot11
wireless_statistics

Displays wireless_statistics Information.
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show dot11 radio<radio _no>

Displays Radio configuration. Available Radios|
This table shows the list of available radios that
an AP may use. It has the following fields:
Radio: The radio number. Card: This field
indicates which card the radio is using. Path:

This field indicates which path the radio is
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mapped to. RogueAP Enabled: If this field has
value 'Y' it indicates that RogueAP detection is
enabled on this radio. If it is 'N' it indicates that
RogueAP detection is disabled on this radio. If
the optional argument radioNum is given, the
following cofiguration information is displayed
for the given radio. Radio Settings Radio: The
radio number. Card Name: This field indicates
which card the radio is using. Path: This field
indicates which path the radio is mapped to.
Current Channel: The channel used by the
radio. RogueAP Enabled: If this field has the
value 'Yes', it indicates that RogueAP detection
is enabled on this radio. TX Power: Value in
dBm is the default transmitted power level for all
APs that use this radio. RX Diversity: Enable
receive diversity (use multiple antennas to
receive packets) List of Access Points for Radio
This table shows all the APs that are configured
for a particular radio. AP Name: This is the
name of the AP. BSSID: The BSSID of the AP
SSID: The SSID serviced by AP Profile: This
field has a brief description of the security,
encryption and authentication combination
assigned to the AP.

The command show POP3-Settings? at the CLI prompt would give the description of all
the show commands in the branch POP3-Settings, which is as follows:

[ |show POP3-Settings [Displays POP3 configuration. |

The command show POP3-Trusted-CA? at the CLI prompt would give the description of
all the show commands in the branch POP3-Trusted-CA, which is as follows:

[l |show POP3-Trusted-CA  |Displays POP3 Trusted Certificates. |

The command show system? at the CLI prompt would give the description of all the show
commands in the branch system, which is as follows:

show system logging
show system logging remote|.

show system logging remote
setup

show system logging facility |.

show system logging facility
setup <facility>

show system logging ipv4

Displays remote logging configuration

Displays logging facility configuration

| O || W |INf—=
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show system logging ipv4

7 setup Displays logging configuration
8 show system logging ipv6
9 igﬁm system logging ipve Displays ipv6 logs configuration
Displays captured log messages of the router|
10  |show system log activities
Displays all the captured log messages of the
router activities from Event Log. The logs
11 show system log all displayed on this event viewer can be defined in
the Log Configuration commands
Displays Page Wise, captured log messages of
12 lshow svstem lod pade the router activities from Event Log. The logs
y 9pag displayed on this event viewer can be defined in
the Log Configuration commands
13 show system
remote_management
14 show system Displays remote management over hitps
remote_management setup |configuration
show system : . . . .
15 sessionSettings Displays sessionSettings Configuration
show system : . .
16 snmp <agentlPs Displays SNMP configuration
17  |show system switch_setting |.
show system switch_setting |. . .
18 oower_mode Displays power mode configuration
show system switch_setting |. . . .
19 iumbo_frame Displays jumbo frame configuration
20 |show system status Displays system status
Displays the resources being used in the system
21  |show system dashboard currently
22  |show system time .
23  |show system time setup Displays Timezone and NTP configuration
24  |show system traffic_meter
25 223}?’) system traffic_meter Displays traffic meter configuration
26  |show system usb-status Displays USB Status
27  |show system users System group display mode
28 |show system group System user display mode
show system group . . , .
29 specific<row_id> Displays information for given group
30 |show system group all Displays all groups on system
31  |show system users all Displays all users on system
32 show system users Displays information for given user

specific<row_id>
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show system group

33 |groupaccesscontrol <group
id>

show system group

Displays Group Access Control configuration for,
the selected group

34 access. control_browser Displays Access Control browsers Policies
show system group . . -

35 access, control_ip Displays Access Control ips Policies

36 show system Displays the firmware Version.

firmwareVersion

The command show ntDomain-serverCheck? at the CLI prompt would give the description
of all the show commands in the branch ntDomain-serverCheck, which is as follows:

show ntDomain-
serverCheck

Displays status of NT Domain servers.

The command show Active-Directory-Settings? at the CLI prompt would give the
description of all the show commands in the branch Active-Directory-Settings, which is as
follows:

show Active-Directory-

Settings Displays Active Directory configuration.

The command show pop3-serverCheck? at the CLI prompt would give the description of
all the show commands in the branch pop3-serverCheck, which is as follows:

|1 |show pop3-serverCheck |Disp|ays status of Pop3 servers. |

The command show Radius-serverCheck? at the CLI prompt would give the description
of all the show commands in the branch Radius-serverCheck, which is as follows:

|1 |show Radius-serverCheck |Displays status of Radius servers. |

The command show Radius-Settings? at the CLI prompt would give the description of all
the show commands in the branch Radius-Settings, which is as follows:

Displays RADIUS configuration.

A RADIUS server maintains a database of user
accounts used in larger environments. If a
RADIUS server already exists, it can be used for
authenticating users that want to connect to the
1 show Radius-Settings wireless network provided by this device. When
multiple RADIUS servers are configured, they
are accessed in the same order as in the table.
If first RADIUS server is not accessible, then
system tries to contact to the next RADIUS
server. Configured Radius Servers This table
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displays the list of all configured RADIUS
servers. If the optional argument ServerIP is
specified, detailed configuration of the RADIUS
server is displayed. Server IP: |IP address of
RADIUS authentication server Accounting
Server IP: IP address of RADIUS accounting
server Server Port: RADIUS authentication
server port to send the RADIUS messages.
Timeout: The time (in seconds) the device waits
for a response from the RADIUS server Retries:
The number of tries the router will make to the
RADIUS server before giving up. Secret:
RADIUS server secret. This field is only
displayed if the argument ServerlP is specified.

The command show net? At the CLI prompt would give the description of all the show
commands in the branch net, which is as follows:

show net ipv6_tunnel status |Displays ipv6 tunnels status
show net bandwidth
show net bandwidth profile

show net bandwidth profile
setup

show net bandwidth
traffic_selector

show net bandwidth
traffic_selector setup

v show net bandwidth profile |Displays the list of interface for Inbound
interface_list Bandwidth Profile. It includes Available VLANs

show net bandwidth
traffic_selector services

9 show net ddns .
10  |show net ddns setup Show Dynamic DNS Configuration.
11 |show net lan dhcp
show net lan dhcp

A ([ WOIN|—=

Displays list of Available Bandwidth Profile(s).

Shows the list of Available Traffic Selector(s).

Displays a list of available services

12 .
reserved_ip
show net lan dhcp _
13 reserved_ip setup Shows a list of DHCP Reserved Addresses.
14 show net lan dhcp
leased_clients
15 show net fan dhcp Shows a list of Available DHCP Leased Clients.

leased_clients list
16  [show net dmz .
17  |show net dmz setup Shows DMZ Configuration.
18  |show net dmz dhcp

23



show net dmz dhcp

19 reserved_ip
50 show net dmz dhcp Displays a list of DMZ DHCP Reserved
reserved_ip setup Addresses.
show net dmz dhcp
21 .
leased_clients
50 show net dmz dhcp Shows a list of Available DMZ DHCP Leased
leased_clients list Clients.
23 |show net ethernet Displays Ethernet interfaces
24  |show net lan
25 [show net lan ipv4 .
26 [show net lan ipv4 setup Displays LAN Configuration.
27  |show net lan ipv6 .
28 |show net lan ipv6 setup Shows IPv6 LAN Configuration.
show net .
29 statistics <interfaces Shows Interface Statistics
30 [show net igmp Displays igmp configuration
31 show net intel Amt Shows IntelAmt details
32 |[show net intel_Amt server [Shows IntelAmt Server Configuration
show net intel_Amt . :
33 |Reflector show IntelAmt Reflector Configuration
34 :g’fml) net intel_Amt server Displays Intel_Amt server configuration.
show net intel_Amt .
35 Reflector setup Displays Intel_Amt Reflector setup.
36 |show net Ip_Alias Shows Ip Alias configuration details.
37 |show net Ip_Alias server Shows Ip Alias configuration details.
38 :Z?J;’) net Ip_Alias server Displays net Intel_Amt server setup.
39 |[show net mode .
40 |show net mode setup Displays IP MODE configuration
41  |show net ipv6_tunnel
42  |show net ipv6_tunnel setup [Displays ipv6 tunnels configuration
43  |show net routing mode
44 :g’fml) net routing mode Routing Mode between WAN and LAN
45  |show net wan wan1
46 |show net wan wan1 ipv4
show net wan wan1 ipv4 . . :
47 status Displays ipv4 wan1 Information.
48 :g,ﬁnl) netwan want ipv4 Displays Wan1 Setup Information.
49  |show net wan wan2
50 |show net wan wan2 ipv4
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show net wan wan2 ipv4

51 status Displays ipv4 wan2 Information.
52 223}’;’) net wan wanz ipv4 Displays wan2 Setup Information.
53 |show net wan wan3 Displays the wan3 configuration
54  |show net wan wan3 threeG [Shows ThreeG information.
55 :23}?’) net wan wan3 threeG Displays ThreeG Configuration.
56 show net wan wan3 threeG Displays wan3 ThreeG status.
status
57  |show net wan .
58 |show net wan mode Displays wan mode Setup.
59 |show net wan port_setup  [Displays wan port Setup.
60 |show net wan vlan_setup [Displays vlan port Information for wan.
show net wan . . :
61 configurable_port Displays configurable port Information.
62 |[show net wan wan1 ipv6
show net wan wan1 ipv6 . . :
63 status Displays ipv6 wan1 Information.
64 :gﬁnl) net wan want ipvé Displays Wan1 Setup Information.
65 [show net wan wan2 ipv6
show net wan wan2 ipv6 . . ,
66 status Displays ipv6 wan2 Information.
67 zgﬁm net wan wanz2 ipvé Displays Wan2 Setup Information.
68 |show net routing ospfv2 Shows OSPFv2 Configuration
69 [show net routing ospfv3 Shows OSPFv3 Configuration
70 223}’;’) net routing ospfv2 Displays OSPFv2 Configuration
71 223}?’) net routing ospfv3 Displays OSPFv3 Configuration
show net routing o
72 orotocol_binding Shows protocol_binding rules
show net routing . o
73 protocol_binding setup Displays protocol Binding Rules
74  |show net radvd .
75 |show net radvd setup Displays RADVD configuration
76  |show net routing dynamic  [Shows dynamic routing setup
77 :23}2’) net routing dynamic Shows dynamic routing Setup.
78  [show net routing Displays routing setup
79  |show net routing static Displays Static Routes Info
80 |show net routing static ipv4 |Displays IPv4 Static Routes Info
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81 :23}2’) net routing static ipv4 Shows all the configured IPV4 routes.
82 show net routing static Shows all the interfaces on which static route
interface_list can be configured
83 |[show net routing static ipv6 [Displays IPv6 Static Routes Info
84 223}?’) net routing static ipvé Shows all the configured IPV6 Static routes.
85 [show net upnp Displays UPnP Information
86 |show net upnp portmap Displays UPnP portmap Table Information.
87  |show net upnp setup Displays UPnP Setup Information.
88 |show net vlan
89 |show net vlan configuration [Displays VLAN Confgiuration.
90 |show net multivlan Shows vlan server status
91  |[show net multivilan subnet [Shows vlan server status
92 show net multivian subnet Displays multi vlan Subnet List.
status
93 |show net port-vlan Shows Port vlan status
94  |show net port-vlan status  |[Displays Port vlan status.
95 |show net wireless_vlan Shows Port vlan status
96 show net wireless_vlan Displays Port vlan status.
status

The command show Idap-serverCheck? at the CLI prompt would give the description of

all the show commands in the branch Idap-serverCheck, which is as follows:

I

|show Idap-serverCheck

|Disp|ays status of Ldap servers.

The command show security? at the CLI prompt would give the description of all the show

commands in the branch security, which is as follows:

show security
advanced_network

Shows advanced firewall attack checks

show security
advanced_network
attack checks

Displays Security Checks configuration

show security
advanced_network ips

Displays ips configuration

show security
application_rules

show security
application_rules setup

Displays application rules configuration

show security
application_rules status

Displays application rules status

show security firewall

custom_service
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show security firewall

Displays a list of available Custom Service

8 custom_service setup configuration
9 show security firewall Displays Firewall Rules
10  [show security firewall ipv4 |Displays IPv4 Firewall Rules
19 show security firewall iov4 |py 16 1Pv4 Firewall Rules
setup
12 [show security firewall algs |[Displays ALGs protocals status
13 [show security firewall ipv6 |Displays IPv6 Firewall Rules
14  show security firewall iov6 |ry, o1 6 1PV6 Firewall Rules
setup
15  |show security ids .
16  |show security ids setup Displays IDS configuration
17 zgggosne_csu;gi);gs Displays Session Settings configuration
18 |show security schedules
19 EZSUV;; security schedules Displays Schedules configuration
0 show security firewall
smtpAlg
1 show security firewall
smtpAlg configure
show security firewall
22 smipAlg con?i/gure setup Shows SmtpAlg Status.
3 show security firewalll
smtpAlg approvedMailld
show security firewall
24  |smtpAlg approvedMailld Shows a List of Approved Mail_ld.
setup
o5 show security firewa}ll
smtpAlg blockedMailld
show security firewall
26  [smtpAlg blockedMailld Shows a List of Blocked Mail_Id.
setup
57 show securit_y fire.wall
smtpAlg subjectList
og  [Show security firewall Shows a List of Subject, corresponding Mail_Id
smtpAlg subjectList setup [and Action.
29 |show security mac_filter
30 zgfuvé security mac_filter Displays Source Mac Filter configuration
31 _show security _
ip_or_mac_binding
32 show security Displays IP/MAC Binding configuration

ip_or_mac_binding setup
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33 show security firewall
vpn_passthrough
show security firewall , , .
34 vpn_passthrough setup Displays VPN passthrough Configuration
35 |show security webAccess
Displays security webAccess configuration and
36 show security webAccess [rules
setup Displays a list of Allowed IpAdrr/Network Web
Access
37 |show security website_filter |.
show security website_filter |. . . .
38 content filtering Displays content filtering configuration
39 show security website_filter [Displays trusted domains configuration
approved_urls Displays a list of available Approved URLs
show security website_filter |. . .
40 blocked_keywords Displays blocked keywords configuration

The command vpn? at the CLI prompt would give the description of all the configuration

commands in the branch vpn, which is as follows:

1 vpn gre_tunnel GRE Tunnel.
2 vpn gre_tunnel add GRE Tunnel add mode
3 [/Pngre_tunnel GRE Tunnel edit mode
edit <row_id>
4 épn gre_tunngl GRE Tunnel delete mode
elete <row_id>
5 vpn 2tp client Vpn policy mode.
6 vpn [2tp client configure I2tp client configuration mode
7 Zﬁgnltz_tgction <actions Vpn [2tp client action set.
8 vpn 12tp Vpn policy mode.
9 vpn [2tp server Vpn policy mode.
10  |vpn I12tp server configure  |I2tp server configuration mode
11 |vpn openvpn Displays openvpn configure commands
12 |vpn openvpn config openvpn configuration mode
43 |vPnopenvpn Opens vpn remote networks configuration
remote_network commands.
14 ;’g;;gi?]\émork add Adds a new remote network
vpn openvpn
15  |remote_network Remote network edit mode.
edit <row_id>
vpn openvpn
16  |remote_network Openvpn remote network delete mode.
delete <row_id>
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17 |vpn openvpn local_network Opens vpn local networks configuration
commands.
18 Zlgg openvpn local_network Adds a new local network.
vpn openvpn local_network .
19 edit <row id> Local network edit mode.
vpn openvpn local_network
20 delete <row id> Openvpn local network delete mode.
21  |vpn openvpn cert_upload  [Openvpn local network display mode.
vpn openvpn cert_upload -
22 ca <fileNames <ipAddr> Uploads the pem formatted CA Certificate.
vpn openvpn cert_upload .
23 |server_client_cert <fileNam gglr%ﬁg:t;he pem formatted Server / Client
e> <ipAddr> :
vpn openvpn cert_upload
24  [client_key <fileName> <ipA |Uploads the pem formatted Server/Client key.
aar>
vpn openvpn cert_upload
25 |dh_Key <fileName> <ipAddr|Uploads the pem formatted Diffie Hellman key.
>
vpn openvpn cert_upload —
26 tls Authkey <fileNames <ip Egloads the pem formatted Tls Authentication
Adar> Y-
vpn openvpn cert_upload
27  [crl_cert <fileName> <ipAddr {Uploads the pem formatted CRL Certificate.
>
vpn openvpn cert_upload I
28 config <fileName> <ipAddr> Uploads the pem formatted config file.
29  |vpn pptp client Vpn policy mode.
30 |vpn pptp client configure PPTP client configuration mode.
vpn pptp . .
31 client._action <action> Vpn pptp client action set.
32  |vpn pptp Vpn policy mode.
33  |vpn pptp server Vpn policy mode.
34  |vpn pptp server configure  |pptp server configuration mode
35 |vpn sslvpn sslvpn configuration commands
36 |vpn sslvpn portal-layouts  [sslvpn portal layout configuration commands
37 \;58 ssivpn portal-layouts Adds sslvpn portal layout.
vpn sslvpn portal-layouts .
38 edit <row id> Edits sslvpn portal layout.
vpn sslvpn portal-layouts
39 delete <row id> Deletes sslvpn portal layout.
40

vpn sslvpn portforwarding

Sslvpn portforwarding configuration commands.
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vpn sslvpn portforwarding

Sslvpn portforwarding application configuration

41 !
appconfig commands.
vpn sslvpn portforwarding N . .
42 appconfig add Adds an application configuration rule.
vpn sslvpn portforwarding I : :
43 appconfig delete <row id> Deletes an application configuration rule.
4a |VPD sslvpn portforwarding  [Sslvpn  portforwarding host  configuration
hostconfig commands.
vpn sslvpn portforwarding . .
45 hostconfig add Adds a host configuration rule.
vpn sslvpn portforwarding . .
46 hostconfig delete <row id> Deletes a host configuration rule.
47  |vpn sslvpn resource Sslvpn resource configuration commands.
48  |vpn sslvpn resource add Adds an sslvpn resource.
49 |VPN §slvpn resource Configures an sslvpn resource.
configure
vpn sslvpn resource
50 |configure Adds an sslvpn resource object.
add <resource_name>
51 |VPN gslvpn resource Deletes an sslvpn resource object.
configure delete <row_id>
vpn sslvpn resource
52 delete <row id> Deletes an sslvpn resource.
53  |vpn sslvpn policy Sslvpn policy configuration commands.
54  |vpn sslvpn policy add Adds an sslvpn policy.
vpn sslvpn policy . .
55 edit <row_id> Edits an sslvpn policy.
vpn sslvpn policy :
56 delete <row id> Deletes an sslvpn policy.
57  |vpn sslvpn client Sslvpn client configuration commands.
58  |vpn sslvpn route Sslvpn route configuration commands.
59  |vpn sslvpn route add Adds sslvpn client route.
vpn sslvpn route .
60 delete <row id> Deletes sslvpn client route.
61 |vpn ipsec Vpn policy mode.
62 |vpn ipsec policy Vpn policy mode.
vpn ipsec policy . . .
63 configure <names Vpn policy configuration mode.
64 |vpn ipsec dhcp Vpn ipsec over dhcp mode.
65 |vpn ipsec dhcp configure  |vpn dhcp over ipsec policy configuration mode
vpn ipsec policy :
66 enable <names Enables a vpn policy.
67 |PnIPSec policy Disables a vpn policy.

disable <name>
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68

vpn ipsec policy
delete <name>

Deletes a vpn policy.

69

vpn ipsec policy
connect <name>

Connects a vpn tunnel.

70

vpn ipsec policy

drop <name>

Drops a vpn tunnel.

The command dot11? at the CLI prompt would give the description of all the configuration

commands in the branch dot11, which is as follows:

1 dot11 profile 802.11 profile configuration commands.
2 dot11 accesspoint 802.11 access point configuration commands.
3 dot11 radio 802.11 radio configuration commands.
4 dot11 wds 802.11 wds configuration commands.
5 dot11 wmm 802.11 wmm configuration.
6 dot11 radius 802.11 radius configuration mode.
dot11 profile . . .
7 add <profile_names 802.11 profile configuration mode.
8 dof[11 prof_lle 802.11 profile configuration mode.
edit <profile_name>
dot11 wmm . :
9 edit <profile_name> 802.11 wmm configuration mode.
10  |dot11 radius configure 802.11 radius configuration mode.
dot11 profile .
11 delete <profile_name> Deletes an 802.11 profile.
dot11 accesspoint . , :
12 add <ap_names 802.11 access point configuration mode
13 dof[11 accesspoint 802.11 access point configuration mode
edit <ap_name>
dot11 accesspoint .
14 delete <ap_name> Deletes an 802.11 access point.
dot11 wds
15 enable <radio _no> Enables wds.
dot11 wds :
16 disable <radio _no> Disables wds.
dot11 wds
17  |add_peer <radio_no> <mac |Adds peer mac address wds.
|_addr>
dot11 wds
18 |delete_peer <radio_no> <m |Deletes peer mac address wds.
ac_addr>
19 d.OtH accesspoint Disables an 802.11 access point.
disable <ap_name>
20 dot1 accesspoint Enables an 802.11 access point.
enable <ap_name>
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21 d°t1.1 radio . 802.11 radio configuration mode.
configure <radio_no>

22 |dot11 radio advanced Advanced radio configure

23 d°”.1 radio ad\_/anced 802.11 AP advanced configuration mode.
configure <radio_no>

24  |dot11 accesspoint wps Advanced AP configure

25 d0t1.1 accesspoint wps 802.11 AP wps configuration mode.
configure

26 |dot11 accesspoint acl Accesspoint ACL configure commands
dot11 accesspoint ACL . .

27 configure <ap._names 802.11 AP ACL configuration mode.
dot11 accesspoint acl

28 |delete_mac_address <rowid|Deletes acl mac address entry.
>

The command system? at the CLI prompt would give the description of all the configuration

commands in the branch system, which is as follows:

1 system POP3_Settings System POP3 configuration commands.
2 system NT-Domain-Settings [Configures NT-Domain Settings
system Active-Directory- . . :
3 Settings Configures Active-Directory Settings
4 system LDAP_Settings Configures LDAP Settings
system POP3_Settings .
5 POP3_Server_Configuration Configures POP3 Server
system POP3_Settings "
6 POP3_Trusted_CA Uploads POPS trusted Certificates
7 system logging .
8 system logging ipv4 System logging ipv4 configuration.
9 system logging facility System log Facility configuration.
system logging facility - . . .
10 Options System log Facility Options configuration.
11 |system logging remote System remote Logging configuration.
12 |system logging ipv6 System ipv6 logs configuration.
system logging ipv4 . . ,
13 configure System logging configuration mode.
system logging facility . o . .
14 configure <facility> System logging facility configuration mode.
system logging remote : . .
15 configure System remote Logging configuration mode.
system logging ipv6 . : .
16 configure System ipv6 logs configuration mode.
17  |system Radius-Settings Configures Radius-Settings.
system
18 remote_management Remote Mgmt Setup.
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system

19 remote_management https Remote Mgmt Setup for https.
system ,
20  [remote_management https g[ct)nélgures remote management support for,
configure pS.
system Configures remote management support for
21  |remote_management telnet relnet
configure '
22  |system sessionSettings Session Settings Configuration.
23 system sessionSettings Session Settings Configuration.
admin
system sessionSettings . . . . .
24 admin configure Admin Session Settings Configuration.
25 Zﬁ?at;m sessionSettings Session Settings Configuration.
system sessionSettings . . . .
26 quest configure Guest Session Settings Configuration.
27  |system snmp System SNMP configuration
28  |system snmp trap System SNMP trap configuration.
29 |system snmp sys System SNMP system configuration.
30 |system snmp access System SNMP Access Configuration.
31  |system snmp users System SNMP v3 User Configuration.
system snmp trap . .
32 configure <agent ip> SNMP trap configuration mode.
33 system snmp trap Deletes a SNMP trap configuration.
delete <agent ip>
34 system snmp users SNMP v3 User list configuration settings
configure <user>
35 [system snmp sys configure |[SNMP system configuration mode
36 [system snmp access add [SNMP access configuration mode
system snmp access , .
37 odit <rowid> SNMP configuration mode
system snmp access . .
38 delete <rowid> SNMP access configuration mode
39 |system switch_settings Switch setting setup.
system switch_settings ,
40 power_saving Power saving setup.
system switch_settings
41 iumbo_frame Jumbo frame setup.
42 system sm_tch_sett_mgs Power saving configuration mode.
power_saving configure
43 system swnch_set.tlngs Jumbo frame configuration mode.
jumbo_frame configure
44  |system admin_setting System configuration.
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system admin_setting

45 configure System configuration mode.
46  [system time System time configuration mode
47  |system time configure System time configuration mode
48  [system traffic_meter Traffic meter Configuration setup.
49 system traffic_meter Traffic meter configuration mode.
configure
50 |system usb USB Configuration.
51  |system usb usb1 USB1 Configuration.
52  |system usb usb1 configure [USB1 Configuration.
system usb .
53 safelyRemoveUsb Safely removing the USB.
system usb
54 SafelyRemoveUSB usb1 T0 unmount usb1
system usb
55 |SafelyRemoveUSB usb2 |10 unmount usb2
56 |system usb usb2 USB2 Configuration.
57 |system usb usb2 configure |USB2 Configuration.
58 |system usb shareport_vlan |USB SharePort settings.
system usb shareport_vlan . .
59 configure <row_id> SharePort on vlan configuration.
60 z%zﬁm usb shareport_vian Displays SharePort on vlan configuration.
61 |system users System user configuration commands.
62 |system group System group configuration commands.
63 |system group add System groups add mode.
64 |system group edit <row_id> |System groups edit mode.
system group
65 delete <row id> System groups delete mode.
66 |system users add System users add mode.
67 |system users edit <row_id> [System users edit mode.
system users
68 delete <row id> System users delete mode.
system group
69 groupaccesscontrol Group access control.
system group
70  |groupaccesscontrol Group access control configuration.
configure <group_id>
71 system group List of browsers for which login policies can be
access_control_browser applied.
system group
72 laccess_control_browser Adds a browser to Access Control browsers list

add
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73

system group
access_control_browser
delete <row_id>

Deletes a browser from Access Control

browsers list.

74

system group
access_control_ip

List of ip for which login policies can be applied

75

system group
access_control_ip add

Adds an ip to Access Control ip list.

76

system group
access_control_ip
delete <row_id>

Deletes an ip from Access Control ip list.

The command util ? at the CLI prompt would give the description of all the configuration

commands in the branch util , which is as follows:

1 util restore-factory-defaults |Revert to factory default settings.

2 util system_check System check options

3 u.t'l sysf[em_check Pings an Internet Address.
ping <ip_address>

4 util system_check To retrieve the IP address of a Web, FTP, Mail
dns_lookup <dns> or any other Server on the Internet

5 util system_check Displays all the routers present between the
traceroute <ip_address> destination IP address and this router

6 (‘]‘“t's' pslgitjg‘vzifgbﬁngtable Displays IPV4 Routing Table
util system_check . .

7 display_IPV6_routingtable Displays IPV6 Routing Table

8 util system_check Allows you to capture all packets that pass
capturePackets through the selected interface
util system_check

9 capturePackets Starts the packet capture
start <interface>
util system_check

10 |capturePackets Displays available interfaces for packet capture
avail_interfaces

11 ggsgrs;l?’g]c_lfgzcsktop Stops the packet capture
util system_check

12 capturePackets Downloads the packet capture to the host
download <fileName><ipAd |machine
ar>
util

13  |dbglog_download <fileName|Downloads Dbglogs to the host machine
> <ipAddr>

14 |util reboot Reboots the system.
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util
15 |usb_test <ipAddr> <fileNam |To test the USB.
e>
util
16  [firmware_upgrade <IpAddr>|To upgrade the firmware.
<FileName>
util

17  |enable_auto_backup <statu |[Enables/Disables Auto Backup support.
s>

util

18 |enable_config_encryp <stat
us>

util . .
19 watchdog_disable <status> Disables/Enables watchdog timer.

Enables/Disables  Configuration  encryption
support.

The command license? at the CLI prompt would give the description of all the configuration
commands in the branch license, which is as follows:

1 license list List license on the device.
2 Ilcgnse . Activates a license on the device.
activate <activationKey>

The command net? at the CLI prompt would give the description of all the configuration
commands in the branch net, which is as follows:

1 net ipv6_tunnel lpv6 tunnel configuration setup.

2 net ipv6_tunnel six_to_four [Six to four tunnel configuration setup.

3 net ||_ov6_tunnel six_to_four Six To Four Tunnel configuration mode.
configure

4 net bandwidth .

5 net bandwidth profile It gives options to add/edit/delete a bandwidth

profile.
g  |netbandwidth profile It allows to enable/disable bandwidth profiles.

enable <enable>
7 net bandwidth profile add  |It allows to add a bandwidth profile.
net bandwidth profile

8 edit <row id> It allows to edit a bandwidth profile.
9 get bandW|dth profile It allows to delete a bandwidth profile.
elete <row_id>
10 net pandwidth It gives options to add/ec_ﬂit/delete a traffic
traffic_selector selector for a bandwidth profile.
11 net pandwidth It aII.ows to add a traffic selector for a bandwidth
traffic_selector add profile.

net bandwidth
12  |traffic_selector
edit <row_id>

It allows to edit a traffic selector for a bandwidth
profile.
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net bandwidth

It allows to delete a traffic selector for a

13 |traffic_selector ) X
delete <row id> bandwidth profile.
14  |net ddns DDNS setup.
15  |net ddns wan1 DDNS setup.
16  |net ddns wan2 DDNS setup.
17  |net ddns wan1 configure DDNS configuration mode.
18  |net ddns wan2 configure DDNS configuration mode.
19  |net lan dhcp DHCP setup.
20 |net lan dhcp reserved_ip DHCP Reserved IPs setup.
21 net I_an dhep reserved_ip DHCP Reserved IPs add/edit mode.
configure <mac_address>
net lan dhcp reserved_ip . .
22 delete <mac_address> Deletes a specific reserved ip entry.
23 |net dmz dhcp DHCP setup.
24 |net dmz dhcp reserved_ip [DHCP Reserved IPs setup.
net dmz dhcp reserved_ip .
25 configure <mac _address> DHCP Reserved IPs add/edit mode.
net dmz dhcp reserved_ip - .
26 delete <mac address> Deletes a specific reserved ip entry.
27  |net ethernet Ethernet configuration.
net ethernet . :
28 configure <interface_names Ethernet configuration mode.
29 |netlan LAN setup.
30 |netlan ipv4 .
31 |net lan ipv4 configure IPv4 LAN configuration mode.
32 |netlan ipv6 .
33 |net lan ipv6 configure IPv6 LAN configuration mode.
34 |net lan ipv6 pool
net lan ipv6 pool
35 |configure <ipv6PoolStartAd |IPv6 LAN configuration add/edit mode.
ar>
net lan ipv6 pool . :
36 delete <ipv6PoolStartAdadr> IPv6 LAN configuration delete mode.
37 |netigmp Ilgmp configuration commands.
: , Specifies igmp proxy should be enable or
38 |net igmp configure disable
39 |net intel_Amt Net policy mode.
40  |net intel_Amt server Net policy mode.
41 net |_nte|_Amt server Intel Amt server configuration mode
configure
42  |net intel_Amt_Reflector Net policy mode.
43 net intel_Amt_Reflector Intel Amt Reflector configuration mode

configure

37



44 |net ip_Aliasing Net policy mode.

45  |net ip_Aliasing server Net policy mode.

46 |net ip_Aliasing server add [Adding Ip Aliasing server configuration
net ip_Aliasing server " . . :

47 edit <row_id> Editing Ip Aliasing server configuration.
net ip_Aliasing server . . . .

48 delete <row id> Deleting Ip Aliasing configuration

49  |net mode IP Mode Setup

50 |net mode configure IP Mode configuration mode.

51 |netipv6_tunnel isatap Isatap tunnel configuration commands.

52 |netipv6_tunnel isatap add [Isatap tunnel configuration add mode.
net ipv6_tunnel isatap . . ,

53 edit <row icl> Isatap Tunnel configuration edit mode.
net ipv6_tunnel isatap . .

54 delete <row id> Isatap tunnel configuration delete mode.

55  |net routing mode Routing Mode between WAN and LAN setup.

. . Routing Mode between WAN and LAN

56 |net routing mode configure configuration mode.

57  |net wan want Wan configuration mode.

58 |net wan wan1 ipv4 Ipv4 wan configuration mode.

59 |net wan wan1 ipv4 configure|lpv4 wan wan1 configuration mode..

60 |net wan wan2 Wan configuration mode.

61 |net wan wan2 ipv4 Ipv4 wan configuration mode.

62 |net wan wan2 ipv4 configure|lpv4 wan wan2 configuration mode.

63 |net wan wan3 Wan3 configuration mode.

64 |net wan wan3 threeG Wan3 configuration mode.
net wan wan3 threeG . :

65 configure ThreeG wan wan3 configuration mode.

66 |net wan Net wan configuration mode.

67 |net wan mode Net wan configuration mode.

68 |net wan mode configure Net wan configuration mode.

69 |net wan port_setup Displays net wan port configuration.
net wan port_setup . . .

70 configure Displays wan port configuration mode.

71 |net wan vlan_setup Displays wan vlan setup.

72 net wan vian_setup Displays wan vlan configuration mode.
configure
net wan vlan_setup .

73 vianld_Add Displays wan vlan Id Add mode.
net wan vlan_setup .

74 vianld_Delete Displays wan vlan Id delete mode.

75 |net wan configurable_port [Net wan configurable port setup.

76 net wan configurable_port Net wan configurable port setup.

configure
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77  |net wan wan1 ipv6 Displays ipv6 wan configuration mode
78 |net wan wan1 ipv6 configure[Displays ipv6 wan1 configuration mode
79  |net wan wan2 ipv6 Displays ipv6 wan2 configuration mode
80 |net wan wan2 ipv6 configure|Displays ipv6 wan2 configuration mode
81 |net routing ospfv2 Displays OSPF Configuration for IPV4
82 |net routing ospfv3 Displays OSPF Configuration for IPV6
net routing ospfv2 . : .
83 configure <interface> Displays ospfv2 configuration mode.
net routing ospfv3 . : .
84 configure <interfaces Displays ospfv3 configuration mode.
. .. [Displays protocol_binding configuration
85 |net routing protocol_binding commands
86 gg'(tjroutlng protocol_binding Protocol_binding rules configuration add mode.
net routing protocol_binding . o
87 edit <row id> To edit the selected protocol_binding
net routing protocol_binding - . .
88 enable <row id> Protocol_binding rules configuration mode.
net routing protocol_binding - . .
89 disable <row id> Protocol_binding rules configuration mode.
net routing protocol_binding o . .
90 delete <row id> Protocol_binding rules configuration mode.
91 |netradvd RADVD configuration setup.
92 |net radvd pool RADVD configuration setup.
93 |net radvd configure RADVD configuration mode.
94  |net radvd pool add RADVD Pool configuration mode.
95 |net radvd pool edit <row_id>[RADVD Pool configuration mode.
net radvd pool . .
96 delete <row id> RADVD pool configuration mode.
97  |net routing dynamic Configures the routes dynamically.
net routing dynamic . ,
98 configure Configures the routes dynamically.
: Configures routing mode, static and dynamic
99 |net routing route(s).
100 |net routing static Configures the routes.
101 |net routing static ipv4 Configures the IPv4 routes.
102 |net routing static ipv6 Configures the IPV6 routes.
net routing static ipv4 ,
103 configure <names Adds new IPv4 static routes.
net routing static ipv6 .
104 configure <names Adds new IPV6 static routes.
net routing static ipv4 -
105 delete <names Deletes a specific IPv4 route.
106 net routing static ipvé Deletes a specific IPV6 route.

delete <name>
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net routing static ipv4

107 deleteAll Deletes all the configured IPv4 routes.
net routing static ipv6 .
108 deleteAll Deletes all the configured IPv6 routes.
109 |net tahi Settings for tahi test suite.
net tahi add-default- . .
110 route <ip_address> Adds ipv6 default route on lan interface.
111 |net tahi delete-default-route |Deletes ipv6 default route on lan interface.
net tahi add- . .
112 route <ip_address> <gws Adds ipv6 route on lan interface.
net tahi del- . .
113 route <ip_address> <gws Adds ipv6 route on lan interface.
114 |net tahi stop-RA Stop sending RA.
115 net tahi start-RA- Starts sending RA with AdvRetransTimer as
AdvRetransTimer(1000) 1000.
116 net tahi start-RA- Starts sending RA with AdvRetransTimer as
AdvRetransTimer(5000) 5000.
net tahi startRA- . . .
Starts sending RA with AdvReachableTime as
17 OROe;chable(SOOOO)Retrans(1 30000 and AdvRetransTimer as 1000.
118 net tahi start-RA- Starts sending RA with AdvReachableTime as
AdvReachableTime(10000) {10000.
119 net tahi start-RA- Starts sending RA with AdvReachableTime as
AdvReachableTime(30000) (30000.
120 |net tahi start-RA(Default)  [Starts sending RA with default parameters.
121 Inet tahi start-RA-MinValues Starts sending RA with minimum values of
parameters.
, Starts sending RA with maximum values of
122 |net tahi start-RA-MaxValues parameters.
193 net tahi start-RA- Starts sending RA with MaxRtrAdvinterval value
MaxRtrAdvinterval(10) of 10.
124 net tahi start-RA- Starts sending RA with MaxRtrAdvinterval value
MaxRtrAdvinterval(40) of 40.
195 net tahi start-RA- Starts sending RA with MinRtrAdvinterval value
MinRtrAdvinterval(198) of 198.
1pp |nettahi start-RA- Starts sending RA with prefix 8000::/64
prefix(8000::) U
net tahi start-RA- . . : y
127 prefix(feco::) Starts sending RA with prefix fec0::/64.
198 net tahi start-RA- Starts sending RA with AdvCurHopLimit value
AdvCurHopLimit(0) as 0.
129 net tahi start-RA- Starts sending RA with AdvCurHopLimit value
AdvCurHopLimit(15) as 15.
130 [net tahi start-RA-WAN Starts sending RA on the WAN interface.
131 |net tahi ipv6-down Disables the ipv6 stack on the router.
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132 |net tahi ipv6-up Enables the ipv6 stack on the router.
133 |net tahi ipvé-global-up Enables the ipv6 stack on the router, and adds
global ip.
net tahi ipv6-Alias- . ,
134 Add(LAN) <io6 address> Adds ipv6 address to LAN interface.
net tahi ipv6-Alias- . .
135 Del(LAN) <ip6_address> Deletes an ipv6 address from LAN interface.
net tahi ipv6-Alias- , .
136 Add(WAN) <ip6_address> Adds ipv6 address to WAN interface.
net tahi ipv6-Alias- . :
137 Del(WAN) <ip6_address> Deletes an ipv6 address from WAN interface.
138 |net tahi neigh-cache-del Deletes the ipv6 neighbor cache.
139 net tahi reachable- Sets the reachable time of neighbour cache
time <time> entries
140 |net tahi mcast-start Starts ipv6 multicast.
141 |net tahi mcast-stop Stops ipv6 multicast.
142 |net tahi ping6 <ip> <size> |Ping6 on LAN interface with count one.
143 |net tahi mping6 <mip> Multicast ping6é on LAN.
net tahi .
144 bping6 <bip> <psize> ping6
net tahi pmtu-route- . .
145 add <ipAdd> Adds ipv6 route on lan interface.
146 |net tahi disable-ipv6-firewall [Disables ipv6 firewall.
147 |net tahi show-LAN-ip Shows ipv6 addresses of LAN interface.
148 net tahi _mterface- Brings selected interface down.
down <interface>
net tahi interface- . .
149 Up <interfaces Brings selected interface up.
net tahi start-RA- . . . : :
. . Starts RA with configuration file obtained
150 iustom <fileName> <ipAddr through ttp.
151 |net tahi RA-Start Starts RA with custom configuration.
152 |net ipv6_tunnel teredo Teredo tunnel configuration setup.
153 net ||_ov6_tunnel teredo Teredo Tunnel configuration mode.
configure
154 |net upnp Upnp configuration mode
155 |net upnp configure Upnp configuration mode
156 |net port-vlan port vian
net port-vlan i
157 lan_edit <portnamews Vlan port name range 1-4.
158 net port-vlian SSID to be edited. Use command 'show net
wlan_edit <ssidName> wireless_vlan status 'to dislay all SSID's Name
159 |net vlan-membership Vlan-membership
160 net vian-membership Net vlan membership for the vlan and Wlan port.

lan_edit <portw>
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161 net vlan-membership SSID to be edited. Use command 'show net
wlan_edit <ssidName> wireless_vlan status 'to dislay all SSID's Name
162 |net multivian Multivlan server configure
163 |net multivian subnet IMultivlan Server configure
164 net multiVian subnet Multivlan server edit mode
edit <vianI/D>
165 |net vlan Displays vlan Configuration Settings.
166 |net vlan config Displays vlan configuration.
net vlan config
167 add <vian_id> Adds a vlan.
net vlan config . .
168 edit <vian_Id> Edits a configured vlan.
net vlan config
169 delete <Vianid> Deletes a vlan.
170 |net vlan config enable Enables vlan configuration.
171 |net vlan config disable Disables vlan configuration.
172 |net dmz Dmz configuration mode.
173 |net dmz configure Dmz configuration mode.

The command security? at the CLI prompt would give the description of all the

configuration commands in the branch security, which is as follows:

1 security advanced_network |Security advanced setup.

2 security advanced_network Firewall Security Checks setup.
attack checks
security advanced_network . . .

3 attack_checks configure Security Checks configuration mode.

4 ;(ascurlty advanced_network Security ips setup.
security advanced_network |. . . .

5 ips setup Displays ips configuration mode.

6 security application_rules  |Application Rules Configuration setup.

7 :33“”“’ application_rules To add an application rule.

8 security app lication_rules To edit the selected application rule.
edit <row_id>
security application_rules L

9 delete <row id> To delete the selected application rule.
security firewall . . :

10 custom_service Custom Services Configuration setup.
security firewall . . .

11 custom_service add Custom services configuration add mode.
security firewall

12 |custom_service Custom services configuration edit mode.
edit <row_id>
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security firewall

13  |custom_service Custom services configuration delete mode.
delete <row_id>

14  |security firewall Firewall rules setup.

15  [security firewall ipv4 Firewall IPv4 rules setup.
security firewall ipv4 . : .

16 configure Firewall IPV4 rules configuration mode.
security firewall ipv4 . . .

17 |default_outbound _policy <d Fweyvall _Settlngs, Default Outbound Policy

. configuration mode.

efault_outbound_policy>

1g ~ [gecurity firewall ipv4 To edit the selected Firewall IPV4.
edit <row_id>

19 security firewall ipv4 To Enable Firewall IPV4 rules configuration
enable <row_id> mode.

0 security firewall ipv4 To Disable Firewall IPV4 Rules configuration
disable <row_id> mode.
security firewall ipv4 .

21 delete <row id> To delete the selected Firewall IPV4 Rule.

22 security f'reW.a” Ipv4 Firewall IPV4 Rule reordering mode.
move <row_id>

23  |security firewall algs Firewall ALGs configuration mode.

24  |security firewall ipv6 Firewall IPv6 rules setup.

25 security firewall ipve Firewall IPV6 rules configuration mode.
configure
security firewall ipv6 . .

26 edit <row id> To edit the selected Firewall IPV6 rule.

57 security firewall ipv6 To enable Firewall IPV6 rules configuration
enable <row_id> mode.

o8 security firewall ipv6 To disable Firewall IPV6 Rules configuration
disable <row _id> mode.

29 security f|rewgll Ipvé To delete the selected Firewall IPV6 Rule
delete <row_id>

3o [ecurity firewall ipvé Firewall IPV6 Rule reordering mode.
move <row_id>
security firewall ipv6 . . .

31 |default_outbound_ policy <d E:)rr?f\;vﬂlr;%::ngialepw Default Outbound Policy
efault_outbound _policy> 9 :

32 [security ids IDS Configuration setup.

33 |security ids configure IDS configuration mode.

34 |security session_settings  [Session Settings Configuration setup.
security session_settings . . . :

35 configure Session Settings configuration mode.

36 |security schedules Schedules Configuration setup.

37 |security schedules add To add new Schedule.
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security schedules

38 edit <row_ic> To edit the selected Schedule.
security schedules
39 delete <row id> To delete the selected schedule.
40  [security firewall smtpAlg SmtpAlg configuration setup.
security firewall smtpAlg . :
41 approvedMailld To list the Mailld approved by the user.
security firewall smtpAlg . :
42 blockedMailld Lists the blockedMaillds.
security firewall smtpAlg . . -
43 subjectList To list all the subjects and Mail ids.
security firewall smtpAlg . .
44 configure SmtpAlg configuration mode.
security firewall smtpAlg . . .
45 approvedMailld add It allows Configuration of the approved Mailld.
security firewall smtpAlg
46  |approvedMailld It allows to edit an approved Mailld.
edit <row_id>
security firewall smtpAlg
47  |approvedMailld It allows to delete an approved Mailld.
delete <row_id>
security firewall smtpAlg . :
48 blockedMailld add It allows to Configure a blocked Mailld.
security firewall smtpAlg . :
49 blockedMailld edit <row id> It allows to edit a blocked Mailld.
security firewall smtpAlg
50 |blockedMailld It allows to delete a blocked Mailld.
delete <row_id>
security firewall smtpAlg , . . .
51 subjectList add It allows to add subject with Mailld and action.
security firewall smtpAlg . . . . :
52 subjectList edit <row id> It allows to edit subject with Mailld and action.
security firewall smtpAlg . .
53 subjectList delete <row id> It allows to delete the configuration.
54  |security mac_filter Source mac filter configuration mode.
55 |security ip_or_mac_binding |[lp mac binding configuration mode.
56 |security mac_filter configure [Source mac filter configuration mode.
57  |security mac_filter source
58 zzccjurlty mac_filter source To add a new mac address.
59 security mgc_ﬂlter SOUrCe 114 edit the selected mac address from the list.
edit <row_id>
security mac_filter source
60 delete <row id> To delete the selected mac address.
61 security ip_or_mac_binding [To link to the ip/mac binding configuration

add

mode.
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security ip_or_mac_binding

To edit the selected rule in the ip/mac binding

62 edit <row_id> configuration page.

63 ngégtgg;vokgac_bmdmg To delete the selected rule/rules.

64 \Slgﬁuzgsgﬁxﬂ:;h VPN Passthrough setup.

65 3;?;2&;?:@& configure VPN Passthrough configuration mode.

66 [security webAccess Web Access Filter Configuration setup.

67 zz;tdgt);;/\;;aﬁgicess Displays security webAccess status

68 |security webAccess add Security webAccess add.

69 Zzic;u:;[zlm\:vigfccess Security webAccess edit.

70 ngg[rétix%)?gfess Security webAccess delete.

71  |security website_filter Website filtering configuration setup.

72 zgﬁtje”r:i/ \;\ill?grsigg_ﬂlter Content filtering configuration setup.

73 Zglcotrjg\tlyééveubrlsslte_ﬂlter Trusted domains configuration setup.

74 E?occul:gél Vl\iisj\;ﬁaglter Blocked keywords configuration setup.

75 igﬁ?{;g}(l \;Yﬁsrslggg (IJIL(afirgure Content filtering configuration mode.

76 zg;trjg\t/)ééveubrlssltzaglter To add the approved URL configuration page

77 zg;trjg\t)ééveubrlssltiafilnf;ow id> To edit the selected URL configuration.
security website_filter

78 |approved_urls To delete the selected URL configuration.
delete <row_id>

79 ks)?occukrgé Vl\gk))/j\:)erafs”f(; d Blocked Keyword configuration mode.

80 E(Iaoccukrgé Vl\gbj\;fraz”er To edit the selected Blocked Keywords
edit <row ic)ll> configuration mode.

81 E?occulgél Vl\iiba;ﬁaglter To delete the selected blocked Keywords
delete <_rowy o> configuration mode.

8o E(Iaoccukrgé Vl\gk;/\?\;ﬁaz”er To enable the blocked Keywords configuration
enable :row_id> mode.

83 E?occul:gél Vl\iisj\;ﬁaglter To disable the blocked Keywords configuration

disable <row_id>

mode.
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Chapter 6. Configuration commands

6.1vpn gre_tunnel add

under branch VPN

destination network here.

S.No |Command Name [Description Type and Description
1 save Savc_as system user
configuration settings.
Saves system user
2 exit configuration settings and
exit current mode.
To revert to the previous
3 cancel system user configuration
settings.
4 tunnelname Enter the Tunnel Name String
ere.
IP address
5 |ipaddress -nier the tunnel I Addressiaaa BBB.CCC.DDD where
' each part is in the range 0-255
IP address
6  lsubnet mask Enter the tunnel Subnet 14 A A BBB.CCC.DDD where
Mask here. 2
each part is in the range 0-255
Enter the Interface on
7 interface which the tunnel is WAN interface type
established on.
Enter the Remote IP to IP address
8 remote_ip which the tunnel is being  |AAA.BBB.CCC.DDD where
established here. each part is in the range 0-255
Select enable/disable DDP
9 ddp_broadcast packet forwarding on the  [Boolean choice
tunnel here.
Enter the destination IP address
10 route_network network of GRE tunnel AAA.BBB.CCC.DDD where
here. each part is in the range 0-255
IP address
11 froute_netmask | -"'orthe subnet mask of iapp gpR GCC.DDD where
" |each part is in the range 0-255
IP address
12 |gateway Enter the gateway of the |,y BRR CCC.DDD where

each part is in the range 0-255
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6.2vpn gre_tunnel edit <row_id>

S.No [Command Name [Description Type and Description
1 <row_id> SEdEeTunneI configuration Unsigned integer
5 save Saves system user
configuration settings.
Saves system user
3 exit configuration settings and
exit current mode.
4 cancel To revert to the previous
settings.
5 tunnelname Eg::r the Tunnel Name String
IP address
6 lpaddress Eg:gr the tunnel IP Address|\ o p BRB CCC.DDD where
| each part is in the range 0-255
IP address
7 lsubnet_mask chier the tunnel Subnet 1 A BBB.CCC.DDD where
ask here. e
each part is in the range 0-255
Enter the Interface on
8 interface which the tunnel is WAN interface type
established on.
Enter the Remote IP to IP address
9 remote_ip which the tunnel is being |AAA.BBB.CCC.DDD where
established here. each part is in the range 0-255
Select enable/disable DDP
10 ddp_broadcast packet forwarding on the [Boolean choice
tunnel here.
Enter the destination IP address
11 route_network network of GRE tunnel AAA.BBB.CCC.DDD where
here. each part is in the range 0-255
IP address
12 |route_netmask Eg;fi:]zﬁ)ﬁ“nbeﬁoﬁaﬁgg AAA.BBB.CCC.DDD where
" |each part is in the range 0-255
IP address
Enter the gateway of the
13 |gateway destinatiog netwo{k here. [AAA.BBB.CCC.DDD where
each part is in the range 0-255

6.3vpn gre _tunnel delete <row_id>

S.No

Command Name

Description

Type and Description

1

<row_id>

GRE Tunnel delete mode

Unsigned integer

47




6.4vpn I2tp client configure

S.No |Command Name [Description Type and Description
1 save Savc_as I2tp_ client .
configuration settings.
5 cancel To revert to the previous
settings.
Saves I12tp client
3 exit configuration settings, and
exit current mode.
4 enable E_nables/ disables L2TP Boolean choice
client.
IP address
5 server_address L2TP server IP address. |[AAA.BBB.CCC.DDD where
each part is in the range 0-255
Network Address of remote |IP address
6 remote network network which is localto  [AAA.BBB.CCC.DDD where
L2TP Server. each part is in the range 0-255
7 remote_subnet :\q/li?;te Network Subnet number in range of 1 to 32
Username allocated to
8 username L2TP client to connectto  [String
L2TP server.
Password allocated to :
9 password client. String
10 mppe_enable Enables mppe encryption. |Boolean choice
11 reconnect_mode Selects reconnect mode. |Reconnect Mode type
If there is no traffic from a
12 time out user_fqr more than the F_{adius client authentication
- specified time out, the timeout Type.
connection is disconnected.

6.5vpn 12tp client_action <action>

S.No

Command Name

Description

Type and Description

1

<action>

Vpn 12tp client action set.

Reconnect Mode type

6.6 vpn 12tp server configure

S.No

Command Name

Description

Type and Description

1

save

Saves [2tp server
configuration settings.
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S.No

Command Name

Description

Type and Description

To revert to the previous

2 cancel .
settings.
Saves I12tp server
3 exit configuration settings, and
exits current mode.
4 enable_v4 Enableg/ disables L2TP Boolean choice
server in IPv4 mode only.
Enables/disables L2TP .
5 enable_ve server in IPv4/IPv6 mode. Boolean choice
6 Routing_mode Select L2TP routing mode. |Select Route Mode
, IP address
7 lstart_address Loty serverstarting [P |\pA BBB.CCC.DDD where
' each part is in the range 0-255
. IP address
8  |end_address L2TP server ending IP | A BRB.CCC.DDD where
address. o
each part is in the range 0-255
9 ipv6_prefix L2TP server IPv6 Prefix.  [String
10 ipv6_prefix_length L2TP server IPv6 Prefix Unsigned integer
length.
L Selects the type of L
11 Authentication_type Authentication required. Authentication type
Enables PAP .
12 EnablePap authentication. Boolean choice
Enables CHAP :
13 EnableChap authentication. Boolean choice
14 EnableMSChap Enables MS-CHAP Boolean choice
authentication.
Enables MS-CHAPv2 ,
15 EnableMSChapv2 authentication. Boolean choice
Enables/Disables support
16 [2tpSecretKeyEnabl [for Secret Key, and enters Boolean choice
e Secret Key if support is
enabled.
Enter L2TP secret Key if .
17 secretiey Secret Key is enabled. String
If there is no traffic from a
: user for more than the Radius client authentication
18 timeout

specified time out, the

connection is disconnected.

timeout Type.
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6.7vpn openvpn config

S.No |Command Name [Description Type and Description
Saves openvpn
1 save configuration settings.
To revert to previous
2 cancel settings openvpn
configuration settings
Saves openvpn
3 exit configuration settings, and
exit current mode.
4 enable sinea;t?[l/zz/r(\j/s?bles OPENVPN 1B, 0lean choice
OpenVPN daemon mode. It
5 mode gﬁgn;u;égg(gyzggzge’ OpenVPN daemon mode.
server client mode
6 Zerver_|dent|f|er_typ SggnVPN server identifier OpenVPN server identifier type
OpenVPN server IP
7 server_ip address/FQDN to which the
client connect.
server i OpenVPN server IP IPV4 or IPv6 address
8 i add_r(—fss address to which the client [depending upon protocol
P connect. selected IPV4 or IPV6
. OpenVPN server FQDN to .
9 server_ip fqdn which the client connect. String
. IP address
10 |vpn_network Q‘;‘tjvf,eosrﬁ of the Virtual 1y \A BBB.CCC.DDD where
' each part is in the range 0-255
. IP address
11 vpn_netmask mgmgrskk of the Virtual AAA.BBB.CCC.DDD where
' each part is in the range 0-255
The port number on which
12 port openvpn server (or Access [Port number
Server) runs.
The protocol used to
communicate with the The protgcol usgad to
13 tunnel_protocol remote host. E.g.TCP communicate with the remote
UDP. UDP is the defautt.  |"°!
The cipher with which the
packets are encrypted. E.g. . . .
14 lencription_algorithm [BF-CBC, AES-128, AES- |1 n€ cipher with which the
192 and AES-256. BF-CBC|Packets are encrypted
is the default
15 hash_algorithm Message digest algorithm |Message <_1I|gest algorithm used
used to to authenticate packets.
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S.No

Command Name

Description

Type and Description

authenticate.packets. E.g.:
SHA1, SHA256 and
SHA512. SHA1 is the
default.

16

tunnel_type

Selects Full Tunnel to
redirect all the traffic
through the tunnel. Select
Split Tunnel to redirect
traffic to only specified
resources (added from
openVpnClient Routes)
through the tunnel. Full
Tunnel is the default.

type of tunnel

17

allow_client_to_clien
t

Enables this to allow
openvpn clients to
communicate with each
other in split tunnel case.
Disabled by default.

Boolean choice

18

select_primaryCert

Enables this to select the
Set of certificates and keys
the server uses. Enable
this for first time
configuration.

Boolean choice

19

select_secondaryCe
rt

Enables this to select Set
of certificates and keys
newly uploaded.

Boolean choice

20

enable_tls_authkey

Enabling this adds Tls
authentication which adds
an additional layer of
authentication. Can be
checked only when the tls
key is uploaded. Disabled
by default.

Boolean choice

21

block_invalid_client_
certificates

Enabling this blocks invalid
client certificates based on
the CRL certificate
uploaded. Can be checked
only when the CRL
certificate is uploaded.

Disabled by default.

Boolean choice
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6.8 vpn openvpn remote_network add

resource.

S.No |Command Name |Description Type and Description
1 Saves Remote network
save : . :
Configuration settings.
5 cancel To revert to previous
settings.
Saves Remote network
3 exit configuration settings, and
exits current mode.
4 common_name Common Na_me of thg String
- OpenVPN client certificate
IP address
5 |remote_network  [\ouwork address ofthe ax BBB CCC.DDD where
’ each part is in the range 0-255
Netmask of the remote IP address
6 remote_netmask AAA.BBB.CCC.DDD where

each part is in the range 0-255

6.9vpn openvpn remote_network edit <row_id>

resource.

S.No |Command Name |Description Type and Description
1 <row_id> Remote network edit mode.|Unsigned integer
> save Save_s Remote ne_twork
Configuration settings.
To revert to previous
3 cancel Remote network
Configuration settings.
Saves Remote network
4 exit configuration settings and
exit current mode.
Common Name of the .
5 common_hame OpenVPN client certificate. String
IP address
6 |remote_network  |\ouwork address ofthe s BRB CCC.DDD where
' each part is in the range 0-255
Netmask of the remote IP address
7 remote_netmask AAA.BBB.CCC.DDD where

each part is in the range 0-255
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6.10 vpn openvpn remote network
delete <row_id>

S.No

Command Name

Description

Type and Description

1

<row_id>

Openvpn remote network
delete mode.

Unsigned integer

6.11 vpn openvpn local_network add

S.No |Command Name [Description Type and Description
1 save Save local network
settings.
5 cancel To revert to previous local
network settings.
Save local network
3 exit configuration settings and
exit current mode.
IP address
4 |local_network Network address of the |\ A o BBR cCC.DDD where
local resource. g
each part is in the range 0-255
IP address
5 |local netmask  |\omask of the local AAA.BBB.CCC.DDD where
' each part is in the range 0-255

6.12 vpn openvpn local_network edit <row_id>

resource.

S.No |[Command Name |Description Type and Description
1 <row_id> Local network edit mode. |Unsigned integer
Saves local network
2 save settings.
3 cancel To revert to previous local
network settings.
Saves local network
4 exit configuration settings, and
exits current mode.
Network address of the IP address
5 local_network local resource. AAA'BBB'.CQC'DDD where
— each part is in the range 0-255
IP address
6  local netmask  [\etmaskofthe local AAA.BBB.CCC.DDD where

each part is in the range 0-255
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6.13 vpn openvpn local _network

delete <row_

id>

S.No

Command Name

Description

Type and Description

1

<row_id>

Deletes the selected
openvpn Local network.

Unsigned integer

6.14 vpn openvpn cert_upload

ca <fileName> <ipAddr>

S.No

Command Name

Description

Type and Description

<fileName> <ipAdadr

>

Browse and upload the
pem formatted CA
Certificate.

String

IP address
AAA.BBB.CCC.DDD where
each part is in the range 0-255

6.15 vpn openvpn cert_upload
server_client_cert <fileName> <ipAddr>

S.No

Command Name

Description

Type and Description

<fileName> <ipAdadr
>

Browse and upload the
pem formatted Server /
Client Certificate.

String

IP address
AAA.BBB.CCC.DDD where
each part is in the range 0-255

6.16 vpn openvpn cert_upload
client_key <fileName> <ipAddr>

S.No |Command Name [Description Type and Description
String
1 <fileName> <ipAddr |Uploads the pem formatted |IP address

>

Server/Client key.

AAA.BBB.CCC.DDD where

each part is in the range 0-255
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6.17 vpn openvpn cert_upload
dh_Key <fileName> <ipAddr>

S.No

Command Name

Description

Type and Description

<fileName> <ipAdadr
>

Uploads the pem formatted
Diffie Hellman key.

String

IP address
AAA.BBB.CCC.DDD where
each part is in the range 0-255

6.18 vpn openvpn cert_upload
tls_Authkey <fileName> <ipAddr>

>

Tls Authentication Key.

S.No |Command Name |Description Type and Description
String
<fileName> <ipAddr |Uploads the pem formatted |IP address

AAA.BBB.CCC.DDD where
each part is in the range 0-255

6.19 vpn openvpn cert_upload
crl_cert <fileName> <ipAddr>

S.No

Command Name

Description

Type and Description

<fileName> <ipAdadr
>

Uploads the pem formatted
CRL Certificate.

String
IP address
AAA.BBB.CCC.DDD where

each part is in the range 0-255

6.20 vpn openvpn cert_upload
config <fileName> <ipAddr>

>

config file.

S.No |Command Name |Description Type and Description
String
<fileName> <ipAddr [Uploads the pem formatted |IP address

AAA.BBB.CCC.DDD where

each part is in the range 0-255
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6.21 vpn pptp client configure

S.No |Command Name [Description Type and Description
1 save Savc_as pptp cllent.
configuration settings.
To revert to previous PPTP
2 cancel Client configuration
settings.
Saves pptp client
3 exit configuration settings, and
exits current mode.
4 enable E_nables/ disables PPTP Boolean choice
client.
IP address
5 server_address PPTP server IP address. |AAA.BBB.CCC.DDD where
each part is in the range 0-255
Network Address of remote |IP address
6 remote_network network which is localto  |AAA.BBB.CCC.DDD where
PPTP Server. each part is in the range 0-255
7 remote_subnet Eﬂz‘?ﬁte Network Subnet Number in range of 1 to 32.
Username allocated to
8 username client to connect to PPTP  |String
Server.
Password allocated to
9 password client to connect to PPTP  |String
Server.
10 mppe_enable Enables mppe encryption. |Boolean choice

11

time_out

Specified time after which
the connection is
disconnected.

Unsigned integer

6.22 vpn pptp client_action <action>

S.No

Command Name

Description

Type and Description

1

<action>

vpn pptp client action set.

Boolean choice

6.23 vpn pptp server configure

S.No |Command Name [Description Type and Description
Saves pptp server

! save configuration settings.
To revert to the previous

2 cancel pptp server configuration
settings.
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S.No

Command Name

Description

Type and Description

Saves pptp server

3 exit configuration settings, and
exits current mode.
Enables/disables PPTP .
4 enable_v4 server in IPv4 mode only. Boolean choice
Enables/disables PPTP .
5 enable_ve server in IPv4/IPv6 mode. Boolean choice
6 Routing_Mode Selects Routing mode. Select Route Mode
. IP address
7 lstart_address o oorverstarting [P l\pa BBB.CCC.DDD where
' each part is in the range 0-255
: IP address
8  lend address e verendngI” - lxaa BBB.CCC.DDD where
' each part is in the range 0-255
9 ipv6_prefix PPTP server IPv6 Prefix. [String
10 ipv6_prefix_length IF; I:;; server [Pv6 Prefix Unsigned integer
. Selects the type of I
11 Authentication_type authentication required. Authentication type
Enables support for PAP .
12 pap_enable authentication method. Boolean choice
Enables support for CHAP .
13 chap_enable authentication method. Boolean choice
Enables support for MS-
14 mschap_enable CHAP authentication Boolean choice
method.
Enables support for MS-
15 mschapv2_enable |CHAPv2 authentication Boolean choice
method.
Enables Mppe 40 bit .
16 Mppe40Enable encryption Boolean choice
17 Mppe128Enable Enable§ Mppe 128 bit Boolean choice
encryption
Enables Stateful Mppe .
18 MppeStatefulEnable encryption Boolean choice
The specified time after . . L
19 UserTimeOut which the connection is E{;ﬂgft%“en; authentication
disconnected. ype.
. Enables/Disables the .
20 Enable_Netbios Netbios functionality. Boolean choice
, . , . IP address
1 Primary_Wins_Serv [Enter primary Windows AAA BBB.CCC.DDD where

er

server ip Address here.

each part is in the range 0-255.
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S.No

Command Name

Description

Type and Description

22

Secondary_Wins_S
erver

Enter Secondary Windows
server ip address.

IP address
AAA.BBB.CCC.DDD where
each part is in the range 0-255.

6.24 vpn sslvpn portal-layouts add

S.No [Command Name |Description Type and Description
1 save Saves portal settings.
> oxit Sa_ves portal settings, and
exits current mode.
To revert to previous portal
3 cancel settings.
- String, Max 32 characters and
4 portal_name Specifies the portal name no ' or empty space or "
. . . String, Max of 32 alpha
5 profile_name Specifies the profile name Aumeric characters
6 ortal title Specifies the web browser |String, Max 64 characters and
P - window title for the portal. |no ' or empty space or "
Specifies the banner title to |, . .
7 banner_title Displays to users before Ectnrtlr;% Mc?ri(eg"‘ characters,  is
logging into the portal. PP ’
Specifies the banner
message that would be String, 'character is not
8 banner_message displaysed along with the [supported;
banner title.
Specifies whether the
. banner message and .
9 display_banner banner title should be Boolean choice
displayed.
Specifies whether the http
10 znable_httpmetatag meta tags should be Boolean choice
enabled.
enable activexwebc Specifies whether the
11 achecleaner activex web cache cleaner |Boolean choice
should be enabled.
Specifies whether the vpn .
12 enable_vpntunnel tunnel should be enabled Boolean choice
. |Specifies whether the port
13 ﬁnable_portforwardl forwarding should be Boolean choice
9 enabled.
Selects the authentication I
14 sslAuthType type for the portal. Supported authentication type
Selects a group name for .
15 SSL_GROUP the portal (only for local E(t)rllng; (IEVI”? xt323 C:séag: ore and
authentication). Pty sp
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6.25 vpn sslvpn portal-layouts edit <row_id>

S.No [Command Name [Description Type and Description
1 <row_id> Edits sslvpn portal layout  |Unsigned integer
2 save Saves portal settings
. Saves portal settings and
3 exit exit current mode
To revert to previous
4 cancel settingsTo revert to the
previous settings
. . . String, Max 32 characters and
5 profile_name Specifies the profile name no ' or empty space or "
, - , String, Max 64 characters and
6 portal_title Specifies the portal title no ' or empty space or "
Specifies the banner title to |, . .
7 banner_title Displays to users before Sgt'r;% MQES,A' characters, " is
logging into the portal. P ’
Specifies the banner
message that would be String, ' character is not
8 banner_message displayed along with the  [supported;
banner title.
Specifies whether the
. banner message and ,
9 display_banner banner title should be Boolean choice
displayed.
Specifies whether the http
10 znable_httpmetatag meta tags should be Boolean choice
enabled.
. Specifies whether the
11 zgﬁglcﬁg:rclg\r/exwebc activex web cache cleaner [Boolean choice
should be enabled.
Specifies whether the vpn .
12 enable_vpntunnel tunnel should be enabled Boolean choice
enable portforwardi Specifies whether the port
13 n P forwarding should be Boolean choice
g enabled.
Selects a group name for ,
14 |SSL_GROUP the portal (only for local (>0 "9, Max 82 characters and
authentication). Ply sp
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6.26 vpn sslvpn portal-layouts delete <row_id>

S.No |Command Name |Description Type and Description
1 <row_id> lD eletes sslvpn portal Unsigned integer
ayout.

6.27 vpn sslvpn portforwarding appconfig add

S.No |Command Name [Description Type and Description
Saves portforwarding Apps
1 save settings
Saves portforwarding Apps
2 exit settings and exit current
mode
To revert to the previous
3 cancel portforwarding Apps
settings.
IP address
4 serverip Server ip address AAA.BBB.CCC.DDD where
each part is in the range 0-255
5 port Server port Port number

6.28 vpn sslvpn portforwarding appconfig
delete <row_id>

S.No |Command Name |Description Type and Description

Deletes an application

1 <row_id> . .
configuration rule

Unsigned integer

6.29 vpn sslvpn portforwarding hostconfig add

S.No [Command Name |Description Type and Description

Saves portforwarding Host

1 save settings

Saves portforwarding Host
2 exit settings and exit current
mode

To revert to the previous
3 cancel portforwarding Host
settings.
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S.No

Command Name

Description

Type and Description

IP address

4 serverip server ip address AAA.BBB.CCC.DDD where
each part is in the range 0-255
5 domain_name domain name String, Max 128 characters and

no ' or empty space or"

6.30 vpn sslvpn portforwarding hostconfig
delete <row_id>

S.No

Command Name

Description

Type and Description

1

<row_id>

Deletes a host
configuration rule.

Unsigned integer

6.31 vpn sslvpn resource add

S.No |Command Name |Description Type and Description
1 save Sav_es sslvpn resource
settings
Saves sslvpn resource
2 exit settings and exit current
mode
3 cancel To revert to previous sslvpn
resource settings.
4 resource_name resource name Strlng, MAX 128_ characters,
is not supported,;
5 service_type service type Sslvpn resource.

6.32 vpn sslvpn resource configure
add <resource_name>

S.No

Command Name

Description

Type and Description

1

<resource_name>

Adds an sslvpn resource
object.

String, MAX 128 characters, '
is not supported;

Saves sslvpn resource

2 save object settings
Saves sslvpn resource

3 exit settings, and exit current
mode.

4 cancel To revert to previous sslvpn

resource settings.
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S.No |Command Name |Description Type and Description
5 object_type object type Sslvpn resource object type.
. IP address
6  |object address || objectaddressofthe |55 "BRR GCC.DDD where
resource object. o
each part is in the range 0-255
7 mask_length The mask length of the number in range of 1 to 32
network.
8 start_port start port Port number
9 end_port end port Port number
10 iom Enables this option to Source address type for users’
P include ICMP traffic. ip policy.

6.33 vpn sslvpn resource configure

delete <row_

id>

S.No

Command Name

Description

Type and Description

1

<row_id>

Deletes an sslvpn resource
object

Unsigned integer.

6.34 vpn sslvpn resource delete <row_id>

S.No

Command Name

Description

Type and Description

1

<row_id>

Deletes an sslvpn resource

Unsigned integer

6.35 vpn sslvpn policy add

S.No |Command Name |Description Type and Description
Saves sslvpn policy
1 save settings
Saves sslvpn policy
2 exit settings and exit current
mode
3 cancel To revert to previous sslvpn
policy settings.
4 policy_type Shows policy type. Sslvpn policy type.
5 policy_owner Shows policy owner String
6 ggstmatlon_objectty destination object type Sslvpn policy destination type.
: : String, character is not
7 policy_name policy name supported:
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S.No |Command Name |Description Type and Description
IP address
8 policy_address policy address AAA.BBB.CCC.DDD where
each part is in the range 0-255
9 policy_masklength |policy masklength number in range of 1 to 32
10 start_port start port Port number
11 end_port end port Port number
12 service_type service type sslvpn resource
String, MAX 128 characters, '
13 resource_name resource name is not supported:
14 policy_permission '[F)ers;ycan be either Permit orsslvpn policy type
15 icm Enables this option to source address type for users
P include ICMP traffic. ip policy

6.36 vpn sslvpn policy edit <row_id>

S.No |Command Name [Description Type and Description
1 <row_id> Edits an sslvpn policy Unsigned integer
> save Sav_es sslvpn policy
settings
Saves sslvpn policy
3 exit settings, and exit current
mode
4 cancel To revert to previous sslvpn
policy settings.
Enter the IP Address to IP address
5 policy_address which the SSL VPN Policy |[AAA.BBB.CCC.DDD where
needs to be applied. each part is in the range 0-255
, Enter the subnet mask for .
6 policy _masklength the above IP address. number in range of 1 to 32
7 start_port Start port. Port number
8 end_port End port. Port number
9 resource_name resource name Strlng, MAX 128 characters,
is not supported.
, - Chooses either Permit or ,
10 policy_permission Deny for this policy. Sslvpn policy type.
11 icm Enables this option to Source address type for users
P include ICMP traffic. ip policy.
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6.37 vpn sslvpn policy delete <row_id>

S.No

Command Name

Description

Type and Description

1

<row_id>

Deletes an sslvpn policy

Unsigned integer.

6.38 vpn sslvpn client

S.No |Command Name [Description Type and Description
1 save Saves sslvpn client settings
5 . Saves sslvpn client settings
exit ;
and exit current mode
3 cancel Tp revert to previous sslvpn
client settings.
4 enable_fulltunnel Enables full tunnel. Boolean choice
5 dns._suffix Sgts the DNS Suffix for this String
client.
. IP address
6 primary_dns gg:\slgrfc)?r,['m:::)l/ign';‘s AAA.BBB.CCC.DDD where
' each part is in the range 0-255.
IP address
7 lsecondary_dns ggtr\s/;?foﬁﬁ%”g?gt')"‘s AAA.BBB.CCC.DDD where
' each part is in the range 0-255
, IP address
8 begin_clientaddress tShe:le’ghae dgrrsgSISPrzgd;ess of AAA.BBB.CCC.DDD where
ge. each part is in the range 0-255.
IP address
9 |end_clientaddress [SSS e st 1P address of | x peg 0oC.DDD where
ge. each part is in the range 0-255.
This setting is to determine
. the wait time for a SSL . .
10 lcp_timeout VPN tunnel negotiation Unsigned integer
attempts.

6.39 vpn sslvpn route add

S.No |Command Name |Description Type and Description
1 save Saves sslvpn route settings
Saves sslvpn route
2 exit settings, and exits current
mode.
To rever revi lvpn
3 cancel rooutg s(ae';[titr?gz.e OSSP
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S.No

Command Name

Description

Type and Description

IP address

4 destination_network |destination network AAA.BBB.CCC.DDD where
each part is in the range 0-255.
IP address

5 subnet_mask subnet mask AAA.BBB.CCC.DDD where

each part is in the range 0-255.

6.40 vpn sslvpn route delete <row_id>

S.No

Command Name

Description

Type and Description

1

<row_id>

Deletes sslvpn client route

Unsigned integer

6.41 vpn ipsec policy configure <name>

| point

gateway or client PC.

S.No |Command Name [Description Type and Description
vpn policy configuration .
1 <name> mode String
> save Saves vpn policy
configuration settings.
To revert to previous vpn
3 cancel policy configuration
settings.
Saves vpn policy
4 exit configuration settings, and
exits current mode.
5 general_policy_type aS:jatt(t)mg policy manual or Vpn policy type.
6 general_ike_version ﬁg}gg version ikev1 or IPsec VPN IKE Version.
general_ip_protocol [Setting protocol version .
7 " version ipv4 or ipv6 Vpn protocol version.
general_select_localSetting local gateway for
8 |_gateway the vpn policy. VPN gateway.
Sets mode to IP address or
general_remote_end|Internet Name/FQDN of the .
9 | point_type remote gateway or client Vpn remote end point type.
PC.
The IP address or Internet
10 general_remote_end Name/FQDN of the remote

11

general_remote_end
| point ip_address

The IP address of the
remote gateway or client
PC.

IPV4 or IPv6 address
depending upon protocol
selected IPV4 or IPV6.
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S.No

Command Name

Description

Type and Description

general_remote_end

The IP address or Internet

12 . Name/FQDN of the remote |String.
_point fqdn gateway or client PC.
Enables/disables mode
config which is similar to
13 ggng(r)erl]lﬁenable_mo DHCP and is used to Boolean choice.
- 9 assign IP addresses to
remote VPN clients.
Enables/disables this to
general_enable_net [allow NetBIOS broadcasts ,
14 bios to travel over the VPN Boolean choice.
tunnel.
Enables this to allow the
VPN to rollover when WAN
15 gsgreral_enable_roll Mode is set to Auto Boolean choice
Rollover on the WAN Mode
page.
16 general_protocol Setting protocol esp or ah. (IPsec VPN Protocol
17 general_enable_dhc Enables/disables dhcp. Boolean choice
18 general_redundant_ [Enables/disables Boolean choice
vpn_gateway Redundant vpn gateway.
19 g;nr?;?rll_ebackup_poll Backup policy name. String
general_failback_tim|[Failback time to switch , .
20 e from back-up to primary. Unsigned integer
Selects the IP addresses
on the local side that will be
part of the tunnel. This can
be either a single IP
21 ?ke r;erzl_local_netwo address, several IP Vpn network type
—yp addresses in a range, an
entire subnet, or any IP
address that wants to
connect.
IPV4 or IPv6 address
50 general_local_start_ [IP address from wh_ere the depending upon protocol
address range needs to begin. selected IPV4 or IPV6
IPV4 or IPv6 address
eneral_local_end_ |IP address where the range .
23 gddress_ = |needs to end 9 depending upon protocol
| selected IPV4 or IPV6
IP address
o4 tgemnz;il_local_subne tEhrgire'E[r\:v%ﬁ(ubnet Mask of AAA BBB.CCC.DDD where
— ' each part is in the range 0-255
o5 general_local_prefix [Prefix length of the ipv6 IPv6 Prefix length

|length

subnet used.
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S.No

Command Name

Description

Type and Description

general_remote_net

Selects the IP addresses
on the remote side that will
be part of the tunnel. This
can be either a single IP

26 address, several IP Vpn network type.
work_type addresses in a range, an
entire subnet, or any IP
address that wants to
connect.
IPV4 or IPv6 address
BT e S e e " Capencing pon protocl
— 9 gin. selected IPV4 or IPV6.
o8 general_remote_end|IP address where the rangeLIPV4 odr. IPv6 address |
address needs to end. epending upon protoco
— selected IPV4 or IPV6.
IP address
59 ggre&i{g&emote_sub ﬁsgget mask of the subnet AAA BBB.CCC.DDD where
— ' each part is in the range 0-255.
30 general_remote_pre Prefix length of the ipv6 IPV6 Prefix length.
fix_length subnet used.
31 gzlri]\tlaéal_enable_kee Enables/disables keepalive |Boolean choice.
: IPV4 or IPv6 address
32 gﬁpce(arfll_keepal|ve_s keepalive sourceip depending upon protocol
P selected IPV4 or IPV6.
, IPV4 or IPv6 address
33 gggﬁ;ilarl](ieepallve_d keepalive destinationip depending upon protocol
P selected IPV4 or IPV6.
Router sends ping packets
34 general_keepalive_d|periodically at regular Keepalive detection period in
etection_period intervals of time which is  [seconds.
specified by the user.
Keepalive failure count of
the specified number of
general_keepalive_f [consecutive packets for . .
35 ailure_count which the Keepalive failure count.
acknowledgement is not
received.
Setting 12tp mode as
36 general_|2tp_mode [None(0) or Client(1) or IPsec L2tp Mode.
Gateway(2).
Takes a hexadecimal value .
37 manual_spi_in between 3 and 8 Takes a hexadecimal value

characters.

between 3 and 8 characters.
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S.No

Command Name

Description

Type and Description

Takes a hexadecimal value

Takes a hexadecimal value

38 manual_spi_out between 3 and 8
characters. between 3 and 8 characters.
manual_encryption_ [The algorithm used to : .
39 algorithm encrypt the data. Vpn encryption algorithm.
The key length for the . .
40 manual_key_length algorithm. Unsigned integer.
Encryption key of the
41 manual_encryption_ |inbound policy. The length Strin
key_in of the key depends on the 9
algorithm chosen
Encryption key of the
40 manual_encryption_ |outbound policy. The length Strin
key_out of the key depends on the 9
algorithm chosen.
manual_authenticati |Algorithm used to verify the L .
43 on_algorithm integrity of the data. Vpn authentication algorithm.
This is the integrity key (for
.__.. ESP with Integrity-mode)
44 (r)nnanktéal_iarl]uthentlcatl for the inbound policy and |String
ey depends on the algorithm
chosen.
This is the integrity key (for
.__.. ESP with Integrity-mode)
45 (r)nnanktéal_gﬂghentlcatl for the outbound policy and [String
ey depends on the algorithm
chosen.
auto_phase1_excha |Setting IKE exchange
46 nge_mode Mode. VPN Exchange Mode
auto_phasei_enabl |Enabling/Disabling Nat .
47 e nat_traversal traversal. Boolean choice
auto_phasei_nat_k |Setting IKE nat alive . .
48 eepalive_frequecy [frequency. Unsigned integer
49 auto_phase1_local_i|Setting IKE local identifier |IPsec VPN IKE local identifier
denttype type. type.
50 iﬁtﬂyggasm—d”ec“ Setting IKE direction type. |IPsec VPN IKE direction Mode.
auto_phase1_local_i . . . .
51 dentifier Setting IKE local identifier. [String
52 auto_phase1_remot |Setting IKE remote IPsec VPN IKE local identifier
e_identtype identifier. type.
auto_phase1_remot |Setting IKE remote :
53 o identifier identifier. String
54 auto_phasei_encry |Setting IKE encryption

ption_algorithm

algorithm.
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S.No

Command Name

Description

Type and Description

auto_phasei_encry

Setting IKE encryption

55 ption_algorithm DES|algorithm.
auto_phasei_encry .
56 |otion_algorithm DES Elnab.'es DES encryption |5 6an choice
enable DES algorithm.
auto_phase1_encr , ,
57 ption_%lgorith_m y Setting IKE encryption
3DES algorithm.
auto_phasei_encry
ption_algorithm .
58 3DES aEIn?)Icr)iI;sm3DES encryption Boolean choice
enable_3DES <3des 9 '
>
auto_phase1_encr , ,
59 ption_%lgorith_m y Settlr)g IKE encryption
AES-128 algorithm.
auto_phasei_encry
ption_algorithm Enables AES-128 .
60 AES-128 encryption algorithm. Boolean choice
enable AES-128
auto_phase1_encr . .
61 ption_palgorith_m y Settlr)g IKE encryption
AES-192 algorithm.
auto_phasei_encry
ption_algorithm Enables AES-192 .
62 AES-192 encryption algorithm. Boolean choice
enable AES-192
auto_phase1_encr . .
63 ption_%lgorith_m y Setting IKE encryption
AES-256 algorithm.
auto_phasei_encry
ption_algorithm Enables AES-256 .
64 AES-256 encryption algorithm Boolean choice
enable AES-256
auto_phase1_encr . .
65 ption_%lgorith_m y Settlr)g IKE encryption
BLOWFISH algorithm.
auto_phasei_encry
66 ption_algorithm Enables BLOWFISH Boolean choi
BLOWFISH encryption algorithm. choice
enable BLOWFISH
auto_phasei_encry
ption_algorithm Enter BLOWFISH . ,
67 IBLOWFISH keylength. Unsigned integer
keylength
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S.No

Command Name

Description

Type and Description

68

auto_phasei_encry
ption_algorithm
CAST128

Setting IKE encryption
algorithm.

69

auto_phasei_encry
ption_algorithm
CAST128

enable CAST128

Enables CAST128
encryption algorithm.

Boolean choice

70

auto_phasei_encry
ption_algorithm
CAST128 keylength

Enter CAST128 keylength.

Unsigned integer

71

auto_phasei_auth_
algorithm

Setting IKE authentication
algorithm.

72

auto_phasei_auth_
algorithm MD5

Setting IKE authentication
algorithm.

73

auto_phasei_auth_
algorithm MD5
enable_MD5

Enables MD5
authentication algorithm.

Boolean choice

74

auto_phasei_auth_
algorithm SHA1

Setting IKE authentication
algorithm.

75

auto_phasei_auth_
algorithm SHA1
enable SHA1

Enables SHA1
authentication algorithm.

Boolean choice

76

auto_phasei_auth_
algorithm SHA2-256

Setting IKE authentication
algorithm.

77

auto_phasei_auth_
algorithm SHA2-256
enable_ SHA2-256

Enables SHA2-256
authentication algorithm.

Boolean choice

78

auto_phasei_auth_
algorithm SHA2-384

Setting IKE authentication
algorithm.

79

auto_phasei_auth_
algorithm SHA2-384
enable_ SHA2-384

Enables SHA2-384
authentication algorithm.

Boolean choice

80

auto_phasei_auth_
algorithm SHA2-512

Setting IKE authentication
algorithm.

81

auto_phasei_auth_
algorithm SHA2-512
enable SHA2-512

Enables SHA2-512
authentication algorithm.

Boolean choice

82

auto_phasei_auth_
method

Setting IKE authentication
algorithm method.

IPsec VPN IKE authentication
algorithm method.

83

auto_phase1_dh_gr
oup

Setting IKE Diffie-Hellman
(DH) Group.

IPsec VPN IKE Diffie-Hellman
(DH) Group type.

84

auto_phasei_sa_life
time

Setting IKE SA lifetime in
seconds.

Unsigned integer.

85

auto_phasei_pre_s
hared_key

Setting IKE pre shared key.

String
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S.No

Command Name

Description

Type and Description

86

auto_phasei_enabl
e_dead_peer_detect
ion

Enabling/Disabling dead
peer detection.

Boolean choice

87

auto_phasei_detect
ion_period

Setting dead peer detection
time period.

Unsigned integer

88

auto_phasei_recon
nect_failure_count

Setting dead peer detection
failure count.

Unsigned integer

89

auto_phasei1_exten
ded_authentication

Setting extended
authentication method.

IPsec VPN IKE extended
authentication method.

90

auto_phasei_authe
ntication_type

Setting extended
authentication type.

IPsec VPN IKE extended
authentication method.

91

auto_phasei1_xauth
|_username

Username for extended
authentication.

String

92

auto_phasei_xauth
| password

Password for extended
authentication.

String

93

auto_phase2_sa_life
time

Vpn auto policy phase2
configure.

94

auto_phase2_sa_life
time seconds

Setting IKE SA lifetime in
seconds.

Unsigned integer

95

auto_phase2_sa_life
time bytes

Setting IKE SA lifetime in
bytes.

Unsigned integer

96

auto_phase2_encry
ption_algorithm

Setting IKE encryption
algorithm.

97

auto_phase2_encry
ption_algorithm DES

Setting IKE encryption
algorithm.

98

auto_phase2_encry
ption_algorithm DES
enable DES

Enables DES encryption
algorithm.

Boolean choice

99

auto_phase2_encry
ption_algorithm
3DES

Setting IKE encryption
algorithm.

100

auto_phase2_encry
ption_algorithm
3DES

enable 3DES <3des
>

Enables 3DES encryption
algorithm.

Boolean choice

101

auto_phase2_encry
ption_algorithm
AES-128

Setting IKE encryption
algorithm.

102

auto_phase2_encry
ption_algorithm
AES-128

enable AES-128

Enables AES-128
encryption algorithm.

Boolean choice
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S.No

Command Name

Description

Type and Description

auto_phase2_encry

Setting IKE encryption

103  |ption_algorithm .
AES-192 algorithm.
auto_phase2_encry
ption_algorithm Enables AES-192 .
104 AES-192 encryption algorithm. Boolean choice
enable AES-192
auto_phase2_encry . .
105 |ption_algorithm Slettlrr;tgr;]IKE encryption
AES-256 aigorithm.
auto_phase2_encry
ption_algorithm Enables AES-256 ,
106 AES-256 encryption algorithm. Boolean choice
enable  AES-256
auto_phase2_encry . .
107  |ption_algorithm gletgrri]tgl’qur}fE encryption
TWOFISH-128 g '
auto_phase2_encry
108 _?Wg?alllsg;ﬁrl{[grg Enables TWOFISH-128 |5, 1020 choice
encryption algorithm.
enable_ TWOFISH-
128
auto_phase2_encry . .
109 |otion_algorithm Slettlrr;tgr;]IKE encryption
TWOFISH-192  dortnm
auto_phase2_encry
110 ?Wg?ellgﬁrqg? Enables TWOFISH-192 |5, 1021 choice
enable. TWOFISH- encryption algorithm.
192
auto_phase2_encry . .
111 ption_algorithm gletgrri]’gqurle encryption
TWOFISH-256 9 '
auto_phase2_encry
112 g_%)g_l:alllsg';ﬁrggrg Enables TWOFISH-256 |5 ,10.an choice
encryption algorithm.
enable_ TWOFISH-
256
auto_phase2_encry . .
113  |ption_algorithm gletgrri]tgl’qur}fE encryption
BLOWFISH 9 '
auto_phase2_encry
114 ption_algorithm Enables BLOWFISH Boolean choice

BLOWFISH
enable_ BLOWFISH

encryption algorithm.
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S.No

Command Name

Description

Type and Description

115

auto_phase2_encry
ption_algorithm
BLOWFISH
keylength

Enters BLOWFISH
keylength.

Unsigned integer

116

auto_phase2_encry
ption_algorithm
CAST128

Setting IKE encryption
algorithm.

117

auto_phase2_encry
ption_algorithm
CAST128

enable_ CAST128

Enables CAST128
encryption algorithm.

Boolean choice

118

auto_phase2_encry
ption_algorithm
CAST128 keylength

Enter CAST128 keylength.

Unsigned integer

119

auto_phase2_auth_
algorithm

Setting IKE authentication
algorithm.

120

auto_phase2_auth_
algorithm MD5

Setting IKE authentication
algorithm.

121

auto_phase2_auth_
algorithm MD5
enable_MD5

Enables MD5
authentication algorithm.

Boolean choice

122

auto_phase2_auth_
algorithm SHA1

Setting IKE authentication
algorithm.

123

auto_phase2_auth_
algorithm SHA1
enable SHA1

Enables SHA1
authentication algorithm.

Boolean choice

124

auto_phase2_auth_
algorithm SHA2-256

Setting IKE authentication
algorithm.

125

auto_phase2_auth_
algorithm SHA2-256
enable_ SHA2-256

Enables SHA2-256
authentication algorithm.

Boolean choice

126

auto_phase2_auth_
algorithm SHA2-384

Setting IKE authentication
algorithm.

127

auto_phase2_auth_
algorithm SHA2-384
enable SHA2-384

Enables SHA2-384
authentication algorithm.

Boolean choice

128

auto_phase2_auth_
algorithm SHA2-224

Setting IKE authentication
algorithm.

129

auto_phase2_auth_
algorithm SHA2-224
enable_ SHA2-224

Enables SHA2-224
authentication algorithm.

Boolean choice

130

auto_phase2_auth_
algorithm SHA2-512

Setting IKE authentication
algorithm.

131

auto_phase2_auth_
algorithm SHA2-512
enable_ SHA2-512

Enables SHA2-512
authentication algorithm.

Boolean choice
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S.No

Command Name

Description

Type and Description

132

auto_phase2_enabl
e_pfskeygroup

Enables/Dlsables PFS key
group.

Boolean choice

133

auto_phase2_dh_gr
oup

Setting IKE Diffie-Hellman
(DH) Group.

IPsec VPN IKE Diffie-Hellman
(DH) Group type

6.42 vpn ipsec dhcp configure

address.

S.No |Command Name |Description Type and Description
1 save Savc_as vpn ipsec thp

configuration settings.

To revert to the previous
2 cancel vpn ipsec dhcp

configuration settings.

Saves vpn ipsec dhcp
3 exit configuration settings and

exits current mode.

o IP address

4 |start_address Setting ipsec dhep start |y A'BBR CCC.DDD where

each part is in the range 0-255

Setting ipsec dhcp end

IP address

mask.

5 end_address AAA.BBB.CCC.DDD where
address. each part is in the range 0-255
Setting ipsec dhcp subnet |1 ,2d9ress

6  |subnet_mask 91 P AAA.BBB.CCC.DDD where

each part is in the range 0-255

6.43 vpn ipsec policy enable <name>

S.No

Command Name

Description

Type and Description

1

<name>

Enables a vpn policy

String

6.44 vpn ipsec policy disable <name>

S.No

Command Name

Description

Type and Description

1

<name>

Disables a vpn policy

String

6.45 vpn ipsec policy delete <name>

S.No

Command Name

Description

Type and Description

1

<name>

Deletes a vpn policy

String
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6.46 vpn ipsec policy connect <name>

S.No

Command Name [Description

Type and Description

1

<name>

Connects a vpn tunnel

String

6.47 vpn ipsec policy drop <name>

S.No

Command Name |Description

Type and Description

1

<name>

Drops/Disconnects a vpn

String




Chapter 7. Configuration commands
under branch DOT11

7.1dot11 profile add <profile_name>

PSK

S.No |Command Name [Description Type and Description
1 <profile_name> 802.11 profile configuration String
mode.
5 save Sav_es profile configuration
settings.
Saves profile configuration
3 exit settings and exit current
mode.
. Sets the 802.11 profile ,
4 ssid SSID. String
. Enables or Disables SSID ,
5 broadcast-ssid broadcast. Boolean choice
6 security_type ,[S)'/if the profile security 802.11 Security Types
7 radio_mode Sets the profile radio mode.[Dot11 Radio band
8 wep Sets profile WEP options.
9 wep authentication Sit:‘ WEP authentication WEP Authentication Types
10 wep encryption Sets WEP encryption type. |WEP Encryption Types
Sets WEP key. Not .
11 wep key required if passphrase is \é\{EP key index type (1-4)
set. g
Sets WEP passphrase to  |WEP key index type (1-4)
12 wep passphrase generate WEP key from.  |String
13 wpa Sets the WPA options.
14 wpa authentication ,[S)'/if WPA authentication WPA Authentication Types
15 wpa encryption Sets WPA encryption type. WPA Encryption Types
WPA Password. Needed
16 wpa wpa-password [only if authentication is String

7.2dot11 profile edit <profile_name>

S.No

Command Name

Description

Type and Description

1

<profile_name>

802.11 profile configuration
mode.

String
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S.No

Command Name

Description

Type and Description

Saves profile configuration

PSK

2 save :
settings.
Saves profile configuration
3 exit settings, and exit current
mode.
. Sets the 802.11 profile .
4 ssid SSID. String
5 broadcast-ssid Enables or DisablesSSID Boolean choice
broadcast.
6 security_type Slzt: the profile security 802.11 Security Types
7 radio_mode Sets the profile radio mode.|[Dot11 Radio band
Sets the profile WEP
8 Wep options.
N Sets the WEP C
9 wep authentication authentication type. WEP Authentication Types
10 wep encryption sg[s the WEP encryption WEP Encryption Types
Sets the WEP key. Not ,
11 wep key required if passphrase is \é\{EP key index type (1-4)
set. fing
Sets the WEP passphrase |WEP key index type (1-4)
12 wep passphrase to generate WEP key from. |String
13 wpa Sets the WPA options.
N Sets the WPA C
14 wpa authentication authentication type. WPA Authentication Types
15 wpa encryption sg[s the WPA encryption WPA Encryption Types
WPA Password. Needed
16 wpa wpa-password |only if authentication is String

7.3dot11 wmm edit <profile_name>

S.No

Command Name

Description

Type and Description

<profile_name>

The name of the profile to
which service is being
added will be displayed
here. 802.11 wmm
configuration mode.

String

save

Saves wmm configuration

settings.
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S.No

Command Name

Description

Type and Description

Saves wmm configuration

3 exit settings, and exit current

mode.
4 enable gggﬁkfségfsi%b\f;mé Boolean choice

Choose among

"Background", "Best Effort",

"video", "Voice". This class

of service is used for the
5 default_class traffic for whose IP Dot11 WMM class

DSCP/TOS value is set to

"Default" in IP

TOS/DiffServ Mapping

table.
6 dscp_0 Selects class of ip dscp. Dot11 WMM class
7 dscp_1 Selects class of ip dscp. Dot11 WMM class
8 dscp_2 Selects class of ip dscp. Dot11 WMM class
9 dscp_3 Selects class of ip dscp. Dot11 WMM class
10 dscp_4 Selects class of ip dscp. Dot11 WMM class
11 dscp_5 Selects class of ip dscp. Dot11 WMM class
12 dscp_6 Selects class of ip dscp. Dot11 WMM class
13 dscp_7 Selects class of ip dscp. Dot11 WMM class
14 dscp_8 Selects class of ip dscp. Dot11 WMM class
15 dscp_9 Selects class of ip dscp. Dot11 WMM class
16 dscp_10 Selects class of ip dscp. Dot11 WMM class
17 dscp_11 Selects class of ip dscp. Dot11 WMM class
18 dscp_12 Selects class of ip dscp. Dot11 WMM class
19 dscp_13 Selects class of ip dscp. Dot11 WMM class
20 dscp_14 Selects class of ip dscp. Dot11 WMM class
21 dscp_15 Selects class of ip dscp. Dot11 WMM class
22 dscp_16 Selects class of ip dscp. Dot11 WMM class
23 dscp_17 Selects class of ip dscp. Dot11 WMM class
24 dscp_18 Selects class of ip dscp. Dot11 WMM class
25 dscp_19 Selects class of ip dscp. Dot11 WMM class
26 dscp_20 Selects class of ip dscp. Dot11 WMM class
27 dscp_21 Selects class of ip dscp. Dot11 WMM class
28 dscp_22 Selects class of ip dscp. Dot11 WMM class
29 dscp_23 Selects class of ip dscp. Dot11 WMM class
30 dscp_24 Selects class of ip dscp. Dot11 WMM class
31 dscp_25 Selects class of ip dscp. Dot11 WMM class
32 dscp_26 Selects class of ip dscp. Dot11 WMM class
33 dscp_27 Selects class of ip dscp. Dot11 WMM class
34 dscp_28 Selects class of ip dscp. Dot11 WMM class
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S.No

Command Name

Description

Type and Description

35 dscp_29 Selects class of ip dscp. Dot11 WMM class
36 dscp_30 Selects class of ip dscp. Dot11 WMM class
37 dscp_31 Selects class of ip dscp. Dot11 WMM class
38 dscp_32 Selects class of ip dscp. Dot11 WMM class
39 dscp_33 Selects class of ip dscp. Dot11 WMM class
40 dscp_34 Selects class of ip dscp. Dot11 WMM class
41 dscp_35 Selects class of ip dscp. Dot11 WMM class
42 dscp_36 Selects class of ip dscp. Dot11 WMM class
43 dscp_37 Selects class of ip dscp. Dot11 WMM class
44 dscp_38 Selects class of ip dscp. Dot11 WMM class
45 dscp_39 Selects class of ip dscp. Dot11 WMM class
46 dscp_40 Selects class of ip dscp. Dot11 WMM class
47 dscp_41 Selects class of ip dscp. Dot11 WMM class
48 dscp_42 Selects class of ip dscp. Dot11 WMM class
49 dscp_43 Selects class of ip dscp. Dot11 WMM class
50 dscp_44 Selects class of ip dscp. Dot11 WMM class
51 dscp_45 Selects class of ip dscp. Dot11 WMM class
52 dscp_46 Selects class of ip dscp. Dot11 WMM class
53 dscp_47 Selects class of ip dscp. Dot11 WMM class
54 dscp_48 Selects class of ip dscp. Dot11 WMM class
55 dscp_49 Selects class of ip dscp. Dot11 WMM class
56 dscp_50 Selects class of ip dscp. Dot11 WMM class
57 dscp_51 Selects class of ip dscp. Dot11 WMM class
58 dscp_52 Selects class of ip dscp. Dot11 WMM class
59 dscp_53 Selects class of ip dscp. Dot11 WMM class
60 dscp_54 Selects class of ip dscp. Dot11 WMM class
61 dscp_55 Selects class of ip dscp. Dot11 WMM class
62 dscp_56 Selects class of ip dscp. Dot11 WMM class
63 dscp_57 Selects class of ip dscp. Dot11 WMM class
64 dscp_58 Selects class of ip dscp. Dot11 WMM class
65 dscp_59 Selects class of ip dscp. Dot11 WMM class
66 dscp_60 Selects class of ip dscp. Dot11 WMM class
67 dscp_61 Selects class of ip dscp. Dot11 WMM class
68 dscp_62 Selects class of ip dscp. Dot11 WMM class

dscp_63 Selects class of ip dscp. Dot11 WMM class

69

7.4dot11 radius configure

S.No

Command Name

Description

Type and Description

1

save

Saves radius configuration

settings.
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S.No |Command Name [Description Type and Description
To revert to the previous
2 cancel radius configuration
settings
Saves ACL configuration
3 exit settings and exit current
mode.
: . IP address
4 primary_server ijﬁeﬁﬁg;f[isrggf\gr AAA.BBB.CCC.DDD where
' each part is in the range 0-255
: IP address
5 |secondary server |o°tS Radius Seconadry 1y 5 )" BRR GGG DDD where
authentication Server. 2
each part is in the range 0-255
6 port Sets port number. number in range of 0 to 65535
7 secret Sets secret key for radius. [String
8 imeout Sgts timeout for radius Badlus client authentication
client. timeout Type.
9 retries Authentication retries limit |Radius client authentication

to radius server.

timeout Type.

7.5dot11 profile delete <profile_name>

S.No

Command Name

Description

Type and Description

1

<profile_name>

Deletes an 802.11 profile.

String
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7.6dot11 accesspoint add <ap_name>

S.No |Command Name [Description Type and Description
802.11 access point .
1 <ap_hame> configuration mode. String
5 save Saves AP configuration
settings.
3 cancel To revert to the previous
AP configuration settings.
Saves AP configuration
4 exit settings, and exit current
mode.
, Sets the 802.11 profile the .
5 profile AP will use. String
. Enables or Disables .
6 wlan_partition wlan_partition. Boolean choice
7 enable_active_time (Setting time. Boolean choice
enable_schedule_co|Enables/disables Schedule .
8 ntrol Control. Boolean choice
9 start Setting the time limits.
10 stop Setting the time limits.
11 start hour Setting the time limits. H(1-12) using 12 hour clock
12 stop hour Setting the time limits. H(1-12) using 12 hour clock
13 start minute Setting the time limits. rsngl?ute in the format MM(00-
14 stop minute Setting the time limits. r5n9|;1ute in the format MM(00-
15 start meridian Setting the time limits. Schedule Meridiem Types.
16 stop meridian Setting the time limits. Schedule Meridiem Types.

7.7dot11 accesspoint edit <ap_name>

AP will use.

S.No |Command Name |Description Type and Description
802.11 access point .
1 <ap_hame> configuration mgde String
5 save Sav_es AP configuration
settings.
3 cancel To revert to th_e previpus
AP configuration settings
Saves AP configuration
4 exit settings, and exits current
mode.
5 profile Sets the 802.11 profile the String
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S.No

Command Name

Description

Type and Description

Enables or Disables

6 wlan_partition wlan_partition. Boolean choice

7 enable_active_time (Setting time. Boolean choice
enable_schedule_co|Enables/disables Schedule .

8 ntrol Control. Boolean choice

9 start Setting the time limits.

10 stop Setting the time limits.

11 start hour Setting the time limits. H(1-12) using 12 hour clock

12 stop hour Setting the time limits. H(1-12) using 12 hour clock

13 start minute Setting the time limits. g19|;1ute in the format MM(00-

14 stop minute Setting the time limits. g19|;1ute in the format MM(00-

15 start meridian Setting the time limits. Schedule Meridiem Types.

16 stop meridian Setting the time limits. Schedule Meridiem Types.

7.8dot11 accesspoint delete <ap_name>

S.No

Command Name

Description

Type and Description

1

<ap_name>

Deletes an 802.11 access

point.

String

7.9dot11 wds enable <radio _no>

S.No

Command Name

Description

Type and Description

1

<radio_no>

Enables wds.

Unsigned integer

7.10 dot11 wds disable <radio _no>

S.No

Command Name

Description

Type and Description

1

<radio_no>

Disables wds.

Unsigned integer

82




7.11 dot11 wds add_peer <radio_no>
<mac_addr>

S.No |Command Name [Description Type and Description

Unsigned integer

<radio_no> <mac_a [Adds peer mac address MAC address

ddr> wds. AA:BB:CC:DD:EE:FF where
each part is in the range 00-FF

7.12 dot11 wds delete_peer <radio_no>
<mac_addr>

S.No |Command Name [Description Type and Description

Unsigned integer

<radio_no> <mac_a |Deletes peer mac address |MAC address

aar> wds. AA:BB:CC:DD:EE:FF where
each part is in the range 00-FF

7.13 dot11 accesspoint disable <ap_name>

S.No |Command Name [Description Type and Description
1 <ap_names> Eésir?:)les an 802.11 access String

7.14 dot11 accesspoint enable <ap_name>

S.No [Command Name [Description Type and Description
1 <ap_name> Egi?]?les an 802.11 access String

7.15 dot11 radio configure <radio_no>

S.No [Command Name |Description Type and Description
1 <radio_no> 802.11 radio configuration Unsigned integer
mode.
> save Sav_es radio configuration
settings.
3 cancel To revert to the_prewou_s
radio configuration settings.
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S.No

Command Name

Description

Type and Description

Saves radio configuration

radio.

4 exit settings, and exit current
mode.
5 channel rSa%tisothe channel used by Dot11 Radio Channels.
6 default-transmit- Sg&fetrhf%:jzglgtgﬁnimg Dot11 Radio default transmit
power fa dio 9 power.

: Sets the dot11 radio Dot11 Radio operating
/ operating_fregency operating frequency. frequency band
8 2.4mode Sets the dot11 radio mode. [Dot11 Radio Mode
9 5mode Sets the dot11 radio mode. [Dot11 Radio Mode

. Sets the Transmission Rate|Dot11 Radio Transmission
10 transmission_rate for the radio. Rate
11 channel_spacing fSO?tfh’;h(raag?:nnel SPaciNg  \radio Channel Spacing.
12 control_side band Sets the contol band for Dot11 Radio control band

7.16 dot11 radio advanced configure

<radio_no>

S.No |Command Name |Description Type and Description
1 <radio_no> ggﬁfi&héﬁoidﬁn dC:d Unsigned integer
> save Savc_as ad\(anced _AP
configuration settings.
To revert to the previous
3 cancel advanced AP configuration
settings.
Saves advanced AP
4 exit configuration settings and
exit current mode.
Sets the time between
5 beacon_interval beacon transmissions (in  [Dot11 BEACON Interval.
milliseconds).
Sets the interval between
6 dtim_interval delivery traffic indication  [Dot11 Dtim Interval.
messages.
7 rts_threshold ?:}Séghtirzgﬂgﬁt to Send Dot11 Rts thresold Interval.
8 fragmentation_thres |Sets the maximum length Dot11 Fragmentation Interval.

hold

of the frame.
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S.No |Command Name |Description Type and Description
Sets the 802.11b preamble

9 preamble_mode type to be prepended to 802.11b Preamble Types.
every frame
Enables/disables RTS/CTS

10 protection_mode handshake before packet |RTSCTS Protection mode.
transmission.
Sets the retry limit for frame

11 short_retry_limit retransmission on 802.11 Retry Limit.
transmission failure.
Sets the retry limit for frame

12 long_retry_limit retransmission on 802.11 Retry Limit.
transmission failure.

13 power_save_enable Enables/Disables power Boolean choice.
save mode.
Sets the no of transmit

14 tx_antennas antennas to use. Dot11 Antenna No.
Sets the no of receive

15 rx_antennas antennas to use. Dot11 Antenna No.

16 ampdu_enable Enables/Disables ampdu. |Boolean choice.

7.17 dot11 accesspoint wps configure

config.

S.No |Command Name |Description Type and Description
1 save Sav_es WPS configuration
settings.
To revert to the previous
2 cancel WPS configuratirc)m settings
Saves WPS configuration
3 exit settings, and exit current
mode.
4 access_point Access point. String.
5 wps_status WPS status. WPS status.
6 configure_via_pin  |Configures WPS via PIN. [Boolean choice.
7 configure_via_pbc |Configures WPS via PBC. |Boolean choice.
. : Sets the PIN for WPS :
8 station_pin String.

7.18 dot11 accesspoint ACL configure

<ap_name>

S.No

Command Name

Description

Type and Description

1

<ap_name>

802.11 AP ACL

configuration mode.

String
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S.No

Command Name

Description

Type and Description

Saves AP ACL

address.

2 save . . .
configuration settings.
To revert to the previous
3 cancel AP ACL configuration
settings.
Saves the AP ACL
4 exit configuration settings, and
exit current mode.
5 acl_policy gg}lsc )t/he accesspoint AGL Accesspoint ACL Policy type.
MAC address
6 mac_address Sets the accesspoint mac |AA:BB:CC:DD:EE:FF where

each part is in the range 00-
FF.

7.19 dot11 accesspoint acl
delete_mac_address <rowid>

S.No

Command Name

Description

Type and Description

1

<rowid>

Deletes acl mac address
entry.

Unsigned integer.
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Chapter 8. Configuration commands
under branch SYSTEM

8.1System NT-Domain-Settings

S.No |Command Name [Description Type and Description
Saves NT Domain
save ; . .
configuration settings.
Saves the NT Domain
2 exit configuration settings and
exit.
3 cancel To revert to the previous
configuration settings.
D . IP address
4 Qrut:]entlcatlon_Serv aSgés;;zs primary server IP AAA BBB.CCC.DDD where
- ’ each part is in the range 0-255
o . |IP address
5 Q:thentlcatlon_Serv ?eert\? ;rﬁpi%cacarggsalternatlve AAA BBB.CCC.DDD where
— ' each part is in the range 0-255
D . : IP address
6 Qrutgentlcatlon_Serv Seert\? etrhleptglég r2I:zrnat|ve AAA BBB.CCC.DDD where
— ’ each part is in the range 0-255
v workgroup Sets the NT Domain Strin
Workgroup. 9
8 second workarou Sets the second alternative Strin
- group Workgroup. 9
, Sets the Third alternative .
9 third_workgroup Workgroup. String
, Sets the NT Domain server . .
10 timeout connection timeout. Unsigned integer
, Sets the NT Domain server . .
11 retries connection retry attempts. Unsigned integer
. . Sets the NT Domain first .
12 first_admin_name server admin name. String
13 first_admin_passwd Sets the NT. Domain first String
server admin password.
14 first_admin_hostna |[Sets the NT Domain first String
me server admin hostname.
, Sets the NT Domain
15 :econd_admln_nam second server admin String
name.
second admin pass Sets the NT Domain
16 - —PaSSlsecond server admin String

wd

password.
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S.No

Command Name

Description

Type and Description

second_admin_host

Sets the NT Domain

17 second server admin String
name hostname.
. . Sets the NT Domain third .
18 third_admin_name server admin name. String
19 third_admin_passwd Sets the NT. Domain third String
server admin password.
20 third_admin_hostna [Sets the NT Domain third String
me server admin hostname.
1 serverCheck Checks the reachability of

configured servers.

8.2system Active-Directory-Settings

first server admin name.

S.No |Command Name [Description Type and Description
1 save Saves Active Directory
Configuration settings.
Saves Active Directory
2 exit configuration settings and
exit.
To revert to the previous
3 cancel configuration settings.
I . IP address
4 Q:Jt:]entlcatlon_Serv Esig(tjsrér;: primary server |P AAA BBB.CCC.DDD where
- ' each part is in the range 0-255.
I . |IP address
5 Qrutgentlcatlon_Serv geertj e’[rhIePs,ae(;:grrgjS slternatlve AAA BBB.CCC.DDD where
— ' each part is in the range 0-255.
I . . IP address
6 Q:thentlcatlon_Serv SS:SJPFPtZI(;gr?aI;esmatlve AAA BBB.CCC.DDD where
- ' each part is in the range 0-255.
- Act_lve_D|rectory_Do Sets the Active Directory String
main Domain.
, . |Sets the Second
8 iiiongafnime—mre Alternative Active Directory [String
Y- Domain.
9 Third_Active_Direct [Sets the Third Alternative Strin
ory_Domain Active Directory Domain. 9
. Sets the Active Directory . .
10 imeout domain connection timeout. Unsigned integer
: Sets the Active Directory . .
11 retries connection retry attempis. Unsigned integer
12 first_admin_name Sets the Active Directory String
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S.No

Command Name

Description

Type and Description

Sets the Active Directory

configured servers.

13 first_admin_passwd (first server admin String
password.
: . Sets the Active Directory
14 first_admin_hostna first server admin String
me
hostname.
. Sets the Active Directory
15 zecond_admln_nam second server admin String
name.
. Sets the Active Directory
16 \?V%cond_admln_pass second server admin String
password.
. Sets the Active Directory
17 second_admin_host second server admin String
name
hostname.
: : Sets the Active Directory .
18 third_admin_name third server admin name. String
Sets the Active Directory
19 third_admin_passwdithird server admin String
password.
: : Sets the Active Directory
20 third_admin_hostna third server admin String
me
hostname.
1 serverCheck Checks the reachability of

8.3system LDAP_Settings

er 3

server I[P address.

S.No |Command Name [Description Type and Description
Saves LDAP configuration
1 save settings.
: Saves LDAP configuration
2 exit settings and exit.
To revert to the previous
3 cancel configuration settings.
o . IP address
4 Authentication_Serv (Sets the primary server IP AAA BBB.CCC.DDD where
er 1 address. S
each part is in the range 0-255.
o . |IP address
5 Authentication_Serv [Sets the second alternative AAA BBB.CCC.DDD where
er_2 server IP address. o
each part is in the range 0-255.
o . . IP address
6 Authentication_Serv |Sets the third alternative AAA BBB.CCC.DDD where

each part is in the range 0-255.
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configured servers.

S.No |Command Name [Description Type and Description
7 LDAP_Base DN Sets the LDAP Base DN. |String
8 Second_LDAP_Bas |Sets the second alternative Strin
e DN LDAP Base DN. 9
9 Third_LDAP_Base_[Sets the Third alternative Strin
DN LDAP Base DN. 9
10 LDAPAttribute1 Sets the LDAP Attribute 1. |String
11 LDAPAttribute2 Sets the LDAP Attribute 2. |String
12 LDAPAttribute3 Sets the LDAP Attribute 3. |String
13 LDAPAttribute4 Sets the LDAP Attribute 4. |String
. Sets the LDAP server . .
14 timeout connection timeout. Unsigned integer
: Sets the LDAP server . .
15 retries connection retry attempts. Unsigned integer
. . Sets the LDAP first server .
16 first_admin_name admin name. String
17 first_admin_passwd Sets_the LDAP first server String
admin password.
18 second_admin_nam |Sets the LDAP second String
e server admin name.
second_admin_pass|Sets the LDAP second .
19 . String
wd server admin password.
. . Sets the LDAP third server .
20 third_admin_name admin name. String
. . Sets the LDAP third server .
21 third_admin_passwd admin password. String
50 serverCheck Checks the reachability of

8.4 system POP3_Settings
POP3_Server_Configuration

S.No |Command Name [Description Type and Description
Saves POP3 configuration

1 save settings.

> exit Saves POPS3 configuration
settings and exit.

3 cancel To revert to the previous
configuration settings.

4 Q‘rUt? entication_Serv Sets the primary server.  |String

5 Q\rutgentlcatlon_Serv Sets the secondary server. |String
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S.No

Command Name

Description

Type and Description

Authentication_Serv
er 3

Sets the optional server.

String

Authentication_Port

Sets the port for primary

configured servers.

7 K server. Port number
8 A;thentlcatlon_Port Sets the port for secondary Port number
| server.
Authentication_Port (Sets the port for optional
9 '3 server. Port number
10 SSL_Enable 1 Er]ables the SSL for Boolean choice
primary server.
Enables the SSL for :
11 SSL_Enable 2 secondary server. Boolean choice
Enables the SSL for :
12 SSL_Enable_3 optional server. Boolean choice
13 CA_File_1 CAFILE for primary server. |String
14 CA_File 2 CAFILE for secondary String
server.
15 CA_File_3 CAFILE for optional server. |String
16 serverCheck Checks the reachability of

8.5system POP3_Settings POP3_Trusted CA

S.No |Command Name [Description Type and Description
. Exits the
L POP3_Trusted CA.
String
. IP address
2 add Adds a certificate. AAA BBB.CCC.DDD where
each part is in the range 0-255
3 delete Deletes a certificate. String

8.6 system logging ipv4 configure

S.No [Command Name [Description Type and Description
1 save Sav_es logging configuration
settings.
Saves logging configuration
2 exit settings and exit current
mode.
To revert to the previous
3 cancel logging configuration

settings.
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S.No |[Command Name |Description Type and Description
¢ loetiogs T EnablolDisable. - [poolean choice
T S T Sy
o bl P i T snan e
B i) T gl
© ot logs " logs EnableiDsabl. - [Podean choce
W
o N2 P ot e
1 fetioos o logs EncblelDisable, . [Podiean choce
12 eogs " logs Ensblbiaple, . [Pocean i
o 0 5 N2 0 P ot
o LA ST
o o 01 ST g e
16 |unicast_traffic_logs éggg;;%?;gggfic loge Boolean choice
17 st raitc loge - [Traffc ogs Enable/Disable, 2%/ choice
e N0 oo
20 ftp_logs FTP logs Enable/Disable. |Boolean choice
21 |icmp_invalid_logs E‘::g%/lgil\sﬂ:bECkets 1°9° [Boolean choice
22 |icmp_redirect_logs Eggirsr?;%?el/%li\gzblrzckets Boolean choice
23  |og_invalid_packet Log invalid packet Boolean choice

Enable/Disable.
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8.7 system logging facility configure <facility>

S.No |Command Name [Description Type and Description
. System logging facility . .
1 <facility> configuration mode. Logging Facility Type.
> save Savc_as Iog_ FaC|I|ty_
configuration settings.
Saves log facility
3 exit configuration settings and
exit current mode.
To revert to the previous
4 cancel log Facility configuration
settings.
Sets level options. This . .
. Logging Facility Type.
5 level_options_set command can run multiple Logging Level Options Type.

times in this view to set

different level options.

Boolean choice.

8.8 system logging remote configure

ess2

logs and alerts will be sent.

S.No |Command Name |Description Type and Description
1 save Savgs remote Logglng
configuration settings.
Saves remote logging
2 exit configuration settings and
exit current mode.
To revert to the previous
3 cancel remote logging
configuration settings.
Sets the log identifier
4 log_identifier prefixed to both, e-mail and |String
Syslog messages.
5 email_logs_enable Sets_ whether or not system Boolean choice
— Y emails scheduled logs.
6 email_server Ezts options for emailing of String
7 smtp_port The SMTP portofthe e- |50 1 mber
mail server.
return_email_addres|Sets email address SMTP .
8 . String
S server replies are sent.
9 send_to_email_addr|Sets email address where Strin
ess logs and alerts will be sent. 9
send_to_email_addr|Sets email address where .
10 String
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S.No

Command Name

Description

Type and Description

11

send_to_email_addr
ess3

Sets email address where
logs and alerts will be sent.

String

Sets SMTP authentication

12 smtp_auth details.
13 smtp_auth type Slzt:SSMTP authentication SMTP Authentication Types.
smto auth Sets SMTP authentication
14 usefn_ame username (for plain and String
CRAM-MDS5 auth).
Sets SMTP authentication
15 smtp_auth password|password (for plain and String
CRAM-MDS5 auth).
Enables Tls support (for
16 Tls_Enable plain and CRAM-MD5 Boolean choice
auth).
identd_from_smtp_s|Enables/Diables to identd .
17 erver_enable from smtp server. Boolean choice
Sets schedule for sending
18 schedule log by email
19 schedule unit Sets schedule unit. Schedule Unit Types.
20 schedule day Sets schedule day. Schedule Day Types.
21 schedule time Sets schedule time. Schedule Time Units Types.
22 schedule meridiem |Sets schedule meridiem.  [Schedule Meridiem Types.
23 syslog_server syslog
syslog_server
24 server_name1 servert
syslog_server
25 server_name2 server2
syslog_server
26 server_name3 server3
07 syslog_server serverd
server_name4
syslog_server
28 server_nameb5 servers
syslog_server
29 server_name6é server6
syslog_server
30 server_name?7 server/
31 syslog_server servers
server_name8
syslog_server
32 server_name1 Boolean Choice Y/N Boolean choice

enable
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S.No

Command Name

Description

Type and Description

syslog_server

IP address

33 Sets Syslog server. AAA.BBB.CCC.DDD where
server_name1 name each part is in the range 0-255
syslog_server

34 server_name1 Sets Syslog severity. Syslog server severity types.
severity
syslog_server

35 server_name1 Sets Syslog facility. Syslog server facility ID types
facility
syslog_server

36 server_name?2 Boolean Choice Y/N. Boolean choice
enable

IP address

37 [Syslog_server Sets Syslog server. AAA.BBB.CCC.DDD where
server_name2 name each part is in the range 0-255
syslog_server

38 server_name2 Sets Syslog severity. Syslog server severity types.
severity
syslog_server

39 server_name2 Sets Syslog facility. Syslog server facility ID types.
facility
syslog_server

40 server_name3 Boolean Choice Y/N. Boolean choice
enable

IP address
41 zgf\'fégr—ﬁgxgg ~ame|Sets Syslog server. AAA.BBB.CCC.DDD where
— each part is in the range 0-255
syslog_server

42 server_name3 Sets Syslog severity. Syslog server severity types.
severity
syslog_server

43 server_name3 Sets Syslog facility. Syslog server facility ID types.
facility
syslog_server

44 server_name4 Boolean Choice Y/N Boolean choice
enable

IP address
45 zgf\'fégr—ﬁgxgz ~ame|Sets Syslog server. AAA.BBB.CCC.DDD where
— each part is in the range 0-255
syslog_server

46 server_name4 Sets Syslog severity. Syslog server severity types.
severity
syslog_server

47 server_name4 Sets Syslog facility. Syslog server facility ID types.

facility
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S.No

Command Name

Description

Type and Description

syslog_server

48 server_nameb Boolean Choice Y/N. Boolean choice
enable
syslog_server IP address
49 server_name5 name Sets Syslog server. AAA.BBB._CQC.DDD where
each part is in the range 0-255
syslog_server
50 server_nameb5 Sets Syslog severity. Syslog server severity types.
severity
syslog_server
51 server_nameb Sets Syslog facility. Syslog server facility ID types.
facility
syslog_server
52 server_name6 Boolean Choice Y/N. Boolean choice
enable
syslog_server IP address
53 server_names name Sets Syslog server. AAA.BBB._CQC.DDD where
each part is in the range 0-255
syslog_server
54 server_name6 Sets Syslog severity. Syslog server severity types.
severity
syslog_server
55 server_name6é Sets Syslog facility. Syslog server facility ID types.
facility
syslog_server
56 server_name? Boolean Choice Y/N. Boolean choice
enable
syslog_server IP address
57 server_name7 name Sets Syslog server. AAA.BBB._CQC.DDD where
each part is in the range 0-255.
syslog_server
58 server_name7 Sets Syslog severity. Syslog server severity types.
severity
syslog_server
59 server_name7 Sets Syslog facility. Syslog server facility ID types.
facility
syslog_server
60 server_names8 Boolean Choice Y/N. Boolean choice.
enable
syslog_server IP address
61 server_names name Sets Syslog server. AAA.BBB._CQC.DDD where
each part is in the range 0-255.
syslog_server
62 server_name8 Sets Syslog severity. Syslog server severity types.

severity
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S.No

Command Name

Description

Type and Description

63

syslog_server
server_name8

facility

Sets Syslog facility.

Syslog server facility ID types.

8.9system logging ipv6 configure

le

Dropped packets.

S.No |Command Name [Description Type and Description
Saves ipv6 logging

1 save configuration settings.
Saves ipv6 logging

2 exit configuration settings, and
exits current mode.
To revert to the previous

3 cancel ipv6 logging configuration
settings.
Enasbles/Disables logging

4 I;;gwan_accept_en for the LAN to WAN Accept |[Boolean choice
packets.

lan wan droo enab Enables/Disables logging

5 e P for the LAN to WAN Boolean choice
Dropped packets.
Enables/Disables logging

6 \év;g_lan_accept_en for the WAN to LAN Accept |[Boolean choice
packets.
Enables/Disables logging

7 wan_lan_drop_enab for the WAN to LAN Boolean choice

8.10 system Radius-Settings

server

server I[P address.

S.No |Command Name [Description Type and Description
1 save Saves RADIUS
configuration settings.
Saves RADIUS
2 exit configuration settings and
exit current mode.
3 cancel To revert to the previous
configuration settings
4 primary-radius- Sets Primary RADIUS anAdgrBe;SCCC DDD where
server server IP address. : I
each part is in the range 0-255
. IP address
5 secondary-radius- |Sets Secondary RADIUS AAA BBB.CCC.DDD where

each part is in the range 0-255
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S.No

Command Name

Description

Type and Description

optional-radius-

Sets Optional RADIUS

IP address

configured servers.

6 AAA.BBB.CCC.DDD where
server server IP address. each part is in the range 0-255
primary-server- Sets Primary RADIUS

/ authentication-port |server port. Port number

8 seconde_lry—gerver— Sets Secondary RADIUS Port number
authentication-port [server port.

9 optlonal_-server- Sets Optional RADIUS Port number
authentication-port [server port.

10 primary-server- Sets Primary RADIUS String
secret server secret.
secondary-server- |Sets Secondary RADIUS .

11 String
secret server secret.

12 optional-server- Sets Optional RADIUS String
secret server secret.

13 primary-server- Sets primary server Radius server connection
timeout connection timeout. timeout in seconds

14 secondary-server- |Sets secondary server Radius server connection
timeout connection timeout. timeout in seconds

15 optional-server- Sets optional server Radius server connection
timeout connection timeout. timeout in seconds
primary-server- Sets primary server . .

16 retries connection retry attempts. Radius server retries attempts.
secondary-server- |Sets secondary server . .

17 retries connection retry attempts. Radius server retries attempts.

18 optional-server- Sets optional server Radius server retries attempts.
retries connection retry attempts.

19 serverCheck Checks the reachability of

8.11 system remote_management https

configure
Command . .
S.No N Description Type and Description
ame
1 save Saves access Management
settings for https.
Saves access Management
2 exit settings for https and exit
current mode.
3 cancel To revert to the previous
Remote Mgmt settings.
4 enable Enables/disables remote Boolean choice

mgmt over https.
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S.No ﬁgmgand Description Type and Description
5 type Enables/disables remote Unsigned integer
mgmt over https.
Sets the starting IP in case
of range, and the IP to be |IP address
6 from_address allowed access in case of |AAA.BBB.CCC.DDD where
granting access to a each part is in the range 0-255
particular machine
Sets the Ending IP in case || ,2ddress
7 end_address of range AAA.BBB.CCC.DDD where
’ each part is in the range 0-255
8 port Sse(tasfg:eHr_)r(_)rrltD?/ou want to Unsigned integer
9 enable_remote_sn [Enables/disables remote Boolean choice
mp snmp.
10 ﬁnable_remote_ss Esr}]ables/disables remote Boolean choice

8.12 system remote_management telnet

configure

S.No

Command Name

Description

Type and Description

1

save

Saves access Management
settings for telnet.

exit

Saves access Management
settings for telnet and exit
current mode.

cancel

To revert to the previous
Remote Mgmt settings.

enable

Enables/disables remote
mgmt over telnet.

Boolean choice

type

The kind of access you
want to allow.

Unsigned integer

from_address

Sets the starting IP in case
of range, and the IP to be
allowed access in case of
granting access to a
particular machine.

IP address
AAA.BBB.CCC.DDD where
each part is in the range 0-255

to_address

Sets the Ending IP in case
of range.

IP address
AAA.BBB.CCC.DDD where

each part is in the range 0-255
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8.13 system sessionSettings admin configure

S.No |Command Name | Description Type and Description
1 save Sav_es Configurable WAN
settings.
5 . Saves configurable settings
exit .
and exit current mode.
To revert to the previous
3 cancel Configurable Session
settings settings.
N Enters the Session timeout .
4 SessionTimeout for the admin group. Idle timeout value for user.

8.14 system sessionSettings guest configure

for the guest group.

S.No |Command Name [Description Type and Description
Saves Configurable
1 save settings.
> exit Saves configurable settings
and exit current mode.
To revert to the previous
3 cancel Configurable Session
settings.
4 SessionTimeout Enters the Session timeout Idle timeout value for user.

8.15 system snmp trap configure <agent ip>

S.No |Command Name |Description Type and Description
, . IP address
1 |<agent ip> iﬂg"ep trap configuration |y pp BBB CCC.DDD where
' each part is in the range 0-255.
> save Savc_as SNMP trap
configuration settings.
Saves SNMP trap
3 exit configuration settings, and
exit current mode.
To revert to the previous
4 cancel snmp configuration
settings.
IP address
5  lagent P :gg;‘fss ofthe  |AAA BBB.CCC.DDD where
' each part is in the range 0-255.
6 snmp_version Snmp Version v1/v2/v3 String
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S.No

Command Name

Description

Type and Description

SNMP trap port the trap

to listen for traps in the
Public community.

7 port . Port number
messages will be sent to.
The community string to
which the agent belongs.

8 community Most agents are configured [String

8.16 system snmp trap delete <agent_ip>

S.No

Command Name

Description

Type and Description

1

<agent_ip>

Deletes an SNMP trap
configuration.

IP address
AAA.BBB.CCC.DDD where
each part is in the range 0-255.

8.17 system snmp users configure <user>

with the SNMPV3 user.

S.No |Command Name [Description Type and Description
1 <user> SNMP v3 .User “S.t snmpv3uers list user type
configuration settings
Saves SNMP trap
2 save configuration settings.
Saves SNMP v3 Users
3 exit configuration settings and
exit current mode.
To revert to the previous
4 cancel SNMP v3 Users
configuration settings.
. Authentication and privacy |Snmp security level type for
S security_level settings. snmpv3users list.
6 authentication algo Selects either MD5 or SHA [Snmpv3uers list authentication
—2190 |3 uthentication. algorithm type.
DES-56 privacy is available . .
7 privacy_algorithm  [for the authentication Slnrgrﬁ\;]?:ﬁrsgst privacy
negotiation. 9 ype.
authentication pass Shared authentication
8 o ord —PaSS | assword with the SNMPv3|String
user.
9 privacy_password Shared privacy password String
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8.18 system snmp sys configure

S.No |Command Name [Description Type and Description
Saves SNMP system
1 Save configuration settings.
To revert to the previous
2 cancel snmp configuration
settings.
Saves SNMP system
3 exit configuration settings and
exit current mode.
Sets system contact String, Max 32 characters and
4 sys-contact information. no ' or empty space or”.
, Sets system location String, Max 32 characters and
5 sys-location information. no ' or empty space or”.
6 Svs-name Sets system name String, Max 32 characters and
y information. no ' or empty space or ".

8.19 system snmp access add

S.No

Command Name

Description

Type and Description

1

save

Saves SNMP access
control configuration
settings.

exit

Saves SNMP access
configuration settings and
exit current mode.

cancel

To revert to the previous
snmp configuration
settings.

agent

The IP address of the
SNMP agent.

IP address
AAA.BBB.CCC.DDD where
each part is in the range 0-255.

subnet_mask

The network mask used to
determine the list of
allowed SNMP managers.
To allow any IP on the
network to manager the
device enter
255.255.255.0. For a
specific host, enter
255.255.255.255. To allow
global access, enter
0.0.0.0.

IP address
AAA.BBB.CCC.DDD where
each part is in the range 0-255.

accessType

SNMP trap port the trap

messages will be sent to.

String
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S.No

Command Name

Description

Type and Description

community

The community string to
which the agent belongs.
Most agents are configured
to listen for traps in the

Public community

String

8.20 system snmp access edit <rowid>

S.No

Command Name

Description

Type and Description

1

<rowid>

snmp configuration mode

Unsigned integer

2

save

Saves SNMP access
control configuration
settings.

exit

Saves SNMP access
configuration settings and
exit current mode.

cancel

To revert to the previous
snmp configuration
settings.

agent

The IP address of the
SNMP agent.

IP address
AAA.BBB.CCC.DDD where
each part is in the range 0-255

subnet_mask

The network mask used to
determine the list of
allowed SNMP managers.
To allow any IP on the
network to manager the
device enter
255.255.255.0. For a
specific host, enter
255.255.255.255. To allow
global access, enter
0.0.0.0.

IP address
AAA.BBB.CCC.DDD where
each part is in the range 0-255

accessType

SNMP trap port the trap
messages will be sent to.

String

community

The community string to
which the agent belongs.
Most agents are configured
to listen for traps in the

Public community.

String
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8.21 system snmp access delete <rowid>

S.No

Command Name

Description

Type and Description

1

<rowid>

SNMP access configuration

mode.

Unsigned integer

8.22 system switch_settings power_saving

configure

S.No

Command Name

Description

Type and Description

1

save

Saves powerMode
configuration settings.

exit

Saves power mode
configuration settings, and
exit current mode.

cancel

To revert to the previous
content Filtering ower
mode configuration
settings.

link_status

Enables/Disables Link
status

Boolean choice

cable_length

Enables/Disables Cable

Length

Boolean choice

8.23 system switch_settings jumbo_frame

configure
S.No |Command Name [Description Type and Description
1 save Savgs jumbo frarr_le
configuration settings.
Saves jumbo frame
2 exit configuration settings and
exit current mode.
To revert to the previous
3 cancel jumbo frame configuration
settings.
4 jumbo_frame Eg;k;lfas/Dlsables jumbo Boolean choice
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8.24 system admin_setting configure

S.No |Command Name |Description Type and Description
1 save Sav_es system admin
settings.
Saves configuration
2 exit settings, and exit current
mode.
To revert to the previous
3 cancel admin configuration
settings.
4 System_name String

8.25 system time configure

minutes).

S.No |Command Name [Description Type and Description
Saves time configuration
1 save settings.
Saves time configuration
2 exit settings, and exits current
mode.
To revert to the previous
3 cancel time configuration settings.
4 time_zone Specifies timezone Timezones
enable_daylight_sav|Specifies whether you want :
5 ing to enable daylight saving. Boolean choice
confiqure nto serve Specifies whether to use
6 s gure_ntp_ ntpp servers or user will set|Boolean choice
date and time.
Specifies whether to use
7 use_default_servers [system default NTP servers|Boolean choice
or custom NTP servers.
8 primary_ntp_server [Sets Primary NTP server. |String
9 secondary_ntp_serv |Sets Secondary NTP String
er server.
10 ntp_year Sets year for the date. Year
11 ntp_month Sets month for the date.  |Month in the format MM(01-12)
12 ntp_day Sets Day for the date. Day in the format DD(01-31)
13 ntp_hour Sets hour for the date. HH(00-23) using 24 hour clock
14 ntp_minutes Sets minutes for the date. g/lgl?ute in the format MM(00-
15 ntp_seconds Sets seconds for the date. ?g)cond in the format SS(00-
16 ntp_sync_interval Sets sync interval (in Unsigned integer
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8.26 system traffic_meter configure

email alert.

S.No [Command Name |Description Type and Description
1 save Savgs traf_fic metc_ar
configuration settings.
Saves traffic meter
2 exit configuration settings and
exit current mode.
To revert to the previous
3 cancel traffic meter configuration
settings.
4 enable Enables/Disables the traffic Boolean choice
meter status.
Sets traffic Limit Type 0(No
5 limit_type limit), 1(Download only), [traffic meter types
2(Both Directions).
- he monthly limit val , .
6 monthly_limit Sfettﬁ; tfafficc:) r;[letyer. tvalue Unsigned integer
. . Enables/Disables status of
7 ;ncrease_llmlt_enabl increase limit of the traffic |[Boolean choice
meter option.
8 increase_limit_by Se’gs the value _to increase Unsigned integer
- = limit of the traffic meter.
Sets traffic counter as
9 counter either specific time or traffic counter type
restart counter now.
10 time_hour Sets hours for restart time. |HH(00-23) using 24 hour clock
11 time_minute ’[Sirit:. minutes for restart g/lglr;ute in the format MM(00-
12 day_of _month Sets day of month. Calendar day of month
13 send_email_report E:;??;g'ﬁ?bles send Boolean choice
Sets block Traffic type
14 block_type 0(block all traffic) 1(block [Block traffic type.
all traffic except email).
15 send_email_alert Enables/Disables send Boolean choice

8.27 system usb usb1 configure

S.No

Command Name

Description

Type and Description

1

save

Saves Configurable WAN
settings.
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S.No |Command Name [Description Type and Description
Saves configurable WAN
2 exit settings and exit current
mode.
To revert to the previous
3 cancel Configurable WAN settings
settings.
4 enable Enables USB1 Boolean choice
5 printer_enable Enables printer usb Boolean choice
6 Storage_enable Enables Storage USB Boolean choice
Selects the USB type
7 usb_type 3G_USB_ADAPTOR/USB_|usb device type
Disc

8.28 system usb usb2 configure

S.No |Command Name |Description Type and Description
Saves USB1 Settings
1 save settings. °
> exit Sa_ves USB2 settings and
exit current mode.
To revert to the previous
3 cancel Configurable WAN settings
settings.
4 enable Enables USB2. Boolean choice
5 printer_enable Enables printer. Boolean choice
6 Storage_enable Enables USB2. Boolean choice
Selects the USB type
7 usb_type 3G_USB_ADAPTOR/USB_|usb device type

Disc.

8.29 system usb shareport_vilan configure

<row_id>
S.No |Command Name [Description Type and Description
1 <row_id> ShafePO”. on vian Unsigned integer
configuration.
5 save Sav_es SharePort on vlan
settings.
Saves shareport on vian
3 exit settings and exit current
mode.
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S.No

Command Name

Description

Type and Description

cancel

To revert to the previous
shareport on vlan settings.

printer_sharing

Enables printer

Boolean choice

storage_sharing

Enables USB2

Boolean choice

8.30 system group add

group.

S.No |Command Name [Description Type and Description
Saves system group
1 save configuration settings.
Saves system group
2 exit configuration settings and
exit current mode.
To revert to the previous
3 cancel system group configuration
settings.
4 groupname Eg:gr the Group Name String
L Enter a brief description of .
5 description the group here String
- Selects the privilege type
6 Privilege_Type for the group.
v Pr|V|I_ege_Type Adds ADMIN privilege to Boolean choice
Admin the group.
8 Privilege_Type Adds sslvpn privilege to the Boolean choice
sslvpn group.
Privilege_Type Adds L2TP privilege to the .
9 LoTP group. Boolean choice
10 Privilege_Type Adds PPTP privilege to the Boolean choice
PPTP group.
11 Privilege_Type Adds Xauth privilege to the Boolean choice
Xauth group.
12 Privilege_Type Adds Guest privilege to the Boolean choice
Guest group.
Privilege_Type Adds captive portal .
13 Captive_Portal privilege to the group. Boolean choice
14 grouptimeOut Enter the time out for the Idle timeout value for user.

8.31 system group edit <row_id>

S.No

Command Name

Description

Type and Description

1

<row_id>

System groups edit mode.

Unsigned integer
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S.No

Command Name

Description

Type and Description

Saves system group

the group.

2 save ; . X
configuration settings.
Saves system group
3 exit configuration settings and
exit current mode.
To revert to the previous
4 cancel system group configuration
settings.
. Enter a brief description of .
5 description the group here. String
6 grouptimeOut Enter the new time out for Idle timeout value for user.

8.32 system group delete <row_id>

S.No

Command Name

Description

Type and Description

1

<row_id>

System groups delete

mode.

Unsigned integer

8.33 system users add

sword

user.

S.No |Command Name [Description Type and Description
1 save Savgs system user
configuration settings.
Saves system user
2 exit configuration settings and
exit current mode.
To revert to the previous
3 cancel system user configuration
settings.
4 username Enter the username here. |String
5 FirstName Enter the user's first name String
ere.
6 LastName Enter the user's last name String
ere.
7 password Enter the password here. [String
8 password_confirm E:r'fnter the password String
9 groupname Enter the groupname here. |String
enable chande pas Enables/Disables change
10 - gep password for captive portal [Boolean choice
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8.34 system users edit <row_id>

sword

user.

S.No |Command Name |Description Type and Description
1 <row_id> System users edit mode. |Unsigned integer
> save Savgs system user
configuration settings.
Saves system user
3 exit configuration settings and
exit current mode.
To revert to the previous
4 cancel system user configuration
settings.
5 FirstName Enter the user's first name String
here.
6 LastName Enter the user's last name String
ere.
String
7 change_password |Change user's password. [String
String
Enables/Disables change
8 enable_change_pas password for captive portal [Boolean choice

8.35 system users delete <row_id>

S.No

Command Name

Description

Type and Description

1

<row_id>

System users delete mode.

Unsigned integer

8.36 system group groupaccesscontrol
configure <group_id>

S.No |Command Name [Description Type and Description
1 <group_id> ggﬂﬁ%f&ﬁfﬁ, control Unsigned integer
Saves gr ntrol
2 save configugra?iga 22?’[??53?0 "o
Saves group access control
3 exit configuration settings and
exit current mode.
To revert to the previous
4 cancel group access control
configuration settings.
5 deny_login Denies login. Boolean choice
6 deny_login_wan Denies login wan. Boolean choice
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S.No

Command Name

Description

Type and Description

allow_login_from_de
fined_ips

Login from ip.

Boolean choice

allow_login_from_de
fined_browsers

Login from browser.

Boolean choice

8.37 system group access_control _browser

add

S.No |Command Name [Description Type and Description
Saves group access control

1 save browser configuration
settings.
Saves group access control

> . browser configuration

exit . .

settings and exit current
mode.
To revert to the previous

3 cancel group access control
browser configuration
settings.

4 group_id group id Unsigned integer

5 browser_name browser name Supported browsers

8.38 system group access_control_browser

delete <row_

id>

S.No

Command Name

Description

Type and Description

1

<row_id>

Deletes a browser from
Access Control browsers
list.

Unsigned integer

8.39 system group access_control_ip add

S.No

Command Name

Description

Type and Description

Saves group access control

1 save . ; ! .
ip configuration settings.
Saves group access control
2 exit ip configuration settings

and exit current mode.
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S.No |Command Name [Description Type and Description

To revert to the previous

3 cancel group access control ip
configuration settings.
4 group_id group id Unsigned integer
source address type for users
5 address_type address type ip policy
IP address

6 source_address Sets the source address. [AAA.BBB.CCC.DDD where
each part is in the range 0-255

Sets the source network

7 mask_length mask length.

number in range of 1 to 32

8.40 system group access_control_ip delete
<row_id>

S.No |Command Name [Description Type and Description

Deletes an ip from Access

! <row_id> Control ips list.

Unsigned integer
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Chapter 9. Configuration commands
under branch UTIL

9.1 util system_check ping <ip_address>

S.No

Command Name

Description

Type and Description

1

<ip_address>

Pings an Internet Address.

String

9.2util system_check dns_lookup <dns>

S.No

Command Name

Description

Type and Description

1

<dns>

To retrieve the IP address
of a Web, FTP, Mail or any

other Server on the Internet

String

9.3 util system_check traceroute <ip_address>

S.No

Command Name

Description

Type and Description

<ip_address>

Displays all the routers
present between the
destination IP address and
this router.

String

9.4 util system_check capturePackets
start <interface>

S.No

Command Name

Description

Type and Description

1

<interface>

Starts the packet capture.

String

9.5 util system_check capturePackets
download <fileName> <ipAddr>

S.No

Command Name

Description

Type and Description

<fileName> <ipAdadr
>

Downloads the packet
capture to the host
machine.

FileName string

IP address
AAA.BBB.CCC.DDD where
each part is in the range 0-255.

9.6 util dbglog_download <fileName> <ipAddr>

S.No

Command Name

Description

Type and Description

1

<fileName> <ipAdadr
>

Downloads Dbglogs to the
host machine

FileName string
IP address
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S.No

Command Name

Description

Type and Description

AAA.BBB.CCC.DDD where
each part is in the range 0-255

9.7 util usb_test <ipAddr> <fileName>

S.No

Command Name

Description

Type and Description

1

<ipAddr> <fileName
>

To test the USB.

String
FileName string

9.8 util firmware_upgrade <IpAddr> <FileName>

S.No

Command Name

Description

Type and Description

<IpAddr> <FileNam
e>

To upgrade the firmware.

IP address
AAA.BBB.CCC.DDD where
each part is in the range 0-255
String.

9.9 util enable_auto_backup <status>

S.No |Command Name [Description Type and Description
1 <status> Enables/Disables Auto Boolean choice
Backup support. '

9.10 util enable_config _encryp <status>

S.No

Command Name

Description

Type and Description

1

<status>

Enables/Disables
Configuration encryption
support.

Boolean choice

9.11 util watchdog_disable <status>

S.No

Command Name

Description

Type and Description

1

<status>

Disables/Enables watchdog
timer.

Boolean choice
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Chapter 10. Configuration commands
under branch LICENSE

10.1 license list

S.No |Command Name [Description Type and Description
1 list Lists all Iicgnses configured
on the device.
: Activates a license on the
2 activate

device.

10.2 license activate <activationKey>

S.No |Command Name [Description Type and Description
, . Takes a string value that has
1 <activationKey> Qg\tlli\::aetes a license on the only AtoZ, atgz and 0to9
) characters only
> list Lists all Iicg—)nses configured
on the device.
: Activates a license on the
3 activate

device.
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Chapter 11. Configuration commands
under branch NET

11.1 net ipv6_tunnel six_to_ four configure

S.No |Command Name |Description Type and Description

Saves sixToFour Tunnel

1 save . . .
configuration settings.

Saves sixToFour Tunnel
2 exit configuration settings, and
exits current mode.

To revert to the previous
3 cancel sixToFourTunnel
configuration settings.

Enables/disables automatic
tunneling which will allow

. . [traffic from a LAN IPv6
ag;oarglaetlc_tunnelmg network to be tunneled Boolean choice
— through a WAN IPv4
network to reach an IPV6
network.

11.2 net bandwidth profile enable <enable>

S.No |Command Name [Description Type and Description

It allows to enable/disable

bandwidth profiles. Boolean choice

1 <enable>

11.3 net bandwidth profile add

S.No |Command Name [Description Type and Description

Saves bandwidth profile

! save configuration settings.

Saves bandwidth Profile
2 exit configuration settings and
exit current mode.

To revert to the previous

3 cancel bandwidth Profile
configuration settings.
4 name Unique Profile Name. String

Policy Type, either Inbound

or Outbound. Bandwidth policy type.

5 policytype
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S.No

Command Name

Description

Type and Description

Profile Type, either Priority

6 type or Rate. Bandwidth profile type.
7 priority Priority. Bandwidth priority type.
8 minimum_ rate Minimum Bandwidth Minimum bgndwidth rate 0-
- provided by user. Max bandwidth Kbps.
. Maximum Bandwidth Maximum bandwidth rate 100-

9 maximum_rate provided by user. 100000 Kbps.

Enter WAN interface

(WAN1/WANZ2) for Outbund

Policy and LAN/VLAN (Use
10 Interface show net bandwidth profile |String

interface_list command to
see list) interface for
Inbound Bandwidth Profile.

11.4 net bandwidth profile edit <row_id>

S.No |Command Name [Description Type and Description
. It allows to edit a bandwidth . :

1 <row_id> profile. Unsigned integer

5 save Saves bandwidth profile
configuration settings.
Saves bandwidth Profile

3 exit configuration settings and
exit current mode.
To revert to the previous

4 cancel bandwidth Profile
configuration settings.

5 name Unique Profile Name. String

. Policy Type, either Inbound : .

6 policytype or Outbound. Bandwidth policy type.
Profile Type, either Priority , .

7 type or Rate. Bandwidth profile type.
Select from Low, Medium

8 priority or High if the profile type is |Bandwidth priority type.
priority.

9 minimum rate Minimum Bandwidth Minimum bandwidth rate 0-

- provided by user. Max bandwidth Kbps.
10 maximum_rate Maximum Bandwidth Maximum bandwidth rate 100-

provided by user.

100000 Kbps.
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S.No

Command Name

Description

Type and Description

11

Interface

Enter WAN interface
(WAN1/WANZ2) for
Outbound Policy and
LAN/VLAN (Use show net
bandwidth profile
interface_list command to
see list)interface for
Inbound Bandwidth Profile.

String

11.5 net bandwidth profile delete <row_id>

S.No

Command Name

Description

Type and Description

1

<row_id>

It allows to delete a
bandwidth profile.

Unsigned integer

11.6 net bandwidth traffic_selector add

S.No |Command Name [Description Type and Description
1 save Savc_as Tra_ffic Selt_actor
configuration settings.
Saves Traffic Selector
2 exit configuration settings and
exit current mode.
To revert to the previous
3 cancel Traffic Selector
configuration settings.
4 profile_name Profile Name. String
5 service name '!'o see available services String
- list by show command.
6 match_type Irﬁﬂxgt%zgz;an be IP Traffic selector match type.
IP address
7 ip_address IP Address. AAA.BBB.CCC.DDD where
each part is in the range 0-255.
IP address
8 subnet_mask Subnet Mask. AAA.BBB.CCC.DDD where
each part is in the range 0-255.
MAC address
AA:BB:CC:DD:EE:FF where
9 mac_address MAC Address each part is in the range 00-
FF.
10 port_name Port Name Traffic selectors Port types.
11 vlan_id Vian ID Unsigned integer.
12 access_point Virtual Access Point Name (String.

118




11.7 net bandwidth traffic_selector
edit <row_id>

S.No |Command Name |Description Type and Description
It allows to edit a traffic
1 <row_id> selector for a bandwidth Unsigned integer
profile.
5 save Savgs Tra_ffic Selt_actor
configuration settings.
Saves Traffic Selector
3 exit configuration settings and
exit current mode.
To revert to the previous
4 cancel Traffic Selector
configuration settings.
5 profile_name Profile Name. String
6 service_name Sjii:v\\/’aéfgrizﬁév'ces list String
7 match_type IP /MAC Address Traffic selector match type.
IP address
8 ip_address IP Address. AAA.BBB.CCC.DDD where
each part is in the range 0-255.
IP address
9 subnet_mask Subnet Mask. AAA.BBB.CCC.DDD where
each part is in the range 0-255.
MAC address
AA:BB:CC:DD:EE:FF where
10 mac_address MAC Address each part is in the range 00-
FF.
11 port_name Port Name Traffic selectors Port types.
12 vlan_id Vian ID Unsigned integer.
13 access_point Virtual Access Point Name |String

11.8 net bandwidth traffic_selector
delete <row_id>

S.No

Command Name

Description

Type and Description

1

<row_id>

It allows to delete a traffic
selector for a bandwidth
profile.

Unsigned integer
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11.9 net ddns wan1 configure

S.No |[Command Name |Description Type and Description
1 save Saves DDNS configuration
settings.
Saves DDNS configuration
2 exit settings and exit current
mode.
To revert to the previous
3 cancel DDNS configuration
settings.
Enables or Disables
4 ddns_service Dyndns to provide Dynamic|Select the Ddns Service type.
DNS service
String, Max 64 characters and
5 hostname Sets Hostname. no ' or empty space or "
String, Max 64 characters and
6 username Sets username. no ' or emply space or "
String, Max 64 characters and
7 password Sets Password. no ' or empty space or "
8 time_update_enable g’:;ss Timeperiod as 30 Boolean choice
9 wild_flag_enable Enables/Disables using Boolean choice

wild cards.

11.10

net ddns wan2 configure

S.No |Command Name [Description Type and Description
1 save Sav_es DDNS configuration
settings.
Saves DDNS configuration
2 exit settings and exit current
mode.
To revert to the previous
3 cancel DDNS configuration
settings.
Enables or Disables
4 ddns_service Dyndns to provide Dynamic(Select the Ddns Service type.
DNS service
5 hostname Sets Hostname. ﬁ'ct)”,ngr’ é\ﬂrr?;(tsdés:c?éa;t?rs and
6 username Sets username. ﬁ'g',ngr’ gﬂrr?;tsdés:gag:?rs and
v password Sets Password. String, Max 64 characters and

no ' or empty space or"
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S.No

Command Name

Description

Type and Description

time_update_enable

Sets Timeperiod as 30
days.

Boolean choice

Enables/Disables using

9 wild_flag_enable wild cards. Boolean choice
11.11 net lan dhcp reserved _ip
configure <mac_address>
S.No [Command Name [Description Type and Description
MAC address
1 |<mac_address> | orF Heserved IPs AA:BB:CC:DD:EE:FF where
' each part is in the range 00-FF
> save Saves DHCP Reserved IPs
configuration settings.
Saves DHCP Reserved IPs
3 exit configuration settings, and
exit current mode.
To revert to the previous
4 cancel DHCP Reserved IPs
configuration settings.
Sets IP Address to be IP address
5 ip_address reserved AAA.BBB.CCC.DDD where
' each part is in the range 0-255
6 computer_name Specifies a unique name. |String
i Selects to Associate with IP ,
7 Association / MAC Binding. Boolean choice
8 log_dropped_packet Specmes logging option for Boolean choice
S this rule.
11.12 net lan dhcp reserved _ip
delete <mac_address>
S.No |Command Name |Description Type and Description

1

<mac_address>

Deletes a specific reserved
ip entry.

MAC address
AA:BB:CC:DD:EE:FF where
each part is in the range 00-FF
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11.13

configure <mac_address>

net dmz dhcp reserved_ip

S.No |Command Name [Description Type and Description
MAC address
1 |<mac address>  |PCP Reserved IPs AA:BB:CC:DD:EE:FF where
add/edit mode. T
each part is in the range 00-FF
5 save Saves DHCP Reserved IPs
configuration settings.
Saves DHCP Reserved IPs
3 exit configuration settings and
exit current mode.
To revert to the previous
4 cancel DHCP Reserved IPs
configuration settings.
Sets IP Address to be IP address
5 ip_address reserved AAA.BBB.CCC.DDD where
' each part is in the range 0-255
11.14 net dmz dhcp reserved_ip
delete <mac_address>
S.No |Command Name |Description Type and Description
. MAC address
1 |<mac_address>  |DeoteS & specilicreserved | p gp.GC.DDIEE:FF where
P Y- each part is in the range 00-FF
11.15 net ethernet
configure <interface_name>
S.No |Command Name [Description Type and Description
. Ethernet configuration .
1 <interface_name> mode. String
5 save Saves ethernet
configuration settings.
Saves ethernet
3 exit configuration settings, and
exits current mode.
4 cancel To revert to the previous
configuration settings.
Enables/Disables VLAN for ,
5 vlan-enable this interface. Boolean choice
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S.No

Command Name

Description

Type and Description

Enables/Disables native

6 native-vlan VLAN status. Boolean choice
7 vlanid Sets VLAN Id. Unsigned integer
11.16 net lan ipv4 configure
S.No |Command Name [Description Type and Description
1 save Sav_es LAN configuration
settings.
Saves LAN configuration
2 exit settings and exit current
mode.
To revert to the previous
3 cancel LAN configuration settings.
4 static Configures LAN Settings.
IP address
5 |static address Sets system LAN [P AAA.BBB.CCC.DDD where
address. g
each part is in the range 0-255
IP address
6 |static subnet_mask |>o, SYstem LAR subnet iaax Bgp coC.DDD where
' each part is in the range 0-255
7 dhcp Configures DHCP Settings.
8 dhcp mode Sets dhcp mode. dhcpv4 modes
IP address
9  |dhcp start_address Sgéfedshs"p servers start |\ \p BBB.CCC.DDD where
' each part is in the range 0-255
IP address
10 [dhcp end_address [>oro GNP SerVers end - ianp BB CCC.DDD where
’ each part is in the range 0-255
IP address
11 dhcp default_gw Sets dhcp default gateway. |[AAA.BBB.CCC.DDD where
each part is in the range 0-255
IP address
12 dhcp primary_dns  |Sets primary dns server. |AAA.BBB.CCC.DDD where
each part is in the range 0-255
IP address
13 dhcp secondary_dns|Sets secondary dns server. AAA.BBB.CCC.DDD where
each part is in the range 0-255
IP address
14 dhcp wins_server  |Sets Wins Server address. |[AAA.BBB.CCC.DDD where
each part is in the range 0-255
: . Number in range of 1 to
15 dhcp lease_time Sets system Lease Time. 562800.
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S.No

Command Name

Description

Type and Description

String, Max 256 characters and

16 dhcp domain_name |Sets dhcp domain name. no ' or empty space or "
IP address
17 |dncp relay_gateway asgéfedshsc" relays gateway |\aa BBB.CCC.DDD where
' each part is in the range 0-255
18 dns Configures DNS Settings.
19 dns host_name Configures DNS Settings.
20 dns host_name Configures DNS Host
mapping NameMapping.
o1 dns host_name Configures DNS Host
mapping 1 NameMapping for 1st row.
Configures DNS Host
22 g]nas h?nSt—zn ame NameMapping for 2nd
pping Row.
3 dns host_name Configures DNS Host
mapping 3 NameMapping for 3rd row.
o4 dns host_name Configures DNS Host
mapping 4 NameMapping for 4th row.
o5 dns host_name Configures DNS Host
mapping 5 NameMapping for 5th row.
26 dns host_name Configures DNS Host
mapping 6 NameMapping for 6th row.
57 dns host_name Configures DNS Host
mapping 7 NameMapping for 7th row.
o8 dns host_name Configures DNS Host
mapping 8 NameMapping for 8th row.
dns host_name
29 mapping 1 Sets Host Name. String
host_name
dns host_name IP address
30 mapping 1 Sets Host Name. AAA.BBB.CCC.DDD where
ipaddress each part is in the range 0-255
dns host_name
31 mapping 2 Sets Host Name. String
host_name
dns host_name IP address
32 mapping 2 Sets Host Name. AAA.BBB.CCC.DDD where
ipaddress each part is in the range 0-255
dns host_name
33 mapping 3 Sets Host Name. String
host_name
dns host_name IP address
34 mapping 3 Sets Host Name. AAA.BBB.CCC.DDD where
ipaddress each part is in the range 0-255
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S.No |Command Name [Description Type and Description
dns host_name
35 mapping 4 Sets Host Name. String
host_name
dns host_name IP address
36 mapping 4 Sets Host Name. AAA.BBB.CCC.DDD where
ipaddress each part is in the range 0-255
dns host_name
37 mapping 5 Sets Host Name. String
host_name
dns host_name IP address
38 mapping 5 Sets Host Name. AAA.BBB.CCC.DDD where
ipaddress each part is in the range 0-255
dns host_name
39 mapping 6 Sets Host Name. String
host_name
dns host_name IP address
40 mapping 6 Sets Host Name. AAA.BBB.CCC.DDD where
ipaddress each part is in the range 0-255
dns host_name
41 mapping 7 Sets Host Name. String
host_name
dns host_name IP address
42 mapping 7 Sets Host Name. AAA.BBB.CCC.DDD where
ipaddress each part is in the range 0-255
dns host_name
43 mapping 8 Sets Host Name. String
host_name
dns host_name IP address
44 mapping 8 Sets Host Name. AAA.BBB.CCC.DDD where
ipaddress each part is in the range 0-255
Configures the LAN
45 proxy Proxies.
46 proxy dns_enable Enables/Disables dns Boolean choice
proxy.
11.17 net lan ipv6 configure
S.No [Command Name [Description Type and Description
1 save Sav_es LAN configuration
settings.
Saves LAN configuration
2 exit settings and exit current
mode.
3 cancel To revert to the_ previoys
LAN configuration settings.
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S.No

Command Name

Description

Type and Description

static

Sets system LAN Settings.

Sets system LAN IP

IP address
abcd:abcd:abcd:abcd:abed:abc

5 static address address. d:abcd:abcd where each part
is in the range [0-9A-Fa-f:]

6 static prefix_value |Prefix length Unsigned integer

7 dhcp Sets system LAN Settings.

8 dhcp server_enable [Sets dhcpv6 server status. [Boolean choice

9 dhcp mode DHCPv6 Mode dhcpv6é modes

10 dhcp domain_name [DHCP server domain name String, Max 256 characters

- and no ' or empty space or "
dhcp : .

11 server_preference Server preference number. {Unsigned integer

12 dhcp dns_type Dns server type. dhcpv6 dns server types
IP address

, , abcd:abcd:abcd:abcd:abcd:abc

13 dhcp primary_dns  |[Enter primary dns server. d:abcd:abed where each part
is in the range [0-9A-Fa-f:]
IP address

Enter secondary dns abcd:abcd:abcd:abcd:abcd:abce

14 dhcp secondary_dns server. d:abcd:abcd where each part
is in the range [0-9A-Fa-f:]

15 |dhcp rebind_time  |Rebind time. number in range of 0 to

604800

11.18

net lan ipv6 pool

configure <ipv6PoolStartAddr>

S.No |Command Name |Description Type and Description
IP address
) IPv6 LAN configuration abcd:abcd:abcd:abcd:abcd:abc
1 <ipv6PoolStartAdar> add/edit mode. d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]
> save Saves LAN configuration
settings.
Saves LAN configuration
3 exit settings and exit current
mode.
To revert to the previous
4 cancel LAN configuration settings.
IP address
5 start_address Sets dhcpv6 start IP abcd:abcd:abcd:abcd:abed:abc

address.

d:abcd:abcd where each part is

in the range [0-9A-Fa-f:]
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S.No

Command Name

Description

Type and Description

Sets dhcpv6 end IP

IP address
abcd:abcd:abcd:abcd:abed:abc

6 end_address address. d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]
7 prefix_value Prefix length Unsigned integer
11.19 net lan ipv6 pool
delete <ipv6PoolStartAddr>
S.No |Command Name [Description Type and Description
IP address
. IPv6 LAN configuration abcd:abcd:abcd:abcd:abced:abc
1 <P V6POOIStartAddr>delete. d:abcd:abcd where each part is
in the range [0-9A-Fa-f]
11.20 net igmp configure
S.No |Command Name [Description Type and Description
1 save Saves igmp settings.
. Saves igmp settings and
2 exit exit current mode.
3 cancel To revert to the previous
igmp settings settings.
Specifies the igmp proxy .
4 Enable should enable or disable. Boolean choice
This command is used to  |WAN interface type WAN-
5 \lfv‘f’,\tf1eam'”terfa°e— select WAN upstream  |DHCP/WAN-PPTP/WAN-
interface for WAN1. L2TP.
UpStreaminterface This command is used to  |WAN interface type WAN-
6 W?ANZ — |select WAN upstream DHCP/WAN-PPTP/WAN-
interface for WANZ2. L2TP.
11.21 net intel_Amt server configure
S.No |Command Name [Description Type and Description
1 save Saves InterlAmt server
configuration settings.
To revert to the previous
2 cancel IntelAmt server
configuration settings.
Saves IntelAmt server
3 exit configuration settings and
exit current mode.
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S.No [Command Name [Description Type and Description
4 enable_Intel_Amt Egikéles/dlsables Intel Amt Boolean choice.
5 Wan_hosts IntelAmt Wan Host Type. |Intel Amt Wan Host type.
IntelAmt Wan Host .
6 Wan_host_Address Address. String.
IP address
7 Internal_Address IntelAmt internal Address. [AAA.BBB.CCC.DDD where
each part is in the range 0-255.
11.22 net intel _Amt_Reflector configure
S.No [Command Name [Description Type and Description
1 save Savgs IntngAmt Beflector
configuration settings.
To revert to the previous
2 cancel IntelAmt server
configuration settings.
Saves IntelAmt server
3 exit configuration settings and
exit current mode.
Enables intelAmt reflectors
4 enable on port.
5 ?nr][:f)_limt_Reflector Enables/disables Ports. Boolean choice
6 ?nr][:f)_limt_Reflector Enak_)flfes intelamt reflectors
| destport on different ports.
enable
7 Intel_Amt_Reflector [Enables/disables Ports. Boolean choice
| destport 16992
enable
8 Intel_ Amt_Reflector [Enables/disables Ports. Boolean choice
| destport 16993
enable
9 Intel_Amt_Reflector [Enables/disables Ports. Boolean choice
| destport 16994
enable
10 Intel_ Amt_Reflector [Enables/disables Ports. Boolean choice
| destport 16995
enable
11 Intel_Amt_Reflector [Enables/disables Ports. Boolean choice
| destport 9971
12 Intel_Amt_Reflector [Sets port number for
|_srcport different ports.
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S.No |Command Name |Description Type and Description
Intel_Amt_Reflector [Enter source port value for
13 |'srcport 16992 16992, Port number
Intel_Amt_Reflector [Enter source port value for
14 srcport 16993 16993, Port number
Intel_Amt_Reflector [Enter source port value for
15 srcport 16994 16994, Port number
Intel_Amt_Reflector [Enter source port value for
16 'srcport 16995 16995, Port number
Intel_Amt_Reflector [Enter source port value for
17 |_srcport 9971 9971. Port number
11.23 net ip_Aliasing server add
S.No [Command Name [Description Type and Description
1 save Saves Ip Alias server
configuration settings.
To revert to the previous Ip
2 cancel Alias server configuration
settings.
Saves Ip Aias server
3 exit configuration settings and
exit current mode.
Selects the Interface for the :
4 Interface Ip Aliasing WAN interface type.
IP address
5 lp_Address Ip Address for ip Aliasing. |AAA.BBB.CCC.DDD where
each part is in the range 0-255.
. IP address
6  |Subnet Mask Suonet maskfor p AAA.BBB.CCC.DDD where
9 each part is in the range 0-255.
11.24 net ip_Aliasing server edit <row_id>
S.No |Command Name [Description Type and Description
1 <row_id> Ed't'.ng Ip _Allasmg server Unsigned integer
configuration.
5 save Saves Ip Alias server
configuration settings.
To revert to the previous Ip
3 cancel Alias server configuration
settings.
Saves Ip Aias server
4 exit configuration settings and
exit current mode.
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S.No [Command Name [Description Type and Description
5 Interface Selept t.he Interface for the WAN interface type
Ip Aliasing
IP address
6 Ip_Address lp Address for ip Aliasing. |AAA.BBB.CCC.DDD where
each part is in the range 0-255.
, IP address
7 |Subnet_Mask uonet maskfor i AAA.BBB.CCC.DDD where
9 each part is in the range 0-255.
11.25 net ip_Aliasing server delete <row_id>
S.No |Command Name [Description Type and Description
. Deletes Ip Aliasing . .
1 <row_id> configuration. Unsigned integer
5 save Savgs Ip Allas server
configuration settings.
To revert to the previous Ip
3 cancel Alias server configuration
settings.
Saves Ip Aias server
4 exit configuration settings and
exit current mode.
Selects the Interface for the .
5 Interface Ip Aliasing. WAN interface type
IP address
6 lp_Address Ip Address for ip Aliasing. |AAA.BBB.CCC.DDD where
each part is in the range 0-255
. IP address
7 |Subnet Mask Suonet maskfor p AAA.BBB.CCC.DDD where
9- each part is in the range 0-255
11.26 net mode configure
S.No |Command Name [Description Type and Description
1 save Savc_as IP Mode _
configuration settings.
Saves IP Mode
2 exit configuration settings and
exit current mode.
To revert to the previous IP
3 cancel Mode configuration
settings.
. Selects IPv4 only or .
4 ip_type IPv4/IPv6 mode. Select the ip address type.
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11.27

net ipv6_tunnel isatap add

S.No

Command Name

Description

Type and Description

1

save

Saves isatap tunnel
configuration settings.

exit

Saves isaptap tunnel
configuration settings, and
exit current mode.

cancel

To revert to the previous
isatap tunnel configuration
settings.

subnet_prefix

This is the 64-bit subnet
prefix that is assigned to
the logical ISATAP subnet
for this intranet.

String

end_point_type

This is the endpoint
address for the tunnel that
starts with this router. The
endpoint can be the LAN
interface (assuming the
LAN is an IPv4 network), or
a specific LAN IPv4
address.

Select the local end point
address type.

ipv4_address

The local end point address
if not the LAN IPv4

address.

IP address
AAA.BBB.CCC.DDD where

each part is in the range 0-255.

11.28

net ipv6_tunnel isatap edit <row_id>

S.No |Command Name [Description Type and Description
1 <row_id> Isatap Tunnel configuration Unsigned integer
mode.
5 save Savgs isa’gap tunr_1e|
configuration settings.
Saves isaptap tunnel
3 exit configuration settings and
exit current mode.
To revert to the previous
4 cancel isatap tunnel configuration
settings.
This is the 64-bit subnet
5 subnet_prefix prefix that is assigned to String

the logical ISATAP subnet

for this intranet.
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S.No |Command Name [Description Type and Description
This is the endpoint
address for the tunnel that
starts with this router. The
. endpoint can be the LAN  [Select the local end point
6 end_point_type interface (assuming the address type.
LAN is an IPv4 network), or
a specific LAN IPv4
address.
The local end point address|IP address
7 ipv4_address if not the LAN IPv4 AAA.BBB.CCC.DDD where
address. each part is in the range 0-255
11.29 net ipv6_tunnel isatap delete <row_id>
S.No |Command Name [Description Type and Description
1 <row_id> Deletes a s_pecmgd isatap Unsigned integer
tunnel configuration mode.
11.30 net routing mode configure
S.No |Command Name [Description Type and Description
1 save Sav_es NAT configuration
settings.
Saves NAT configuration
2 exit settings and exit current
mode.
To revert to the previous
3 cancel Basic Security Level
configuration settings.
Selects NAT or
4 type Transparent or Bridge Routing mode type.
mode.
Sets IP Addresses for
5 bridgeModeSetup  |Bridge and DMZ interfaces
in same subnet.
. , , . IP address
o |prdgeodeSeup |Ghes bidoe neface D jaaa 555,06, 00D whers
- ' each part is in the range 0-255.
. : . IP address
- bndggModeSetup Gives DMZ Interface ip AAA BBB.CCC.DDD where
dmz_interfacelp Address. 7
each part is in the range 0-255.
. . IP address
o [oidachiedeseup |Ghcs suone lorine M aaA 885.C0G, 00D whers
' each part is in the range 0-255.
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S.No

Command Name

Description

Type and Description

nat_wanlinterface

Selects WAN interfaces for

which NAT is to be enabled

Select WAN interface.

11.31

net wan wan1 ipv4 configure

S.No

Command Name

Description

Type and Description

1

save

Saves ipv4 wan
configuration settings.

cancel

To revert to the previous
ipv4 wan configuration
settings.

exit

Exits from the current
configuration.

isp_connection_type

Selects among the options:
STATIC, DHCP Client,
PPPoE, PPTP, L2TP,
Russian PPTP, Russian
L2TP, Japanese Multiple
PPPoE, Dual Access
PPPoE

ISP Types.

dhcpc

If ISP Type selected is
DHCPC, this field gives you
options to configure
DHCPC credentials

dhcpc
get_dns_from_isp

Enter Yes to get dns
dynamically from ISP if you
have not been assigned
any static IP address. The
ISP will automatically
assign a DNS address to
the router using DHCP
network protocol.
Otherwise Enter No and
give valid static dns
addresses

Boolean choice.

dhcpc primary_dns

Valid primary DNS Server
IP Address.

IP address
AAA.BBB.CCC.DDD where

each part is in the range 0-255.

dhcpc
secondary_dns

Valid secondary DNS
Server IP Address.

IP address
AAA.BBB.CCC.DDD where

each part is in the range 0-255.

dhcpc mac_type

Selects the Mac Address
Source.

Types of mac address source.

10

dhcpc mac_address

Valid MAC address.

MAC address

AA:BB:CC:DD:EE:FF where
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S.No

Command Name

Description

Type and Description

each part is in the range 00-
FF.

11

dhcpc hostname

Enter the hostname.

String

If ISP Type selected is
STATIC, this field gives you

12 static options to configure
STATIC credentials.
If your ISP has assigned a
fixed (static or permanent)
IP address, fill this fields  |IP address
13 static ip_address with Static IP address AAA.BBB.CCC.DDD where
assigned to you. This will |each part is in the range 0-255.
identify the router to your
ISP.
IPv4 Subnet Mask. This is IP address
14 |static subnet_mask gf‘;i't']{ provided by the ISP lxaA BBB.CCC.DDD where
administrator. each part is in the range 0-255.
IP address of the ISP&€™s IP address
15 Sgg?/va address gfé(\al;gz)é. Jh{iéslgslsusllyour AAA.BBB.CCC.DDD where
9 y P y e youreach part is in the range 0-255.
network administrator.
o IP address
16 |static primary_dns l\é,a';\%g:gggry DNS Server 1A A BBB.CCC.DDD where
' each part is in the range 0-255.
. . IP address
17 zgggcndar dns \Slglrl\?efﬁlgozgggs?\ls AAA.BBB.CCC.DDD where
y- ’ each part is in the range 0-255.
18 static mac_type gelects the Mac Address Types of mac address source
ource.
MAC address
. . AA:BB:CC:DD:EE:FF where
19 static mac_address |Enter Valid MAC address. each part is in the range 00-
FF.
If ISP Type selected is
20 06 PPPoE, this field gives you
PPP options to configure PPPoE
credentials.
o1 06 username Enter the username to String, Max 64 characters and
PPP authenticate. no ' or empty space or ".
Enter the password to String, Max 16 characters and
22 PPPOE password authenticate. no ' or empty space or ".
, Enter the password to .
23 pppoe service authenticate. String.
Enter the Auth Option to "
24 pppoe authOpt authenticate. PPPOE Authentication Types.
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S.No |Command Name [Description Type and Description
pppoe o o
25 connectivity_type Enter the connectivity type. |ISP Connectivity Types.
26 pppoe idletime Enter the idle time. Idle timeout value type.
Enter Yes to get dns
dynamically from ISP if you
have not been assigned
any static IP address. The
ISP will automatically
27 pgfodens from is assign a DNS address to  [Boolean choice.
get_dns_ ISP the router using PPPOE
network protocol.
Otherwise Enter No and
give valid static dns
addresses.
Sy IP address
28 pppoe primary_dns l\lgag\%g:'ergsry DNS Server AAA.BBB.CCC.DDD where
' each part is in the range 0-255.
o9  [PPPOC Valid secondary DNS |0, 8000088 o ere
secondary_dns Server IP Address. L
each part is in the range 0-255.
Enter Yes to get IP
dynamically from ISP if you
have not been assigned
any static IP address. The
pppoe ISP will automatically .
30 get_ip_from_isp assign an IP address to the Boolean choice
router using PPPOE
network protocol.
Otherwise Enter No and
give valid static IP address.
IP address
31 pppoe static_ip Enter valid IP Address. AAA.BBB.CCC.DDD where
each part is in the range 0-255.
IP address
32 pppoe subnet_mask |Enter valid subnet mask. |AAA.BBB.CCC.DDD where
each part is in the range 0-255.
33 Selects the Mac Address
pppoe mac_type Source. Types of mac address source
MAC address
. AA:BB:CC:DD:EE:FF where
34 pppoe mac_address |Enter valid MAC address. each part is in the range 00-
FF.
If ISP Type selected is
35 optp PPTP, this field gives you

options to configure PPTP

credentials.
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S.No

Command Name

Description

Type and Description

Enter the username to log

String, Max 64 characters and

36 Pptp username in. no ' or empty space or "
Enter the password to log [String, Max 16 characters and
37 Pptp password in. no ' or empty space or "
: : IP address
38 |pptpip_address |1/ ddress Mode s Static, |\ pp BBB.CCC.DDD where
9 P- each part is in the range 0-255.
, . IP address
39 |opip subnet_mask || Idress Models Stalie, “}aaz BB CC.DDD where
9 ' each part is in the range 0-255.
Enter Yes to get IP
dynamically from ISP if you
pptp have not been assigned .
40 get_ip_from_isp any static IP address. Boolean choice
Otherwise Enter No and
give valid static IP address.
41 Pptp . Enter th.e MMPE Boolean choice
mmpe_encryption  |Encryption.
42 pptp split_tunnel Selects the split_tunnel. Boolean choice
Gateway assigned by the |IP address
43 pptp gateway ISP to make a connection |[AAA.BBB.CCC.DDD where
with the ISP server. each part is in the range 0-255.
IP address
44 |optp server_address 'Szrf‘/‘g?r(?fsg °f“tchaebf$TP AAA.BBB.CCC.DDD where
PP ' each part is in the range 0-255.
pptp .
45 connectivity_type Sets ISP Type. ISP Connectivity Types.
46 pptp idle_time Sets ISP Type. Idle timeout value type.
Enter Yes to get dns
dynamically from ISP if you
have not been assigned
any static IP address. The
t ISP will automatically
47 pgtpdns from is assign a DNS address to  [Boolean choice
get._dns_ ISP the router using PPTP
network protocol.
Otherwise Enter No and
give valid static dns
addresses.
o IP address
48 pptp primary_dns ggﬁﬁ;;’fg,‘d@yfg DNS AAA.BBB.CCC.DDD where
' each part is in the range 0-255.
. IP address
49 |pptp secondary_dns [Enter valid secondary DNS 1)y BRE ccC.DDD where

Server |IP Address.

each part is in the range 0-255.
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Selects the Mac Address

50 pptp mac_type Source. Types of mac address source.
MAC address
. AA:BB:CC:DD:EE:FF where
51 pptp mac_address |Enter Valid MAC address. each part is in the range 00-
FF.
If ISP Type selected is
Russian dual access
52 russ_pptp PPTP, this field gives you
options to configure
credentials.
Enter the username to log [String, Max 64 characters and
53 russ_pptp username in. no ' or empty space or "
Enter the password to log [String, Max 16 characters and
54 russ_pptp password in. no ' or empty space or "
russ_pptp Enter the MMPE .
55 mmpe_encryption  |Encryption. Boolean choice
russ_pptp , .
56 split_tunnel Selects the split_tunnel. Boolean choice
IP address
TR ess oo TP AAABEE.CCG.00D whers
- PP ' each part is in the range 0-255.
russ_pptp .
58 connectivity_type Sets the ISP Type. ISP Connectivity Types.
59 russ_pptp idle_time |Sets the ISP Type. Idle timeout value type.
: : IP address
60 [[USSPRIP [ Address Mode fs Stalic, - |oaa BBB.CCC.DDD where
P 0 P- each part is in the range 0-255.
, . IP address
1 L e oce o S |Aa B8 COC 00D wher
- 9 ' each part is in the range 0-255.
Gateway assigned by the |[IP address
62 russ_pptp gateway |ISP to make a connection |AAA.BBB.CCC.DDD where
with the ISP server. each part is in the range 0-255.
Enter Yes to get IP
dynamically from ISP if you
russ_pptp have not been assigned .
63 get_ip_from_isp any static IP address. Boolean choice
Otherwise Enter No and
give valid static IP address.
Enter Yes to get dns
dynamically from ISP if you
64 russ_pptp have not been assigned Boolean choice

get_dns_from_isp

any static IP address. The
ISP will automatically

assign a DNS address to
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the router using PPTP
network protocol.
Otherwise Enter No and
give valid static dns

addresses.
russ_ppt Enter a valid primary DNS IP address
65 5S_bpIp primary AAA.BBB.CCC.DDD where
primary_dns Server IP Address each part is in the range 0-255,
66 russ_pptp Enter a alid secondary anAdgrBe;SCCC DDD where
secondary_dns DNS Server IP Address each part is in the range 0-255.
67 russ_pptp mac_type gglfg[; the Mac Address Types of mac address source.
MAC address
russ_pptp . AA:BB:CC:DD:EE:FF where
68 mac_address Enter Valid MAG address each part is in the range 00-
FF.
If ISP Type selected is
L2TP, this field gives you
69 12tp options to configure L2TP
credentials.
70 I2tp username _Enter the username to log Strllng, Max 64 charact?rs and
in. no ' or empty space or
Enter the password to log [String, Max 16 characters and
/1 12tp password in. no ' or empty space or "
72 [2tp secret Enter the secret to log in.  |String
73 [2tp split_tunnel Select the split_tunnel. Boolean choice
Gateway assigned by the |IP address
74 [2tp gateway ISP to make a connection |[AAA.BBB.CCC.DDD where
with the ISP server. each part is in the range 0-255.
IP address
75 |12tp server_address 'sirav‘i?r{?fi °f“tchaebkf)TP AAA.BBB.CCC.DDD where
PP ' each part is in the range 0-255.
[2tp -
76 connectivity_type Sets ISP Type. ISP Connectivity Types.
77 [2tp idle_time Sets ISP Type. Idle timeout value type.
: : IP address
78 |2tp ip_address ”i\f\g‘gtrgfig Mode is Static, |AaA BBB.CCC.DDD where
9 P- each part is in the range 0-255.
, . IP address
79 |12tp subnet_mask ”ic\g‘:[]%snse't\";‘;ik's Static, |A pA BBB.CCC.DDD where
9 | each part is in the range 0-255.
Enter Yes to get IP
80 [2tp get_ip_from_isp dynamically from ISP if you Boolean choice

have not been assigned

any static IP address.
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Otherwise Enter No and
give valid static IP address.

Enter Yes to get dns
dynamically from ISP if you
have not been assigned
any static IP address. The
ISP will automatically

81 lzéf[) dns from is assign a DNS address to  [Boolean choice
QeLaNS_ITOM_ISP ihe vouter using L2TP
network protocol.
Otherwise Enter No and
give valid static dns
addresses.
Sy IP address
82 |l2tp primary_dns ?’F,a';\%g:gsry DNS Server |\ pa BBB.CCC.DDD where
' each part is in the range 0-255.
. IP address
83  [12tp secondary_dns \S’g'r'sefﬁg‘ﬁggs?\'s AAA.BBB.CCC.DDD where
' each part is in the range 0-255.
84 [2tp mac_type gglfg[; the Mac Address Types of mac address source.
MAC address
. AA:BB:CC:DD:EE:FF where
85 [2tp mac_address  |Enter Valid MAC address. each part is in the range 00-
FF.
If ISP Type selected is
Russian Dual Access
86 russ_|I2tp L2TP, this field gives you
options to configure
Russian L2TP credentials.
Enter the username to log [String, Max 64 characters and
87 russ_|2tp username in. no ' or empty space or "
Enter the password to log |String, Max 16 characters and
88 russ_I2tp password in. no ' or empty space or"
89 russ_|I2tp secret Enter the secret to log in.  String
russ_|I2tp . .
90 split_tunnel Select the split_tunnel. Boolean choice
IP address
91 omear addross IsF;r?g?r(?S: Ofnt:aebtaz)TP AAA.BBB.CCC.DDD where
- PP | each part is in the range 0-255.
russ_|2tp .
92 connectivity_type Sets ISP Type. ISP Connectivity Types.
93 russ_|2tp idle_time |Sets ISP Type. Idle timeout value type.
, . |IP address
94 |russ_I2tp ip_address|! Address Mode is Static, |\ x"BRR cCC.DDD where

give static ip.

each part is in the range 0-255.
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Gateway assigned by the

IP address

95 russ_|2tp gateway |ISP to make a connection |AAA.BBB.CCC.DDD where
with the ISP server each part is in the range 0-255.
: : IP address
o [ [jadress Models S, lua 5B0.00C.00D where
- 9 ' each part is in the range 0-255.
Enter Yes to get IP
dynamically from ISP if you
russ_|I2tp have not been assigned .
97 get_ip_from_isp any static IP address. Boolean choice
Otherwise Enter No and
give valid static IP address
Enter Yes to get dns
dynamically from ISP if you
have not been assigned
any static IP address. The
russ Iot ISP will automatically
98 ot anspfrom is assign a DNS address to  |Boolean choice
QeLdns_Irom_ISBine router using L2TP
network protocol.
Otherwise Enter No and
give valid static dns
addresses.
russ_|I2tp Valid primary DNS Server IP address
99 fimary dns IP Address AAA.BBB.CCC.DDD where
P y- ' each part is in the range 0-255.
. IP address
Yy ’ each part is in the range 0-255.
101 [russ_I2tp mac_type gglfg[; the Mac Address Types of mac address source.
MAC address
102 russ_|2tp Enter Valid MAC address. AA:BB:CQ:DD:EE:FF where
mac_address each part is in the range 00-
FF.
If ISP Type selected is
. japanese multiple pppoe,
103 Jlapanese_pppoe this field gives you options
to configure credentials.
104 japanese_pppoe configure the primary
primary_profile pppoe profile
japanese_pppoe Enter the username to String, Max 64 characters and
105 [primary_profile . . "
authenticate. no ' or empty space or
username
japanese_pppoe Enter the password to String, Max 16 characters and
106  [primary_profile

password

authenticate.

no ' or empty space or "
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japanese_pppoe

Enter the password to

107 g(ralrrciacug_proflle authenticate. String
japanese_pppoe .
108  |primary_profile Enter th.e Auth Option to PPPOE Authentication Types.
authOpt authenticate.
japanese_pppoe
109  [primary_profile Enter the connectivity type. |ISP Connectivity Types.
connectivity _type
japanese_pppoe
110  |primary_profile Enter the idle time. Idle timeout value type.
idletime
Enter Yes to get dns
dynamically from ISP if you
have not been assigned
any static IP address. The
japanese_pppoe ISP will automatically
111 |primary_profile assign a DNS address to  |Boolean choice.
get_dns_from_isp [the router using PPPOE
network protocol.
Otherwise Enter No and
give valid static dns
addresses.
japanese_pppoe S IP address
112  |primary_profile l\lgag\%g:'ergsry DNS Server AAA.BBB.CCC.DDD where
primary_dns ' each part is in the range 0-255.
japanese_pppoe . IP address
113 |primary_profile \S’g'r'seﬁgoﬂgggszhls AAA BBB.CCC.DDD where
secondary_dns ' each part is in the range 0-255.
Enter Yes to get IP
dynamically from ISP if you
have not been assigned
, any static IP address. The
japanese_pppoe , .
114 primgryf_profi!e Liiigzllaiurlgrggg(;:gg to the Boolean choice
getIp_from_Isp 5 iter using PPPOE
network protocol.
Otherwise Enter No and
give valid static IP address.
japanese_pppoe IP address
115  |primary_profile Valid IP Address. AAA.BBB.CCC.DDD where
static_ip each part is in the range 0-255.
japanese_pppoe IP address
116  |primary_profile Valid subnet mask. AAA.BBB.CCC.DDD where
subnet_mask each part is in the range 0-255.
117 japanese_pppoe Configures the secondary

secondary_profile

pppoe profile.
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japanese_pppoe

Enter the username to

String, Max 64 characters and

118 Isecondary_profile authenticate. no ' or empty space or "
username
japanese_pppoe Enter the password to String, Max 16 characters and
119 Isecondary_profile authenticate. no ' or empty space or "
password
japanese_pppoe Enter the password to .
120 seco_ndary_proflle authenticate. String
service
japanese_pppoe .
121 [secondary_profile Enter th_e Auth Option to PPPOE Authentication Types.
authenticate.
authOpt
japanese_pppoe
122  |secondary_profile |Enter the connectivity type. ISP Connectivity Types.
connectivity _type
japanese_pppoe
123  [secondary_profile  |Enter the idle time. Idle timeout value type.
idletime
Enter Yes to get dns
dynamically from ISP if you
have not been assigned
any static IP address. The
japanese_pppoe ISP will automatically
124  |secondary_profile |assign a DNS address to |Boolean choice
get_dns_from_isp [the router using PPPOE
network protocol.
Otherwise Enter No and
give valid static dns
addresses.
japanese_pppoe o IP address
125  |secondary._profile l\éa';\%ggggry DNS Server |y aA BBB.CCC.DDD where
primary_dns ' each part is in the range 0-255.
japanese_pppoe . IP address
126 |secondary_profile \S’a"d secondary DNS 1A o o BBB CCC.DDD where
erver |IP Address. g
secondary_dns each part is in the range 0-255.
Enter Yes to get IP
dynamically from ISP if you
have not been assigned
. any static IP address. The
japanese_pppoe . .
127  |secondary_profile ISP will automatically Boolean choice

get_ip_from_isp

assign an IP address to the
router using PPPOE
network protocol.
Otherwise Enter No and

give valid static IP address.
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japanese_pppoe

IP address

128 [secondary_profile [Valid IP Address. AAA.BBB.CCC.DDD where
static_ip each part is in the range 0-255.
japanese_pppoe IP address

129 [secondary_profile [Valid subnet mask. AAA.BBB.CCC.DDD where
subnet_mask each part is in the range 0-255.

130 japanese_pppoe Select the Mac Address Types of mac address source
mac_type Source.

MAC address
japanese_pppoe , AA:BB:CC:DD:EE:FF where

131 mac_address Enter Valid MAG address. each part is in the range 00-

FF.
If ISP Type selected is Dual
PPPoE, this field gives you
132 |dual_pppoe options to configure Dual
Access PPPoE credentials.

133 dual_pppoe Enter the username to String, Max 64 characters and
username authenticate. no ' or empty space or "

134 dual_pppoe Enter the password to String, Max 16 characters and
password authenticate. no ' or empty space or "

. |Enter the service to .
135 |dual_pppoe service authenticate. String
Enter the Auth Option to I

136  |dual_pppoe authOpt authenticate. PPPOE Authentication Types.
dual_pppoe - -

137 connectivity_type Enter the connectivity type. |ISP Connectivity Types.

138 |dual_pppoe idletime [Enter the idle time. Idle timeout value type.

Enter Yes to get dns
dynamically from ISP if you
have not been assigned
any static Dns address.
The ISP will automatically

139 dgflaazp?rim is assign an DNS address to [Boolean choice

Qet_dns_ITom_ISP e router using PPPOE
network protocol.
Otherwise Enter No and
give valid static dns
addresses.
dual_pppoe Valid primary DNS Server IP address

140 fimary dns IP Address AAA.BBB.CCC.DDD where

P y- ' each part is in the range 0-255.
. IP address

141 [dualpppoe Valid secondary DNS |\ A p'BBR CCC.DDD where

secondary_dns Server IP Address. L
each part is in the range 0-255.
142 dual_pppoe Enter Yes to get IP Boolean choice

get_ip_from_isp

dynamically from ISP if you
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have not been assigned
any static IP address. The
ISP will automatically
assign an IP address to the
router using PPPOE
network protocol.
Otherwise Enter No and
give valid static IP address.

IP address
143  |dual_pppoe static_ip[Valid IP Address. AAA.BBB.CCC.DDD where
each part is in the range 0-255.
IP address
144 |dual_pppoe Valid subnet mask. AAA BBB.CCC.DDD where
subnet_mask L
each part is in the range 0-255.
dual_pppoe Select the Mac Address
145 mac_type Source. Types of mac address source
MAC address
dual_pppoe . AA:BB:CC:DD:EE:FF where
146 mac_address Enter Valid MAG address. each part is in the range 00-
FF.
Enter Yes to get ip on
physical interface from
dhcp server in the internal
147 dgfli—pafgg h isp network. Otherwise Boolean choice
S —phy Enter No and give valid
static IP address, subnet
mask and gateway.
. IP address
14g  [dual PPPOC valid IP Address of AAA.BBB.CCC.DDD where
PPNy phy ' each part is in the range 0-255.
. IP address
149 [Qualpppoe - Vald subnet mask of AAA.BBB.CCC.DDD where
— —Phy - phy ) each part is in the range 0-255.
. . IP address
150 [dualpppoe vald gateway of physcial -l pa BBB.CCC.DDD where
9 y_pny ' each part is in the range 0-255.
Enter Yes to get dns
dynamically from interal
ISP if you have not been
assigned any static Dns
dual_pppoe address. The internal ISP
151 |get_dns_from_isp_p (will automatically assign an |Boolean choice

hy

DNS address to the router
using Dhcp network
protocol. Otherwise Enter
No and give valid static dns

addresses.
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152

dual_pppoe
primary_dns_phy

Valid primary DNS Server
IP Address of physical
network.

IP address
AAA.BBB.CCC.DDD where
each part is in the range 0-255.

153

dual_pppoe
secondary_dns_phy

Valid secondary DNS
Server IP Address.

IP address
AAA.BBB.CCC.DDD where
each part is in the range 0-255.

154

enable_vlan_tag

Enables vlan on wan1.

Boolean choice

155

vian_Id

Enter Vlan Id.

Unsigned integer

11.32

net wan wan2 ipv4 configure

S.No

Command Name

Description

Type and Description

1

save

Saves ipv4 wan
configuration settings.

cancel

To revert to the previous
ipv4 wan configuration
settings.

exit

Exit from the current
configuration.

isp_connection_type

Select among the options:
STATIC, DHCP Client,
PPPoE, PPTP, L2TP,
Russian PPTP, Russian
L2TP, Japanese Multiple
PPPoE, Dual Access
Pppoe, ThreeG

WAN2 ISP Types.

dhcpc

If ISP Type selected is
DHCPC, this field gives you
options to configure
DHCPC credentials

dhcpc
get_dns_from_isp

Enter Yes to get dns
dynamically from ISP if you
have not been assigned
any static IP address. The
ISP will automatically
assign a DNS address to
the router using DHCP
network protocol.
Otherwise Enter No and
give valid static dns
addresses

Boolean choice

dhcpc primary_dns

Valid primary DNS Server
IP Address.

IP address
AAA.BBB.CCC.DDD where

each part is in the range 0-255.
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IP address

dhcpc Valid secondary DNS
8 AAA.BBB.CCC.DDD where
secondary_dns Server IP Address. each part is in the range 0-255,
9 dhcpc mac_type fgﬁ?géMac Address Types of mac address source.
MAC address
. AA:BB:CC:DD:EE:FF where
10 dhcpc mac_address |Valid MAC address. each part is in the range 00-
FF.
11 dhcpc hostname Enter the hostname. String
If ISP Type selected is
. STATIC, this field gives you
12 static options to configure
STATIC credentials.
: : IP address
13 |static ip_address ”i\f\g‘;{;ﬁg Mode is Static, |A pp BBB.CCC.DDD where
9 P- each part is in the range 0-255.
et T o Pt
14 static subnet_mask AAA.BBB.CCC.DDD where
or your network each part is in the range 0-255
administrator. :
IP address of the ISP&€™s IP address
15 ;ﬁgc\:/vay address g?é%% Jyh'lticlaslglsz’ugy{/our AAA.BBB.CCC.DDD where
- network administrator. each part is in the range 0-255.
o IP address
16 |static primary_dns I\é,a';\%g:gg:ry DNS Server 1A aA BBB.CCC.DDD where
' each part is in the range 0-255.
. . IP address
17 zggclacndar dns \Slglrl\?efﬁlgozgggs?\ls AAA.BBB.CCC.DDD whers
Yy ’ each part is in the range 0-255.
18 static mac_type gelect the Mac Address Types of mac address source.
ource.
MAC address
. . AA:BB:CC:DD:EE:FF where
19 static mac_address |Enter Valid MAC address. each part is in the range 00-
FF.
If ISP Type selected is
20 oe PPPoE, this field gives you
PPP options to configure PPPoE
credentials.
1 06 username Enter the username to String, Max 64 characters and
PP authenticate. no ' or empty space or "
50 06 Dassword Enter the password to String, Max 16 characters and
PPPOE P authenticate. no ' or empty space or "
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, Enter the password to .
23 pppoe service authenticate. String
24 pppoe authOpt ngﬁéé?iieﬁ;th Option to PPPOE Authentication Types.
pppoe . -
25 connectivity_type Enter the connectivity type. ISP Connectivity Types.
26 pppoe idletime Enter the idle time. Idle timeout value type.
Enter Yes to get dns
dynamically from ISP if you
have not been assigned
any static IP address. The
ISP will automatically
27 pgtpodens from is assign a DNS address to  |Boolean choice
get_ans_ 18P lthe router using PPPOE
network protocol.
Otherwise Enter No and
give valid static dns
addresses.
o IP address
28 |pppoe primary_dns |2, Primary DNS Server s Bep coc.oDD where
ress. 2
each part is in the range 0-255.
. IP address
29 ggggr?dar dns \S/:p\?eiﬁlgo;\gggs?\ls AAA.BBB.CCC.DDD whers
y- ' each part is in the range 0-255.
30 enable_vlan_tag Enables vlan on wan2. Boolean choice
31 vlan_Id Enter Vlan Id. Unsigned integer
Enter Yes to get IP
dynamically from ISP if you
have not been assigned
any static IP address. The
pppoe ISP will automatically .
32 get_ip_from_isp assign an IP address to the Boolean choice
router using PPPOE
network protocol.
Otherwise Enter No and
give valid static IP address.
IP address
33 pppoe static_ip Valid IP Address. AAA.BBB.CCC.DDD where
each part is in the range 0-255.
IP address
34 pppoe subnet_mask |Valid subnet mask. AAA.BBB.CCC.DDD where
each part is in the range 0-255.
35 pppoe mac_type ggltjarc;tethe Mac Address Types of mac address source.
36 pppoe mac_address |Enter Valid MAC address. MAG address

AA:BB:CC:DD:EE:FF where
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each part is in the range 00-
FF.

If ISP Type selected is
PPTP, this field gives you

37 PPtp options to configure PPTP
credentials.
Enter the username to log [String, Max 64 characters and
38 PPtp username in. no ' or empty space or "
Enter the password to log [String, Max 16 characters and
39 PPtp password in. no ' or empty space or "
pptp Enter the MMPE .
40 mmpe_encryption  |Encryption. Boolean choice.
41 pptp split_tunnel Selects the split_tunnel. Boolean choice.
Gateway assigned by the |[IP address
42 pptp gateway ISP to make a connection |AAA.BBB.CCC.DDD where
with the ISP server. each part is in the range 0-255.
IP address
43 |optp server_address 'Szrf‘/‘i?r(?fsg °f”t:aebf;')°TP AAA.BBB.CCC.DDD where
PP ' each part is in the range 0-255.
pptp o
44 connectivity_type Sets the ISP Type. ISP Connectivity Types.
45 pptp idle_time Sets the ISP Type. Idle timeout value type.
, . IP address
46 |ppipip_address || ~ddress Models Stalie, “laa BB 0CC.DDD where
0 P- each part is in the range 0-255.
: . IP address
47 |optp subnet_mask 'fi\f\g‘gL%Snse't\”r‘:]‘;zl('s Static, |A pA BBB.CCC.DDD where
9 ' each part is in the range 0-255.
Enter Yes to get IP
dynamically from ISP if you
pptp have not been assigned .
48 get_ip_from_isp any static IP address. Boolean choice
Otherwise Enter No and
give valid static IP address.
Enter Yes to get dns
dynamically from ISP if you
have not been assigned
any static IP address. The
t ISP will automatically
49 ppip assign a DNS address to  [Boolean choice

get_dns_from_isp

the router using PPTP
network protocol.
Otherwise Enter No and
give valid static dns
addresses.
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Valid primary DNS Server

IP address

50 pptp primary_dns AAA.BBB.CCC.DDD where
IP Address. each part is in the range 0-255.
. IP address
51 |optp secondary_dns \S’g'r'sefﬁg";gggszhls AAA BBB.CCC.DDD where
' each part is in the range 0-255.
52 pptp mac_type ggltjarc;tethe Mac Address Types of mac address source.
MAC address
. AA:BB:CC:DD:EE:FF where
53 pptp mac_address |Enter Valid MAC address. each part is in the range 00-
FF.
If ISP Type selected is
Russian dual access
54 russ_pptp PPTP, this field gives you
options to configure
credentials.
Enter the username to log [String, Max 64 characters and
55 russ_pptp username in. no ' or empty space or "
56 russ poto password Enter the password to log |String, Max 16 characters and
—PPIP P in. no ' or empty space or "
russ_pptp Enter the MMPE .
57 mmpe_encryption  |Encryption. Boolean choice
58 rus_s_pptp Selects the split_tunnel. Boolean choice
split_tunnel
IP address
9 R s oo TP AAABEE.CCG.00D whers
- PP ' each part is in the range 0-255.
russ_pptp o
60 connectivity_type Sets the ISP Type. ISP Connectivity Types.
61 russ_pptp idle_time |Sets the ISP Type. Idle timeout value type.
. : IP address
62 [[USS PP [ Address Mode fs Stalic, |oaa BBB.CCC.DDD where
P 0 P- each part is in the range 0-255.
. . IP address
0 [P e ode o S AAk BB COC 00D wher
- 9 ' each part is in the range 0-255.
Gateway assigned by the |[IP address
64 russ_pptp gateway |ISP to make a connection |AAA.BBB.CCC.DDD where
with the ISP server. each part is in the range 0-255.
Enter Yes to get IP
dynamically from ISP if you
65 russ_pptp have not been assigned Boolean choice

get_ip_from_isp

any static IP address.
Otherwise Enter No and

give valid static IP address.
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Enter Yes to get dns
dynamically from ISP if you
have not been assigned
any static IP address. The
ISP will automatically

66 rl:jsaﬁgtarom is assign a DNS address to  [Boolean choice
get_dns_ 5P khe router using PPTP
network protocol.
Otherwise Enter No and
give valid static dns
addresses.
russ_pptp Valid primary DNS Server IP address
67 imary dns IP Address AAA.BBB.CCC.DDD where
P Y- ' each part is in the range 0-255.
. IP address
o U e Mometena oS |aAn B CCC.0DD wher
y- ' each part is in the range 0-255.
69 russ_pptp mac_type ggfgs the Mac Address Types of mac address source.
MAC address
russ_pptp . AA:BB:CC:DD:EE:FF where
70 mac_address Enter Valid MAG address. each part is in the range 00-
FF.
If ISP Type selected is
71 Iot L2TP, this field gives you
P options to configure L2TP
credentials.
25 I2tp username _Enter the username to log Strllng, Max 64 charact?rs and
in. no ' or empty space or
73 I2tp password _Enter the password to log Strllng, Max 16 charact?rs and
in. no ' or empty space or
74 I2tp secret Enter the secret to log in.  [String
75 [2tp split_tunnel Selects the split_tunnel. Boolean choice
IP address assigned by the |IP address
76 [2tp gateway ISP to make a connection |[AAA.BBB.CCC.DDD where
with the ISP server. each part is in the range 0-255.
IP address
77 |2tp server_address 'Szrf‘/‘g?r(?fsg °f“tchaebk92)TP AAA.BBB.CCC.DDD where
PP ' each part is in the range 0-255.
[2tp .
78 connectivity_type Sets the ISP Type. ISP Connectivity Types.
79 [2tp idle_time Sets the ISP Type. Idle timeout value type.
, . IP address
80  |l2tpip_address |1 Address Mode s Static, sz BRR CCC.DDD where

give static ip.

each part is in the range 0-255.
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If Address Mode is Static,

IP address

81 I2tp subnet_mask . AAA.BBB.CCC.DDD where
give subnet mask. each part is in the range 0-255.
Enter Yes to get IP
dynamically from ISP if you
82 12tp get_ip_from_isp gi\gipa?itcbl??eg de:jsrzgsn.ed Boolean choice
Otherwise Enter No and
give valid static IP address.
Enter Yes to get dns
dynamically from ISP if you
have not been assigned
any static IP address. The
Iot ISP will automatically
83 E[)dn from is assign a DNS address to  [Boolean choice
get.dns_ 5P khe router using L2TP
network protocol.
Otherwise Enter No and
give valid static dns
addresses.
Sy IP address
84 [2tp primary_dns ?éal;'\%g:g:ry DNS Server AAA.BBB.CCC.DDD where
' each part is in the range 0-255.
. IP address
85  [2tp secondary dns \S’:'r'\‘jef‘?goxgggszhls AAA.BBB.CCC.DDD where
) each part is in the range 0-255.
86 [2tp mac_type ggfgj the Mac Address Types of mac address source.
MAC address
. AA:BB:CC:DD:EE:FF where
87 [2tp mac_address  |Enter Valid MAC address. each part is in the range 00-
FF.
If ISP Type selected is
Russian DualAccessL2TP,
88 russ_|I2tp this field gives you options
to configure L2TP
credentials.
Enter the username to log [String, Max 64 characters and
89 russ_|2tp username in. 9 o (?r empty space or "
Enter the password to log [String, Max 16 characters and
90 russ_I2tp password in. P ° no' gr empty space or "
91 russ_|I2tp secret Enter the secret to log in.  [String
92 russ_I2tp Select the split_tunnel. Boolean choice

split_tunnel
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IP address

russ_|2tp IP address of the L2TP
93 — . . AAA.BBB.CCC.DDD where
server_address server (if applicable). each part is in the range 0-255,
russ_|2tp .
94 connectivity_type Set ISP Type. ISP Connectivity Types.
95 russ_|2tp idle_time |Set ISP Type. Idle timeout value type.
: : IP address
96 fruss_I2tp ip_address| 9158 Mode is Static, |A pA BBB.CCC.DDD where
0 P- each part is in the range 0-255.
, . IP address
[P o [edirss ode s Sl lann 5a.0oc, 00D whers
- 9 ' each part is in the range 0-255.
Gateway assigned by the |[IP address
98 russ_|2tp gateway |ISP to make a connection |AAA.BBB.CCC.DDD where
with the ISP server. each part is in the range 0-255.
Enter Yes to get IP
dynamically from ISP if you
russ_|I2tp have not been assigned .
9 get_ip_from_isp any static IP address. Boolean choice.
Otherwise Enter No and
give valid static IP address.
Enter Yes to get dns
dynamically from ISP if you
have not been assigned
any static IP address. The
russ [2t ISP will automatically
100 ot anspfrom is assign a DNS address to  |Boolean choice.
QeLaNS_ITOM_ISP hine vouter using L2TP
network protocol.
Otherwise Enter No and
give valid static dns
addresses.
russ_|2t Valid primary DNS Server IP address
101 [P P Address. AAA.BBB.CCC.DDD where
P y- ) each part is in the range 0-255.
. IP address
y- ' each part is in the range 0-255.
103  [russ_I2tp mac_type gglfr%tj the Mac Address Types of mac address source.
MAC address
104 russ_|2tp Enter Valid MAC address. AA:BB:CQ:DD:EE:FF where
mac_address each part is in the range 00-
FF.
105  |japanese._pppoe If ISP Type selected is

japanese multiple pppoe,
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this field gives you options
to configure credentials.

japanese_pppoe

Configure the primary

106 primary_profile pppoe profile.

107 Jiliorigfse—r%?ﬁ;e Enter the username to String, Max 64 characters and
Esernayrﬁz authenticate. no ' or empty space or "

108 Ji?rigfse—r%?iﬁ)ge Enter the password to String, Max 16 characters and
gasst)Fg authenticate. no ' or empty space or "
japanese_pp_poe Enter the password to .

109 prlmgry_proflle authenticate. String
service
japanese_pp_poe Enter the Auth Option to o

110 23$ggrprof|le authenticate. PPPOE Authentication Types.
japanese_pppoe

111 |primary_profile Enter the connectivity type. |ISP Connectivity Types.
connectivity _type
japanese_pppoe

112 |primary_profile Enter the idle time. Idle timeout value type.
idletime

Enter Yes to get dns
dynamically from ISP if you
have not been assigned
any static IP address. The
japanese_pppoe ISP will automatically

113 |primary_profile assign a DNS address to  |Boolean choice

get_dns_from_isp [the router using PPPOE
network protocol.
Otherwise Enter No and
give valid static dns
addresses.
japanese_pppoe o IP address

114 |primary_profile /2 ,.Brmary DNS Server |\ aa BBB.CCC.DDD where
primary_dns ' each part is in the range 0-255.
japanese_pppoe . IP address

115  |primary_profile \S/:y\?efﬁlgozggrrgs?\ls AAA.BBB.CCC.DDD where
secondary_dns | each part is in the range 0-255.

Enter Yes to get IP
dynamically from ISP if you
. have not been assigned
japanese_pppoe .
116  [primary_profile any static IP address. The Boolean choice

get_ip_from_isp

ISP will automatically
assign an IP address to the
router using PPPOE
network protocol.
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Otherwise Enter No and
give valid static IP address.

japanese_pppoe

IP address

117  |primary_profile Valid IP Address. AAA.BBB.CCC.DDD where
static_ip each part is in the range 0-255.
japanese_pppoe IP address

118  |primary_profile Valid subnet mask. AAA.BBB.CCC.DDD where
subnet_mask each part is in the range 0-255.

119 japanese_pppoe Configures the secondary
secondary_profile  |pppoe profile.
japanese_pppoe Enter the username to String, Max 64 characters and

120 Isecondary_profile authenticate. no ' or empty space or "
username

121 Jsae%ecl)r:ﬁjseﬁypgﬁ;ﬁe Enter the password to String, Max 16 characters and

- authenticate. no ' or empty space or "
password
japanese_pppoe Enter the password to .

122 secqndary_proflle authenticar?[e. String
service
iapanese_pppoe .

123  [secondary_profile Enter th_e Auth Option to PPPOE Authentication Types.

authenticate.
authOpt
japanese_pppoe

124  [secondary_profile  |[Enter the connectivity type. |ISP Connectivity Types.
connectivity _type
japanese_pppoe

125 |[secondary_profile |Enter the idle time. Idle timeout value type.
idletime

Enter Yes to get dns
dynamically from ISP if you
have not been assigned
any static IP address. The
japanese_pppoe ISP will automatically

126  [secondary_profile |assign a DNS address to  |Boolean choice.

get_dns_from_isp [the router using PPPOE
network protocol.
Otherwise Enter No and
give valid static dns
addresses.
japanese_pppoe o IP address

127 |secondary.profile l\é,a';\%g:gggry DNS Server 1A aA BBB.CCC.DDD where
primary_dns ' each part is in the range 0-255.
japanese_pppoe . IP address

128 |secondary._profile | a.d secondary DNS )\ 8RR cCC.DDD where

secondary_dns

Server I[P Address.

each part is in the range 0-255.
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japanese_pppoe

Enter Yes to get IP
dynamically from ISP if you
have not been assigned
any static IP address. The
ISP will automatically

129 szﬁnd?rg/r?]prigﬂle assign an IP address to the Boolean choice
QeLIP_IrOM_ISP 5 ter using PPPOE
network protocol.
Otherwise Enter No and
give valid static IP address.
japanese_pppoe IP address
130 [secondary_profile [Valid IP Address. AAA.BBB.CCC.DDD where
static_ip each part is in the range 0-255.
japanese_pppoe IP address
131 [secondary_profile [Valid subnet mask. AAA.BBB.CCC.DDD where
subnet_mask each part is in the range 0-255.
japanese_pppoe Select the Mac Address
132 mac._type Source. Types of mac address source.
MAC address
japanese_pppoe . AA:BB:CC:DD:EE:FF where
133 mac_address Enter Valid MAC address. each part is in the range 00-
FF.
If ISP Type selected is Dual
PPPOE, this field gives you
134 (dual_pppoe options to configure Dual
Access PPPoE credentials.
135 dual_pppoe Enter the username to String, Max 64 characters and
username authenticate. no ' or empty space or"
136 dual_pppoe Enter the password to String, Max 16 characters and
password authenticate. no ' or empty space or "
. |Enter the service to .
137  |dual_pppoe service authenticate. String
Enter the Auth Option to I
138 |dual_pppoe authOpt authenticate. PPPOE Authentication Types.
dual_pppoe - -
139 connectivity_type Enter the connectivity type. |ISP Connectivity Types.
140 |dual_pppoe idletime [Enter the idle time. Idle timeout value type.
Enter Yes to get dns
dynamically from ISP if you
have not been assigned
any static Dns address.
141 dual_pppoe The ISP will automatically |Boolean choice

get_dns_from_isp

assign a DNS address to
the router using PPPOE
network protocol.
Otherwise Enter No and

155




S.No |Command Name [Description Type and Description
give valid static dns
addresses.
dual_pppoe Valid primary DNS Server IP address
142 fimary dns IP Address AAA.BBB.CCC.DDD where
P y- ' each part is in the range 0-255.
. IP address
dual_pppoe Valid secondary DNS
143 secondary_dns Server IP Address. AAA'BBB'.CQC'DDD where
each part is in the range 0-255.
Enter Yes to get IP
dynamically from ISP if you
have not been assigned
any static IP address. The
dual_pppoe ISP will automatically .
144 get_ip_from_isp assign an IP address to the Boolean choice
router using PPPOE
network protocol.
Otherwise Enter No and
give valid static IP address.
IP address
145  |dual_pppoe static_ip[Valid IP Address. AAA.BBB.CCC.DDD where
each part is in the range 0-255.
IP address
145 [Jualbppoe Valid subnet mask. AAA.BBB.CCC.DDD where
— each part is in the range 0-255.
dual_pppoe Select the Mac Address
147 mac_type Source. Types of mac address source.
MAC address
dual_pppoe . AA:BB:CC:DD:EE:FF where
148 mac_address Enter Valid MAC address. each part is in the range 00-
FF.
Enter Yes to get ip on
physical interface from
dhcp server in the internal
149 dgfli—pafgg h isp network. Otherwise Boolean choice.
S —phy Enter No and give valid
static IP address, subnet
mask and gateway.
. IP address
150 [Jual-PPRO® vald 1P Address of AAA.BBB.CCC.DDD where
—IP_pny phy ' each part is in the range 0-255.
. IP address
151 [dualpppoe - Vald subnet mask of AAA.BBB.CCC.DDD where
— —phy - [phy each part is in the range 0-255.
. . IP address
152 dual_pppoe Valid gateway of physcial AAA BBB.CCC.DDD where

gateway_phy

network.

each part is in the range 0-255.
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Enter Yes to get dns

dynamically from interal
ISP if you have not been
assigned any static Dns

dual_pppoe address. The internal ISP
153 |get_dns_from_isp_p |will automatically assign a |Boolean choice.
hy DNS address to the router
using Dhcp network
protocol. Otherwise Enter
No and give valid static dns
addresses.
d Valid primary DNS Server |IP address
154 |dual_pppoe IP Address of physical  |AAA.BBB.CCC.DDD where
rimary_dns_ph o
P y_ans_Py  hetwork. each part is in the range 0-255.
. IP address
15 e oty b i AARBEE.COC 00D wher
y_ans_phy ' each part is in the range 0-255.
If ISP Type selected is
THREEG, this field gives
156 |threeg you options to configure
THREEG credentials.
157 fthreeg username Enter the username to String, Max 256 characters and
authenticate. no ' or empty space or "
Enter the password to String, Max 256 characters and
158 fthreeg password authenticate. no ' or empty space or "
. Enter the dail number to .
159  [threeg dial_number connect. String
Enter the auth type to THREEG Authentication
160 [threeg authMethod connect. Types.
161  [threeg apn Enter the apn to connect.  [String
162 I:k:)rr?r?gctivity_type Sets the ISP Type. ISP Connectivity Types.
163 [threeg idle_time Sets the ISP Type. Idle timeout value type.
Enter Yes to get dns
dynamically from ISP if you
have not been assigned
any static IP address. The
threeg ISP will automatically
164 assign a DNS address to  |Boolean choice

get_dns_from_isp

the router using THREEG
network protocol.
Otherwise Enter No and
give valid static dns

addresses.
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Valid primary DNS Server

IP address

165  [threeg primary_dns AAA.BBB.CCC.DDD where
IP Address. each part is in the range 0-255.
. IP address
166 [INreeg Valid secondary DNS 1y \p BRB cCC.DDD where

secondary_dns

Server |IP Address.

each part is in the range 0-255.

11.33

net wan wan3 threeG configure

S.No

Command Name

Description

Type and Description

1

save

Saves wang threeG
configuration settings.

cancel

To revert to the previous
wan3 threeG configuration
settings.

exit

Saves wan3 threeG
configuration settings and
current mode.

Username

Enter the username
required to log in to the
ISP.

String, Max 256 characters and
no ' or empty space or"

Password

Enter the password
required to login to the ISP.

String, Max 256 characters and
no ' or empty space or"

Dial_number

Enter the number to dial to
the ISP.

String

AuthMethod

Selects one of None, PAP
or CHAP Authentication
Protocols to connect to the
ISP.

THREEG Authentication
Types.

Apn

Enter the APN (Access
Point Name) provided by
the ISP.

String

Reconnect_mode

Selects Always On: The
connection is always on
OR On Demand: The
connection will close after
time specified in ldle_time
field.

ISP Connectivity Types.

10

Idle_time

The connection is
automatically ended if it is
idle for a specified number
of minutes.

Idle timeout value type.

11

Get_dns_from_isp

Enter Yes to get dns
dynamically from ISP if you

have not been assigned

Boolean choice
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any static IP address. The
ISP will automatically
assign a DNS address to
the router using THREEG
network protocol.
Otherwise Enter No and
give valid static dns
addresses.
. IP address
12 |Primary_dns I\é,a';\%g:ggsry DNS Server |y A BBB.CCC.DDD where
' each part is in the range 0-255.
. IP address
13 |Secondary dns | aldsecondary DNS |5 ) p'BRB cCC.DDD where

Server |IP Address.

each part is in the range 0-255.

11.34

net wan mode configure

S.No |Command Name [Description Type and Description
1 save Saves wan mode
configuration settings.
To revert to the previous
2 cancel ipv4 wan configuration
settings.
Saves wan mode
3 exit configuration settings and
current mode.
Select among the options:
SINGLE_WAN,
4 wan_mode_type LOAD_BALANCING, Types of WAN modes.
AUTO_ROLLOVER
If Mode Type selected is
LOAD_BALANCING, this
. field gives you options to
5 loadbalancing configure
LOAD_BALANCING
credentials
. Enter the type of Types of Loadbalancing
6 loadbalancing algo LoadBalancing Algo algorithms.
- loadbalancing Selects the Fail Over
failover_method detection method
8 loadbalancing Spill Over Configuration
spillover Parameters
loadbalancing Percentage of max
9 spillover 9 Unsigned integer.

load_tolerance

bandwidth after which the
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router switches to
secondary WAN

loadbalancing

Sets the maximum
bandwidth tolerable by the
Primary WAN. If the
bandwidth goes below the

10 fnp;)I(O\;gn dwidth Ioad_tolerance value of_ Unsigned integer.
— configured Max Bandwidth,
the router switches to
secondary WAN.
Sets the maximum
bandwidth unit tolerable by
. the Primary WAN. If the
Ioe_ldbalancmg bandwidth goes below the , :
11 rsnpal,I)I(O\;)earndWidth i Ioad_tolerance value of. Types of max bandwidth unit.
— — |configured Max Bandwidth,
the router switches to
secondary WAN.
Iogdbalancing Select the Fail Over Types of Faillover Detection
12 failover_method detection method methods.
type
13 loadbalancing
failover_method dns
loadbalancing IP address
14 failover_method dns AAA.BBB.CCC.DDD where
ipaddr_wan1 each part is in the range 0-255.
loadbalancing IP address
15 failover_method dns AAA.BBB.CCC.DDD where
ipaddr_wan2 each part is in the range 0-255.
loadbalancing IP address
16 failover_method dns AAA.BBB.CCC.DDD where
ipaddr_wan3 each part is in the range 0-255.
loadbalancing
17 failover _method
ping
loadbalancing IP address
18 failover_method AAA.BBB.CCC.DDD where
ping ipaddr_wan1 each part is in the range 0-255.
loadbalancing IP address
19 failover _method AAA.BBB.CCC.DDD where
ping ipaddr_wan2 each part is in the range 0-255.
loadbalancing IP address
20 failover_method AAA.BBB.CCC.DDD where

ping ipaddr_wan3

each part is in the range 0-255.
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loadbalancing

21 failover_method Idle timeout value type.
retry_interval
loadbalancing

22 failover_method Number in range of 2 to 999.
retry_attempts

23 rollover Wan Mode in Auto Rollover

24 rollover wan_port \?Vegﬁtsotne Auto rollover WAN interface type
rollover Select the Auto rollover .

25 wan,_port_Sec WAN port WAN interface type

26 rollover Selects the Fail Over
failover _method detection method
rollover . . .

. Selects the Fail Over Types of Faillover Detection

27 failover_msthod detection method myer?[hods.
type

o8 rollover
failover_method dns
rollover IP address

29 failover_method dns AAA.BBB.CCC.DDD where
ipaddr_wan1 each part is in the range 0-255.
rollover IP address

30 failover_method dns AAA.BBB.CCC.DDD where
ipaddr_wan2 each part is in the range 0-255.
rollover IP address

31 failover_method dns AAA.BBB.CCC.DDD where
ipaddr_wan3 each part is in the range 0-255.
rollover

32 failover_method
ping
rollover IP address

33 failover _method AAA.BBB.CCC.DDD where
ping ipaddr_wan1 each part is in the range 0-255.
rollover IP address

34 failover_method AAA.BBB.CCC.DDD where
ping ipaddr_wan2 each part is in the range 0-255.
rollover IP address

35 failover _method AAA.BBB.CCC.DDD where
ping ipaddr_wan3 each part is in the range 0-255.
rollover

36 failover_method Idle timeout value type.
retry_interval
rollover

37 failover_method Number in range of 2 to 999.

retry_attempts
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38 singleport
39 singleport wan_port WAN interface type.
11.35 net wan port_setup configure
S.No |Command Name [Description Type and Description
1 save Saves WAN port settings.
5 oxit Saves WAN port settings
and exit current mode.
3 cancel To revert to the previous
WAN port settings settings.
: Disables or Enables ping .
4 respond_ping on WAN side Boolean choice.
5 wan1 WAN1 port settings
6 wan1 mtu_type Enter MTU type. Mtu type.
7 wani mtu_size Enter MTU size for WAN1. [Mtu size.
Enter the type of port
8 wan1 port_speed speed for WANT. Port Speed types.
9 wan2 WANZ2 port settings.
10 wan2 mtu_type Enter MTU type. Mtu type.
11 wan2 mtu_size Enter MTU size for WAN2. [Mtu size.
Enter the type of port
12 wan2 port_speed speed for WAN2, Port Speed types.
11.36 net wan vian_setup configure
S.No |Command Name [Description Type and Description
1 save Saves WAN port vlan
settings.
> oxit Saves WAN vlan settings
and exit current mode.
3 cancel To revert to the previous
WAN vlan settings settings.
Disables or Enables Trunk .
4 trunk_mode Mode Vian. Boolean choice
I Disables or Enables Force .
5 force_recegotiation renegotiation on WAN. Boolean choice
11.37 net wan vian_setup vianid_Add
S.No [Command Name [Description Type and Description

1

save

Saves WAN port vlan Add
settings.
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Saves WAN vlan Add
2 exit settings and exit current

mode.
3 cancel To revert to th(_a previoqs

WAN vlan settings settings.
4 vian_Id Enter Vian Id. Unsigned integer
11.38 net wan vian_setup vianld_Delete
S.No [Command Name [Description Type and Description
1 save Saves WAN port vian

Delete settings.

Saves WAN vlan Delete
2 exit settings and exit current

mode.
3 cancel To revert to th(_a previoqs

WAN vlan settings settings.
4 vian_Id Enter Vian Id. Unsigned integer
11.39 net wan configurable port configure
S.No [Command Name [Description Type and Description
1 save Sav_es Configurable WAN

settings.

Saves configurable WAN
2 exit settings and exit current

mode.

To revert to the previous
3 cancel Configurable WAN settings

settings.
4 port_name Sgrlff;:(:he configurable WAN interface type
11.40 net wan wan1 ipv6 configure
S.No [Command Name [Description Type and Description
1 save Savgs ipvé wan1

configuration settings.

To revert to the previous
2 cancel ipv6 wan configuration

settings.
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Saves ipv6 wan1

3 exit configuration settings and
current mode.
4 isp_type Sets the ISP Type. ISP Types.
5 dhcpe Sets _the D_HCPC
Configurations.
dhcpc
6 stateless_mode_ena|Sets the Stateless Mode. |Stateless mode configuration.
ble
dhcpc
7 prefix_delegation_e |Enables prefix delegation. [Boolean choice
nable
8 static Sets ipv6 address.
IP address
. . abcd:abcd:abcd:abed:abed:abce
9 static ip_address Sets ipv6 address. d:abcd:abed where each part is
in the range [0-9A-Fa-f:]
10 static prefix Sets the prefix length. Unsigned integer
IP address
11 static Sets the ipv6 gateway abcd:abcd:abcd:abcd:abed:abce
gateway_address [address. d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]
IP address
12 static primary_dns Sets the ipv6 primary dns [abcd:abcd:abcd:abcd:abcd:abc
- address. d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]
IP address
13 static Sets the ipv6 secondary  |abcd:abcd:abcd:abcd:abed:abce
secondary_dns dns address. d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]
PPPoE over ipv6
14 pPpoe configuration parameters.
Enter the username to .
15 pppoe username authenticate. String
Enter the password to .
16 pppoe password authenticar?[e. String
17 pppoe authOpt ngﬁ;;?iié?;th Option to PPPOE Authentication Types.
Enter the dhcpv6 option for
18 pppoe dhcpve_opt |configuring additional WAN interface type
parameters.
IP address
19 . Valid primary DNS Server |abcd:abcd:abcd:abcd:abed:abc
pppoe primary_dns

IP Address.

d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]
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IP address

0 pppoe Valid secondary DNS abcd:abcd:abcd:abcd:abcd:abc
secondary_dns Server IP Address. d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]
11.41 net wan wan2 ipv6 configure
S.No [Command Name [Description Type and Description
Saves ipv6 wan2
! save configuration settings.
To revert to the previous
2 cancel ipv6 wan2 configuration
settings.
Saves ipv6 wan2
3 exit configuration settings and
current mode.
4 isp_type Sets the ISP Type. ISP Types.
5 dhcpe Sets _the D_HCPC
Configurations.
dhcpc
6 stateless_mode_enalSets the Stateless Mode. [Stateless mode configuration.
ble
dhcpc
7 prefix_delegation_e |Enables prefix delegation. [Boolean choice
nable
8 static Sets the ipv6 address.
IP address
. : abcd:abcd:abcd:abcd:abced:abc
9 static ip_address Sets the ipv6 address. d:abcd:abed where each part is
in the range [0-9A-Fa-f:]
10 static prefix Sets the prefix length. Unsigned integer
IP address
11 static Sets the ipv6 gateway abcd:abcd:abcd:abcd:abced:abce
gateway_address [address. d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]
IP address
12 static primary_dns Sets the ipv6 primary dns |abcd:abcd:abcd:abcd:abcd:abce
- address. d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]
IP address
13 static Sets the ipv6 secondary  |abcd:abcd:abcd:abcd:abed:abce
secondary_dns dns address. d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]
PPPoE over ipv6
14 pPpoe configuration parameters.
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Enter the username to .
15 pppoe username authenticate. String
Enter the password to .
16 pppoe password authenticate. String
Enter the Auth Option to o
17 pppoe authOpt authenticate. PPPOE Authentication Types.
Enter the dhcpv6 option for
18 pppoe dhcpve_opt |configuring additional WAN interface type
parameters.
IP address
. Valid primary DNS Server |abcd:abcd:abcd:abed:abcd:abc
19 PPPOE primary_dns IP Address. d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]
IP address
20 pppoe Valid secondary DNS abcd:abcd:abcd:abcd:abcd:abc

secondary_dns

Server |IP Address.

d:abcd:abcd where each part is

in the range [0-9A-Fa-f:]

11.42

net routing ospfv2

configure <interface>

S.No

Command Name

Description

Type and Description

1

<interface>

Ospfv2 configuration mode.

OSPF Interfaces type

2

save

Saves OSPFv2
configuration settings.

exit

Saves OSPFv2
configuration settings and
exit current mode.

cancel

To revert to the previous
configuration settings.

enable

Enables/Disables OSPFv2
for a particular interface.

Boolean choice

area

Gives the area to which the
interface belongs.

Unsigned integer

priority

Helps to determine the
OSPFv2 designated router
for a network. The router
with the highest priority will
be more eligible to become
Designated Router. Setting
the value to 0, makes the
router ineligible to be come
Designated Router. The

default value is 1.

Unsigned integer
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S.No

Command Name

Description

Type and Description

hello_interval

The number of seconds for
Hellolnterval timervalue.
Setting this value, Hello
packet will be sent every
timer value seconds on the
specified interface. This
value must be the same for
all routers attached to a
common network. The
default value is 10
seconds.

Unsigned integer

dead_interval

The number of seconds
that a device’s hello
packets must not have
been seen before its
neighbors declare the
OSPF router down. This
value must be the same for
all routers attached to a
common network. The
default value is 40
seconds.

Unsigned integer

10

cost

The cost of sending a
packet on an OSPFv2
interface.

Unsigned integer

11

auth_type

Gives the authentication
type used for OSPFv2. If
Authentication type is
none, the interface does
not authenticate ospf
packets. If Authentication
Type is Simple, ospf
packets are authenticated
using simple text key. If
Authentication Type is
MD5, the interface
authenticates ospf packets
with MD5 authentication.

OSPF Authentication type

12

auth_key

Text Key for Simple
Authentication type.

String

13

md5_key_id

Gives the MD5 Key id.

Unsigned integer

14

md5_auth_key

Gives the MD5 text key.

String
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11.43

net routing ospfv3

configure <interface>

S.No

Command Name

Description

Type and Description

1

<interface>

Ospfv3 configuration mode.

OSPF Interfaces type

2

save

Saves OSPFv3
configuration settings.

exit

Saves OSPFv3
configuration settings and
exit current mode.

cancel

To revert to the previous
configuration settings.

enable

Enables/Disables OSPFv3
for a particular interface.

Boolean choice

priority

Helps to determine the
OSPFv3 designated router
for a network.The router
with the highest priority will
be more eligible to become
Designated Router. Setting
the value to 0, makes the
router ineligible to beco me
Designated Router. The
default value is 1.

Unsigned integer

hello_interval

The number of seconds for
Hellolnterval timer
value.Setting this value,
Hello packet will be sent
every timer value seconds
on the specified interface.
This value must be the
same for all routers
attached to a common
network. The default value
is 10 seconds.

Unsigned integer

dead_interval

The number of seconds
that a device’s hello
packets must not have
been seen before its
neighbors declare the
OSPF router down. This
value must be the same for
all routers attached to a
common network. The
defaul t value is 40
seconds.

Unsigned integer

168




S.No

Command Name

Description

Type and Description

The cost of sending a

9 cost packet on an OSPFv3 Unsigned integer
interface.
11.44 16.44 net routing protocol_binding add
S.No |Command Name [Description Type and Description
Saves Protocol-Binding
1 save rules configuration settings.
Saves Protocol Binding
2 exit rules configuration settings
and exit current mode.
3 cancel To revert to the previous
configuration settings.
4 Service Available Service. service type
5 Local_Gateway Local gateway type. WAN interface type
6 Source_Network Source network type. Firewall rule address type.
7 E estination_Networ Destination network type. |Firewall rule address type.
. IP address
8 ftource_address_sta ﬁ’gwgrgklP of the Source AAA BBB.CCC.DDD where
' each part is in the range 0-255.
. IP address
9 zource_address_en Egéjrlng IP of the Source AAA BBB.CCC.DDD where
) each part is in the range 0-255.
N IP address
to. [fesnaon adress el e st P ofhe Jaan 285.00C, 00D wher
— ge. each part is in the range 0-255.
o IP address
19 [destnation address Bets he last IP of e 1AAA BBB.CCC.DDD where
— ge. each part is in the range 0-255.
11.45 net routing protocol_binding
edit <row_id>
S.No [Command Name |[Description Type and Description
. Protocol_binding rules . .
1 <row_id> configuration mode. Unsigned integer
> save Saves Protocol-Binding
rules configuration settings.
Saves Protocol Binding
3 exit rules configuration settings
and exit current mode.

169




S.No |Command Name [Description Type and Description
4 cancel To revert to the previous
configuration settings.
5 Service Available Service. service type
6 Local_Gateway Local gateway type. WAN interface type
7 Source_Network Source network type. firewall rule address type
8 Destination_Network|Destination network type. [firewall rule address type
. IP address
9 i{ource_address_sta ﬁt:[wg]?klP of the Source AAA BBB.CCC.DDD where
’ each part is in the range 0-255
. IP address
10 Zource_address_en Egéjrlng IP of the Source AAA BBB.CCC.DDD where
' each part is in the range 0-255
o oL IP address
11 dzf;L?atlon_address S;zrrt IP of the Destination AAA BBB.CCC.DDD where
— ' each part is in the range 0-255
N . ... |IP address
12 destination_address [Ending IP of the Destiation AAA BBB.CCC.DDD where

| end

user.

each part is in the range 0-255

11.46

enable <row _id>

net routing protocol_binding

S.No |Command Name [Description Type and Description
1 <row_id> Eéﬂﬁ?gcﬁrlﬁ?g;dﬁg drg.les Unsigned integer
> save Saves Pro_tocol-_Binding
rules configuration settings.
Saves Protocol Binding
3 exit rules configuration settings
and exit current mode.
4 cancel To revert to the previous
configuration settings.
5 Service Available Service Service type.
6 Local_Gateway Local gateway type. WAN interface type.
7 Source_Network Source network type. Firewall rule address type.
8 Destination_Network|Destination network type. |Firewall rule address type.
9 ftource_address_sta ﬁ’gwgrgklP of the Source EAaA?gESGESS.SCCC.DDD where
' each part is in the range 0-255.
10 source_address_en |Ending IP of the Source anAégTBe;.SCCC.DDD where

d

user.

each part is in the range 0-255.
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S.No

Command Name

Description

Type and Description

11

destination_address
| start

First IP of the Destination
user address range.

IP address
AAA.BBB.CCC.DDD where
each part is in the range 0-255.

destination_address

Last IP of the Destiation

IP address

12 AAA.BBB.CCC.DDD where
end user address range. each part is in the range 0-255.
11.47 net routing protocol_binding
disable <row_id>
S.No |Command Name [Description Type and Description
. Protocol_binding rules : .
1 <row_id> configuration mode. Unsigned integer.
> save Saves Prqtocol—.Bmdmg
rules configuration settings.
Saves Protocol Binding
3 exit rules configuration settings
and exit current mode.
4 cancel To revert to the previous
configuration settings.
5 Service Available Service. Service type.
6 Local_Gateway Local gateway type. WAN interface type.
7 Source_Network Source network type. Firewall rule address type.
8 Destination_Network|Destination network type. |Firewall rule address type.
. IP address
9 ftource_address_sta Eléi’;vlolz;kof the Source AAA BBB.CCC.DDD where
' each part is in the range 0-255.
IP address
10 Zource_address_en Last IP of the Source user. [AAA.BBB.CCC.DDD where
each part is in the range 0-255.
N . o IP address
11 dzf;L?atlon_address Eg;’; IP of the Destination AAA BBB.CCC.DDD where
— ' each part is in the range 0-255.
L I IP address
12 dgignatlon_address t::’; IP of the Destiation AAA BBB.CCC.DDD where
— ' each part is in the range 0-255.
11.48 net routing protocol_binding
delete <row_id>
S.No |Command Name |Description Type and Description

1

<row_id>

Protocol_binding rules

configuration mode.

Unsigned integer.
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S.No

Command Name

Description

Type and Description

Saves Protocol-Binding

2 save . . ?
rules configuration settings.
Save Protocol Binding rules
3 exit configuration settings and
exit current mode.
4 cancel To revert to the previous
configuration settings.
5 Service Available Service Service type.
6 Local_Gateway Local gateway type. WAN interface type.
7 Source_Network Source network type. Firewall rule address type.
8 Destination_Network|Destination network type. |Firewall rule address type.
. IP address
9 source_address_sta |First IP address of the AAA BBB.CCC.DDD where
rt Source Network. g
each part is in the range 0-255.
IP address
10 [SoUrce_address en | st ip of the Source user. |AAA BBB.CCC.DDD where
each part is in the range 0-255.
N . N IP address
11 dgtsa’:lr?atlon_address Eg;’: IP of the Destination AAA BBB.CCC.DDD where
— ' each part is in the range 0-255.
" I IP address
12 destination_address |Last IP of the Destiation AAA BBB.CCC.DDD where

_end

user.

each part is in the range 0-255.

11.49

net radvd configure

S.No

Command Name

Description

Type and Description

1

save

Saves radvd configuration
settings.

exit

Saves radvd configuration
settings and exit current
mode.

cancel

To revert to the previous
radvd configuration
settings.

enable

Enables the RADVD
process here to allow
stateless auto configuration
of the IPv6 LAN network.

Boolean choice

mode

Selects N to send router
advertisements (RA’s) to all
interfaces, else Y.

Radvd advertizement mode
type.

interval

The time in seconds

between sending

PPPOE idle timeout Type.
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S.No

Command Name

Description

Type and Description

unsolicited multicast RA'’s.
The default is 30 seconds.

flags

RA Flags

flags
managed_enable

Selects Managed to use

the administered /stateful
protocol for address auto
configuration.

Boolean choice

flags other_enable

The Other flag is selected
the host uses
administered/stateful
protocol of other (i.e. non-
address) information auto
configuration.

Boolean choice

10

preference

Selects low/medium/high
for the preference
associated with this router’s
RADVD process.

Radvd preference type.

11

mtu

This is used in RA&€™s to
ensure all nodes on the
network use the same MTU
value in the cases where
the LAN MTU is not well
known. The default is 1500.

Mtu size.

12

life_time

The lifetime in seconds of
the route. The default is

3600 seconds.

Unsigned integer.

11.50

net radvd pool add

S.No

Command Name

Description

Type and Description

1

save

Saves radvd Pool
configuration settings.

exit

Saves radvd Pool
configuration settings and
exit current mode.

cancel

To revert to the previous
radvd Pool configuration
settings.

prefix_type

Option whether to select
the prefix type as 6to4 or
Global/Local/ISATAP.

Ipv6 prefix type.

sla_id

The SLA ID (Site-Level
Aggregation ldentifier) in
the 6to4 address prefix is

set to the interface ID of the

Unsigned integer.
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S.No

Command Name

Description

Type and Description

interface on which the
advertisements are sent.

prefix_address

It specifies the IPv6
network address.

String

prefix_length

The prefix length variable is
a decimal value that
indicates the number of
contiguous, higher order
bits of the address that
make up the network
portion of the address.

Unsigned integer

prefix_life_time

The length of time over
which the requesting router

is allowed to use the prefix.

Unsigned integer

11.51

net radvd pool edit <row_id>

S.No

Command Name

Description

Type and Description

1

<row_id>

Radvd Pool configuration
mode.

Unsigned integer.

2

save

Saves radvd Pool
configuration settings.

exit

Saves radvd Pool
configuration settings and
exit current mode.

cancel

To revert to the previous
radvd Pool configuration
settings.

prefix_type

Option whether to select
the prefix type as 6to4 or
Global/Local/ISATAP.

Ipv6 prefix type.

sla_id

The SLA ID (Site-Level
Aggregation ldentifier) in
the 6to4 address prefix is
set to the interface ID of the
interface on which the
advertisements are sent.

Unsigned integer.

prefix_address

It specifies the IPv6
network address.

String.

prefix_length

The prefix length variable is
a decimal value that
indicates the number of
contiguous, higher order

bits of the address that

Unsigned integer.
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S.No

Command Name

Description

Type and Description

make up the network
portion of the address.

The length of time over

9 prefix_life_time which the requesting router [Unsigned integer
is allowed to use the prefix.
11.52 net radvd pool delete <row_id>
S.No |Command Name [Description Type and Description
. Radvd pool configuration . :
1 <row_id> delete mode. Unsigned integer
11.53 net routing dynamic configure
S.No |Command Name [Description Type and Description
1 save Saves dynamic route
settings.
Saves dynamic routes
2 exit settings and exit current
mode.
3 cancel To revert to the previous rip
configuration settings.
L Rip direction can be None, |. . ..
4 direction In only, Out only, Both. Rip direction.
5 version Rip version. Rip version.
authentication_enabl Enables/Disables
6 o - Authentication for RIP- Boolean choice.
2B/2M.
7 first_key First MD5 key.
8 first_key id_number [First MD5 Key Id. Unsigned integer
first_key First MD5 Authentication .
9 authentication_id Key. String
, , First MD5 Key Not Valid
10 first_key valid_from Before entered date.
first_key valid_from Month in which md5
11 _(€Y - authentication key validity |Month in the format MM(01-12)
month
starts.
, , Day in which md5
12 grst_key valid_from authentication key validity [Day in the format DD(01-31)
ay
starts.
first_key valid_from vear in which md5
13 €Yy - authentication key validity [Year
year starts.
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S.No

Command Name

Description

Type and Description

14

first_key valid_from

Hour in which md5
authentication key validity

HH(00-23) using 24 hour clock

hour starts.
. . Minute in which md5 . .
15 first_key valid_from | . ication key validity Minute in the format MM(00-
minute 59.)
starts.
, , Second in which md5 .
16 Qésgaﬁgy valid_from authentication key validity gge)c ond in the format S5(00-
starts. .
: . First MD5 Key is Not Valid
17 first_key valid_to After entered date.
first kev valid to Month in which md5
18 month y - authentication key validity [Month in the format MM(01-12)
ends.
: : Day in which md5
19 grSt—key valid 10| ihentication key validity |Day in the format DD(01-31)
ay
ends.
. . Year in which md5
20 flés;[r_key valid_to authentication key validity [Year
y ends.
first_key valid_to Hour in which md5
21 hour y - authentication key validity |HH(00-23) using 24 hour clock
our
ends.
. . Minute in which md5 . .
50 f|r_s,t_key valid_to authentication key validity Minute in the format MM(00-
minute 59).
ends.
. . Second in which md5 .
3 first_key valid_to authentication key validity Second in the format SS(00-
second 59)
ends.
Second MD5 Key
24 second_key Parameters.
second_key . .
25 id_number Second MD5 Key Id. Unsigned integer
second_key Second MD5 .
26 authentication_id Authentication Key. String
57 second_key Second MD5 Key Not Valid
valid from Before Entered date.
. Second MD5 Key Not Valid
28 second_key valid_to After entered date.
second_key Month ‘T‘ WhiCh mdS . .
29 valid_from month authentication key validity |Month in the format MM(01-12)
starts.
second ke Day in which md5
30 ey authentication key validity [Day in the format DD(01-31)

valid_from day

starts.

176




S.No |Command Name [Description Type and Description
Year in which md5
second_key o -
31 valid_from year authentication key validity [Year
starts.
Hour in which md5
second_key C .- .
32 valid_from hour authentication key validity [HH(00-23) using 24 hour clock
starts.
Minute in which md5 . .
second_key L .- Minute in the format MM(00-
33 valid_from minute authentication key validity 59).
starts.
Second in which md5 :
second_key o -, Second in the format SS(00-
34 valid_from second authentication key validity 59)
starts.
. Month in which md5
35 ;e(;:r?tﬂd_key valid_to authentication key validity [Month in the format MM(01-12)
ends.
. Day in which md5
36 Zicond_key valid_to authentication key validity [Day in the format DD(01-31)
y ends.
. Year in which md5
37 second_key valid_to authentication key validity [Year
year
ends.
. Hour in which md5
38 ﬁgﬁ?nd_key valid_to authentication key validity [HH(00-23) using 24 hour clock
ends.
. Minute in which md5 . .
39 se_cond_key valid_to authentication key validity Minute in the format MM (00-
minute 59).
ends.
: Second in which md5 :
40 second_key valid_to authentication key validity Second in the format SS(00-
second 59)
ends.
11.54 net routing static ipv4
configure <name>
S.No |Command Name [Description Type and Description
1 <name> Adds new static routes. String
2 save Saves static route settings.
3 . Saves static routes settings
exit )
and exit current mode.
4 cancel To revert to the previous
route configuration settings.
IP address
5 destination_address |Sets the destination IP. AAA.BBB.CCC.DDD where
each part is in the range 0-255
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S.No

Command Name

Description

Type and Description

Sets the subnet for this

IP address

6 subnet_mask rule AAA.BBB.CCC.DDD where
) each part is in the range 0-255
IP address
7 gateway_address [Sets the gateway IP. AAA.BBB.CCC.DDD where
each part is in the range 0-255
. Sets the interface for which _Use show _net routlng static
8 interface the rule applies interface_list to see list of
PPIes. interface
. Sets the metric for this , .
9 metric route. Unsigned integer
Defines whether the route
. can be shared with other .
10 private_flag gateways when RIP is Boolean choice
enabled.
11 active_flag Defines whether it's an Boolean choice

active route.

11.55

net routing static ipv6

configure <name>

S.No |Command Name [Description Type and Description
1 <names Adds new IPV6 static String
routes.
Saves IPV6 static route
2 save settings.
Saves IPV6 static routes
3 exit settings and exit current
mode.
To revert to the previous
4 cancel IPV6 route configuration
settings.
IP address
5 destination_address Sets the IPV6 destination apcd:apcd:abcd:abcd:abcd:abp
IP. d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]
. Sets the prefix length for . .
6 prefix this rule. Unsigned integer
IP address
abcd:abcd:abcd:abcd:abed:abc
7 gateway_address [Sets the gateway IPV6. d:abcd:abed where each part is
in the range [0-9A-Fa-f:]
8 interface Sets ths interface for which select the ipv6 interface type

the rule applies.
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S.No |Command Name [Description Type and Description
9 metric Sets the metric for this Unsigned integer
route.
. Defines whether its an .

10 active_flag active IPV6 route Boolean choice

11.56 net routing static ipv4 delete <name>

S.No |Command Name [Description Type and Description

1 <names Deletes a specific IPv4 String

route.

11.57 net routing static ipv6 delete <name>

S.No |Command Name [Description Type and Description

1 <names r[())zlges a specific IPV6 String

11.58 net tahi add-default-route <ip_address>

S.No |Command Name [Description Type and Description
IP address

, Adds ipv6 default route on [abcd:abcd:abcd:abcd:abcd:abe

1 <ip_address> lan interface. d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]

11.59 net tahi add-route <ip_address> <gw>

S.No |Command Name |Description Type and Description
IP address
abcd:abcd:abcd:abcd:abcd:abc
d:abcd:abcd where each part is

. Adds ipv6 route on lan in the range [0-9A-Fa-f]

1 <ip_adgress> <gw> interface. IP address
abcd:abcd:abcd:abcd:abcd:abc
d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]

11.60 net tahi del-route <ip_address> <gw>

S.No |Command Name [Description Type and Description

1

<ip_address> <gw>

Adds ipv6 route on lan
interface.

IP address
abcd:abcd:abcd:abcd:abed:abc

d:abcd:abcd where each part is
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S.No

Command Name

Description

Type and Description

in the range [0-9A-Fa-f:]

IP address
abcd:abcd:abcd:abcd:abcd:abc
d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]

11.61

net tahi ipv6-Alias-

Add(LAN) <ip6_address>

S.No

Command Name

Description

Type and Description

<ip6_address>

Adds ipv6 address to LAN
interface.

IP address
abcd:abcd:abcd:abcd:abed:abc
d:abcd:abcd where each part is

in the range [0-9A-Fa-f:]

11.62

net tahi ipv6-Alias-

Del(LAN) <ip6_address>

S.No

Command Name

Description

Type and Description

<ip6_address>

Deletes an ipv6 address
from LAN interface.

IP address
abcd:abcd:abcd:abcd:abed:abc
d:abcd:abcd where each part is

in the range [0-9A-Fa-f:]

11.63

net tahi ipv6-Alias-

Add(WAN) <ip6_address>

S.No

Command Name

Description

Type and Description

<ip6_address>

Adds ipv6 address to WAN
interface.

IP address
abcd:abcd:abcd:abcd:abed:abc
d:abcd:abcd where each part is

in the range [0-9A-Fa-f:]

11.64

net tahi ipv6-Alias-

Del(WAN) <ip6_address>

S.No

Command Name

Description

Type and Description

1

<ip6_address>

Deletes an ipv6 address

from WAN interface.

IP address

abcd:abcd:abcd:abcd:abed:abc
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S.No

Command Name

Description

Type and Description

d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]

11.65

net tahi reachable-time <time>

S.No

Command Name

Description

Type and Description

1

<time>

Sets the reachable time of
neighbour cache entries

number in range of 30 to 150

11.66

net tahi ping6 <ip> <size>

S.No

Command Name

Description

Type and Description

<ip> <size>

Ping6 on LAN interface
with count one.

IP address
abcd:abcd:abcd:abcd:abcd:abce
d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]
number in range of 1 to 1500

11.67

net tahi mping6 <mip>

S.No

Command Name

Description

Type and Description

IP address
abcd:abcd:abcd:abcd:abed:abc

1 <mip> Multicast ping6 on LAN. d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]
11.68 net tahi bping6 <bip> <psize>

S.No |Command Name [Description Type and Description
IP address
abcd:abcd:abcd:abcd:abed:abc
1 <bip> <psize> Ping6. d:abcd:abcd where each part is

in the range [0-9A-Fa-f:]
number in range of 1 to 1500

11.69

net tahi pmtu-route-add <ipAdd>

S.No

Command Name

Description

Type and Description

<ipAdd>

Adds ipv6 route on lan
interface.

IP address
abcd:abcd:abcd:abcd:abcd:abc
d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]
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11.70

net tahi interface-down <interface>

S.No

Command Name

Description

Type and Description

1

<interface>

Brings selected interface

down.

Interfaces type

11.71

net tahi interface-up <interface>

S.No

Command Name

Description

Type and Description

1

<interface>

Brings selected interface

up.

Interfaces type

11.72

net tahi start-RA-

custom <fileName> <ipAddr>

S.No

Command Name

Description

Type and Description

<fileName> <ipAdadr

Starts RA with
configuration file obtained

String
IP address

> AAA.BBB.CCC.DDD where
through tftp. each part is in the range 0-255
11.73 net tahi RA-Start
S.No |Command Name [Description Type and Description
1 save Saves RA configuration
settings.
, Starts RA, and exits current
2 exit
mode.
To revert to the previous
3 cancel RA configuration settings.
Interface on which RA
4 Interface should be sent. Interfaces type
5 AdvSendAdvert Sets AdvSendAdvert value.|Boolean choice
6 MaxRtrAdvinterval \?aeI'LseMaxRtrAdvlnterval MaxRtrAdvinterval range
7 MinRtrAdvinterval saelhseMlnRtrAdvlnterval MinRtrAdvinterval range
8 AdvCurHopLimit \?aelhseAdeurHolemlt AdvCurHopLimit range
9 AdvManagedFlag \?aelhseAdeanagedFlag Boolean choice
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S.No |Command Name [Description Type and Description
10 AdvOtherConfigFlag \?ael'LseAdetherConflgFlag Boolean choice
11 |AdvDefaultLifetime faeILSeAdVDefa“"'-'fe“me AdvDefaultLifetime range
12 AdvReachableTime saelhseAdvReachableTlme AdvReachableTime range
13 AdvRetransTimer \?aelhseAdvRetransTlmer AdvRetransTimer range
14 AdvLinkMTU Sets AdvLinkMTU value. |AdvLinkMTU range
IP address
. . , abcd:abcd:abcd:abcd:abcd:abc
15 prefix Prefix to be advertised. d:abcd:abed where each part is
in the range [0-9A-Fa-f:]
16 prefixLength Sets prefix length value. IPv6 Prefix length
17 AdvOnLink Sets AdvOnLink value. Boolean choice
18 AdvAutonomous saelhseAdvAutonomous Boolean choice
19 |AdwalidLifetime oot AdvValidLifetime gy aig fetime range
20 AdvPreferredLifetim |Sets AdvPreferredLifetime AdvPreferredLifetime range
e value.

11.74 net ipv6_tunnel teredo configure
S.No |Command Name [Description Type and Description
1 save Saves teredo Tunnel

configuration settings.

Saves teredo Tunnel
2 exit configurationsettings and

exit current mode.

To revert to the previous
3 cancel teredoTunnel configuration

settings.

Enables/disables teredo

tunneling which will allow

: traffic from a LAN IPv6

4 ;ebrleedo_tunnellng_en network to be tunneled Boolean choice

through a WAN IPv4

network to reach an IPV6

network.
5 g:lmary_teredo_serv Primary teredo server. String
6 :?\f é)rndary_teredo_s Secondary teredo server. |String
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11.75 net upnp configure
S.No |Command Name |Description Type and Description
1 save Sav_es upnp configuration
settings.
5 cancel To revert to the.prewou.s
upnp configuration settings.
3 . Saves upnp configuration
exit .
settings and current mode.
4 enable Enables/Disables UPNP. |Boolean choice
Selects the interface from .
5 Interface LAN/VLAN. String
6 advertisement Sets upnp advertisement
parameters.
- advertisement Sets Advertisement Period [UPnP Advertisement Period
period (in seconds). Type.
8 advertisement Sets Advertisement Time |UPnP Advertisement Time To
time_to_live To Live (in seconds). Live Type.
9 avail_vlan Displays available vian.
11.76 net port-vlan lan_edit <portnamew>
S.No [Command Name |Description Type and Description
1 <portnamew> Vlan port name range 1-4. |port ID
> save Sav_es vlan configuration
settings.
3 exit Saves vlan settings and
exit current mode.
4 cancel To revert to the previous
configuration settings.
5 mode Port Vlan mode. Captive Portal Profile ID
6 pvid Port Vlan ID. vlan id possible values
11.77 net port-vlan wlan_edit <ssidName>
S.No |Command Name [Description Type and Description
SSID to be edited.Use
. command 'show net .
1 <ssidName> wireless_vlan status 'to String
dislay all SSID's Name
5 save Saves vlan configuration
settings.
3 exit Sa_ves vlan settings and
exit current mode.
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S.No |Command Name [Description Type and Description
4 cancel To revert to the previous

configuration settings.
5 mode Port Vlan mode. Captive Portal Profile ID
6 pvid Port Vlan ID vlan id possible values

11.78

net vlan-membership lan_edit <portw>

S.No

Command Name

Description

Type and Description

1

<portw>

Net vlan membership for
the vlan and Wlan port.

port ID

2

save

Saves Vlan Membership
configuration settings.

cancel

To revert to the previous
vlan membership
configuration settings.

exit

Saves vlan membership
configuration. Settings and
exit current mode.

membership

Vlan membership.Give
comma seperated VLAN ID
values.

membership add

Vlan membership.Give
comma seperated VLAN ID
values.

String

membership remove

Vlan membership.Give
comma seperated VLAN ID
values.

String

11.79

net vlan-membership

wlan_edit <ssidName>

S.No

Command Name

Description

Type and Description

<ssidName>

SSID to be edited.Use
command 'show net

wireless_vlan status 'to
dislay all SSID's Name

String

save

Saves Vlan Membership
configuration settings.

cancel

To revert to the previous
vlan membership

configuration settings.
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S.No

Command Name

Description

Type and Description

exit

Saves vlan membership
configuration settings and
exit current mode.

membership

Vlan membership.Give
comma seperated VLAN ID
values.

membership add

Vlan membership.Give
comma seperated VLAN ID
values.

String

membership remove

Vlan membership.Give
comma seperated VLAN ID
values.

String

11.80

net multiVlan subnet edit <vianiD>

S.No |Command Name [Description Type and Description
1 <vianID> Multivlan server edit mode |vlan id possible values
> save Savc_as Mu!ti Vian server
configuration settings.
To revert to the previous
3 cancel Multi Vlan server
configuration settings.
Saves Multivlan server
4 exit configuration settings and
exit current mode.
, . IP address
5  |ip-address 1" of given MultiVian AAA.BBB.CCC.DDD where
' each part is in the range 0-255
IP address
6  |subnet-mask plods subnet mask for  1oa BBB.CCC.DDD where
ultivian. o
each part is in the range 0-255
7 dhcp-mode Selects the DHCP Mode. |dhcpv4 modes
8 domain-name Domain name for vlan. Strllng, Max 256 charac;[ers and
no ' or empty space or
. IP address
9 lstartip g;i”'ﬁo'geaddress ofthe  |AAA BBB.CCC.DDD where
P ' each part is in the range 0-255
IP address
10 end-ip Ending ip of the Valn. AAA.BBB.CCC.DDD where
each part is in the range 0-255
IP address
11 primary-dns Primary dns for the vian.  |AAA.BBB.CCC.DDD where

each part is in the range 0-255
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S.No

Command Name

Description

Type and Description

IP address

12 secondary-dns Secondary dns for the vlan.|AAA.BBB.CCC.DDD where
each part is in the range 0-255
IP address

13 default_gw Sets default gateway. AAA.BBB.CCC.DDD where
each part is in the range 0-255

14 lease-time Lease time for the vlan. number in range of 1 to 24
IP address

15 relay-gateway Relay gateway for the vlan. AAA.BBB.CCC.DDD where
each part is in the range 0-255

16 enable-dns-proxy  |Relay gateway for the vlan. [Boolean choice

11.81

net vian config add <vi/an_id>

S.No |Command Name [Description Type and Description
1 <vian_id> Adds a vlan. vlan id possible values
> save Sav_es vlan configuration
settings.
3 oxit Sa_ves vlan settings and
exit current mode.
4 cancel To revert to the previous
configuration settings.
5 vlan-name Name for vian. String
6 inter-vlan-routing Enaples/DlsabIes intervlan Boolean choice
Routing.
o Available captive portal

7 showCP-profiles profiles.
captive-portal- . .

8 enable Enables captive portal. Boolean choice

9 captive-portal-user GccessType is Permanent

ser.

10 captive-portal-user [Authentication-server for  [Authentication Type for
auth-mode user. Captive Portal user
captive-portal-user [Authentication-type for . I

11 auth-type user. Radius Authentication type
captive-portal-user [Captive portal profile for . .

12 CP-profile USer. Captive Portal Profile ID

13 captive-portal-user |Captive portal profile for network redirect mode

Redirect-Type

user.
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11.82 net vlan config edit <vlian_Id>

S.No |Command Name [Description Type and Description

1 <vian_ld> Edits a configured vlan. vlan id possible values

> save Sav_es vlan configuration

settings.

3 oxit Sa_ves vlan settings and

exit current mode.

4 cancel To revert to the previous

configuration settings.

5 vlan-name Name for vian. String
: . Enables/Disables interVlan .

6 inter-vlan-routing Routing. Boolean choice

[ Available captive portal

7 showCP-profiles orofiles
captive-portal- : .

8 enable Enables captive portal Boolean choice

9 captive-portal-user AccessType is Permanent

User.

10 captive-portal-user |Authentication-server for  |Authentication Type for
auth-mode user. Captive Portal user.
captive-portal-user |Authentication-type for . o

11 auth-type LSer. Radius Authentication type.
captive-portal-user |Captive portal profile for . .

12 CP-profile uSer. Captive Portal Profile ID.

13 captive-portal-user |Captive portal profile for Network redirect mode.

Redirect-Type

user.

11.83

net vian config delete <Vianid>

S.No

Command Name

Description

Type and Description

1

<Vlanld>

Deletes a vilan.

Vlan id possible values.

11.84

net dmz configure

S.No |Command Name [Description Type and Description
1 save Saves van configuration
mode.
> cancel To revert to the_ previous
dmz configuration settings.
3 . Saves dmz configuration
exit .
settings and current mode.
4 enable_dmz Enables/Disables DMZ. Enables/disables dmz.
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S.No

Command Name

Description

Type and Description

IP address

5 ip_address Static IP address. AAA.BBB.CCC.DDD where
each part is in the range 0-255.
IP address
6 subnet_mask Subnet Mask. AAA.BBB.CCC.DDD where
each part is in the range 0-255.
7 dhcp_mode Sets the DHCP mode. dhcpv4 modes
8 domain_name DHCP Domain Name. Strllng, Max 256 charac;[ers and
no ' or empty space or
IP address
9 starting_ip_address |DHCP Starting IP address. |[AAA.BBB.CCC.DDD where
each part is in the range 0-255.
IP address
10 ending_ip_address |DHCP ending IP address. |AAA.BBB.CCC.DDD where
each part is in the range 0-255
IP address
11 primary_dns_server |Primary DNS address. AAA.BBB.CCC.DDD where
each part is in the range 0-255
12 secondary_dns_ser |Secondary DNS server anAégrBe;?CCC.DDD where
ver address. o
each part is in the range 0-255
IP address
13 default_gw Setup default gateway. AAA.BBB.CCC.DDD where
each part is in the range 0-255
IP address
14 wins_server feert\f;:]e DHCP WINS AAA.BBB.CCC.DDD where
' each part is in the range 0-255
15 lease_time Sets the DHCP lease time. [Unsigned integer
IP address
16 |relay_gateway S:;tgv:[lge Eeﬂ\?:r Relay  |AAA BBB.CCC.DDD where
9 y ' each part is in the range 0-255
Sets the DNS prox .
17 dns_proxy_enable Enable/DisabIcE. y Boolean choice
, IP address
18 |enable_ldap Enables/Disables LDAP |\ A p BRE cCC.DDD where

Server Info.

each part is in the range 0-255
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Chapter 12. Configuration commands
under branch SECURITY

12.1 security advanced_network attack_checks
configure

S.No |Command Name [Description Type and Description
1 save Saves Security Checks
configuration settings.
Saves Security Checks
2 exit configuration settings and
exit current mode.
To revert to the previous
3 cancel Security Checks
configuration settings.
4 enable_stealth_mod |Enables or Disables Stealth Boolean choice
e Mode.
Enables or DisablesTCP .
5 block_tcp_flood Flood on WAN port. Boolean choice
Enables or DisablesUDP ,
6 block_udp_flood Flood on LAN port. Boolean choice
Range of simultaneous active
- udp_connection_limi|{Connection limit of UDP on |UDP connections to be
t LAN port. accepted from a single
computer on the LAN.
8 allow_lan_icmp Enables or Disables ICMP Boolean choice
- - Notification on LAN port.
block_spoofed_pack|Allows/Blocks spoofed .
9 ots packets. Boolean choice
. Allows/Blocks Tcp Filter .
10 Tcp_Filter_Check Check. Boolean choice
, .. _..[Enables or Disables ICMP
11 block_icmp_notificat notifications on Internet Boolean choice
on
Ports.
block fragmented Enables or Disables
12 ackets 9 P Fragmented Packets on Boolean choice
Internet Ports.
. Enables or Disables
13 Egc;gk_multlcast_pac Multicast packets on Boolean choice
Internet Ports.
14 synflood_dectect_rat|Configures the Syn flood |Range of packets sent per
e Detect Rate. second in dos attack types.
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S.No

Command Name

Description

Type and Description

block_spoofed_tcp_r|

Enables or Disables

Rate

15 ot blocking of spoofed tcp Boolean choice
RST packets.

block_ftp_bounce a,[Enab!es or Disables _
16 — = — |blocking of FTP Bounce |Boolean choice

tack Attack pack

ack packets.

17 echostorm_flood_rat|Configures the Echo Storm |Range of packets sent per

e Flood Rate second in dos attack types.
18 icmp._flood_rate Configures the ICMP flood |Range of packets sent per

second in dos attack types.

12.2 security advanced network ips setup

S.No |Command Name |Description Type and Description
1 save Sav.es ips configuration
settings.
Saves ips configuration
2 exit settings and exit current
mode.
3 cancel To revert to the previous
ips configuration settings.
4 enablg_mtrusmn_pr Enabl_es or Dlsab_les Boolean choice
evention Intrusion Prevention.
5 ena_ble_lntrusmn_de Enabl_es or Dlsaples Boolean choice
tection Intrusion Detection.
. . Enables or Disables IPS
6 ips_check_active checks.
ios check active Enables or Disables ips
7 Ip — — checks active between LAN|Boolean choice
an-wan
and WAN.
. . Enables or Disables ips
8 ips_check_active checks active between Boolean choice

dmz-wan

DMZ and WAN.

12.3 security application_rules add

S.No |Command Name [Description Type and Description
1 save Savgs appllcatlon_ rules

configuration settings.

Saves application rules
2 exit rules configuration settings,

and exits current mode.
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S.No

Command Name

Description

Type and Description

To revert to the previous

3 cancel application rules
configuration settings.

4 name Name of the rule. String
Specifies whether to .

5 enable_rule Enable or Disable the rule. Boolean choice
Specifies whether the port

Type of protocol to be selected

6 protocol uses the TCP or UDP N
protocol. for a application rules.
Displays interface name on

7 interface which port triggering rule is |interface type
configured.

. Start port number of the

8 outgoing_start_port outgoing traffic. Port number

9 outgoing_end_port Last_ port of the outgoing Port number
traffic.

10 incoming_start_port Start port number of the Port number

incoming traffic.

11

incoming_end_port

Last port number of the

incoming traffic.

Port number

12.4 security application_rules edit <row_id>

S.No |Command Name [Description Type and Description
Application rules

1 <row_id> configuration mode to edit [Unsigned integer
the selected rule.
Saves application rules

2 Save configurgﬁon settings.
Saves application rules

3 exit rules configuration settings,
and exits current mode.
To revert to the previous

4 cancel application rules
configuration settings.

5 name Name of the rule. String
Specifies whether to .

6 enable rule Eﬁable or Disable the rule. Boolean choice
Specifies whether the port

7 fprotocol uses he TOP or UDP  [1¥92 ©f Potocal fo be selected
protocol. '
Displays interface name on

8 interface which port triggering rule is |Interface type.

configured.
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S.No

Command Name

Description

Type and Description

outgoing_start_port

First port number of the
outgoing traffic.

Port number

Last port of the outgoing

10 outgoing_end_port raffio. Port number
. : Start port number of the

11 incoming_start_port incoming traffic. Port number

12 incoming_end_port End port number of the Port number

incoming traffic.

12.5 security application_rules delete <row_id>

S.No

Command Name

Description

Type and Description

1

<row_id>

Deletes the selected rule or

rules.

Unsigned integer

12.6 security firewall custom_service add

S.No

Command Name

Description

Type and Description

1

save

Saves custom services
configuration settings.

exit

Saves custom services
configuration settings and
exit current mode.

cancel

To revert to the previous
custom services
configuration settings.

name

Name of the service for
which a rule is to be added.

String

protocol

Protocol

Type of protocol to be selected
for a custom service.

type

Port type can be Port
Range/Multiple Ports. The
layer 3 Protocol that the
service uses. Can be TCP,
UDP, BOTH, ICMP or
ICMPv6

Type to be selected for a
custom service.

start_port

Port number of the
Destination user.

Port number

icmp_type

Port number of the
Destination user.

number in range of 0-40(icmp)
or 1-255(icmpv6)

finish_port

Port of the Destiation user.

Port number

10

multiple_port

Muliple Port of the
Destiation user.Seperate

Ports by Comma.

String
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12.7 security firewall custom_service
edit <row_id>

S.No |Command Name [Description Type and Description
Opens the Custom
1 <row_id> Services anfiguration Unsigned integer
- page, to edit the selected
custom Service.
5 save Savc_as custom services
configuration settings.
Saves custom services
3 exit configuration settings and
exit current mode.
To revert to the previous
4 cancel custom services
configuration settings.
Name of the service for .
5 name wﬁicr?grule is to be added. String
Type of protocol to be selected
6 protocol Protocol. fo);pa cus?om service.
- type Port type can be Port Type to be s_elected fora
Range/Multiple Ports. custom service.
Port number of the
8 start_port Destination user. Port number
, Port number of the Number in range of 0-40(icm
9 lemp_type Destination user. or 1—255(icmp\?6). emp)
10 finish_port Port of the Destiation user. |Port number
Muliple Port of the
11 multiple_port Destiation user. Seperate |String
Ports by Comma.

12.8 security firewall custom_service
delete <row_id>

S.No

Command Name

Description

Type and Description

1

<row_id>

Deletes the selected
custom service or custom

services.

Unsigned integer.
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12.9 security firewall ipv4 configure

S.No |Command Name [Description Type and Description
Saves Firewall IPV4 rules
1 save X X .
configuration settings.
Saves Firewall IPV4 rules
2 exit configuration settings and
exit current mode.
To revert to the previous
3 cancel IPV4 rules configuration
settings.
4 from_zone S;t: from Zone security firewall rule type
Sets From Zone VLAN
5 from_zone_vlan using corresponding VLAN |[String
name.
6 to_zone Sets to Zone security type [Firewall rule type.
v to zone vian Sets To Zone VLAN using Strin
— — corresponding VLAN name 9
8 service .
Name of the custom
service service for which a rule is
9 service custom to be added. Custom name [String
- should already be added
into custom service
service Name of the service for .
10 service_normal which a rule is to be added. Service type.
11 action ﬁ‘ﬁgon to be taken by the Firewall rule action type.
Name of schedule for .
12 schedule which the rule is applicable. String.
13 Zource_address_typ Type of the source user.  |Firewall rule address type.
14 destination_address [Type of the destination Firewall rule address type.
| type user.
15 snat_address_type [Type of the SNAT address. |Firewall rule snat address type.
Firewall rule log
16 log Log Always or Never enable/disable.
IP address
17 [fOUrce_addiess S8 b ot the Source user.  |AAABBB.CCC.DDD where
each part is in the range 0-255.
source_address_en IP address
18 - —~" |IP of the Source user. AAA.BBB.CCC.DDD where

d

each part is in the range 0-255.
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S.No |Command Name [Description Type and Description
o IP address
19  [destination address b of the Destination user. |AAA.BBB.CCC.DDD where
— each part is in the range 0-255.
destination_address IP address
20 - IP of the Destination user. |AAA.BBB.CCC.DDD where
. end g
each part is in the range 0-255
21 qos_priority Firewall type of service. firewall type of service
. WAN interface for Source .
22 wan_interface NAT settings. WAN interface type
IP address
23 snat_address IP of the SNAT Address. |AAA.BBB.CCC.DDD where
each part is in the range 0-255
. . Set Ip to use alias as IP address
24 :lgas_SNAT_Ipaddre Internal_Interface for AAA.BBB.CCC.DDD where
firewall. each part is in the range 0-255
The port number to use for
25 dnat_port DNAT, required if port Port number
forwarding is enabled.
Enables/disables port
26 port_forwardmg_enaf_orwardlng baseq on thls Boolean choice
ble firewall rule configuration
settings.
Sends to Local Server
DNAT IP ifi IP
27 internal_ip_address g:lddress a)r;dsggﬁ[l rlwismatl)ner OfanAdg[Be;SCCC DDD where
P a machine on the Local each. art .is in tﬁe range 0-255
Network which is hosting P g
the server.
Sets it as
28 dnat_ipaddress Dedicated/configured WAN interface type
WAN/3G WAN.
. : Sets Ip to use alias as IP address
29  Plas DNATIPaddieie,tomal Interface for  [AAA.BBB.CCC.DDD where
firewall. each part is in the range 0-255
12.10 security firewall ipv4
default_outbound_policy <default _outbound
_policy>
S.No |Command Name |Description Type and Description

1

<default_outbound
policy>

Firewall Settings, Default
Outbound Policy
configuration mode.

Boolean choice

196




12.11

security firewall ipv4 edit <row_id>

S.No

Command Name

Description

Type and Description

Firewall IPV4 rules

1 <row_id> configuration mode. Unsigned integer
5 save Saves Firewall IPV4 rules
configuration settings.
Saves Firewall IPV4 rules
3 exit configuration settings and
exit current mode.
To revert to the previous
4 cancel IPV4 rules configuration
settings.
5 from_zone S’?j from Zone security Firewall rule type.
Sets From Zone VLAN
6 from_zone_vlan using corresponding VLAN |String
name.
7 to_zone Sets to Zone security type. |Firewall rule type.
Sets To Zone VLAN using .
8 fo_zone_vian corresponding VLAN name. String
9 service .
Name of the custom
service service for which a rule is
10 service custom to be added. Custom name |String
- should already be added
into custom service.
service Name of the service for .
1 service_normal which a rule is to be added. Service type.
12 action rAlﬁgon to be taken by the Firewall rule action type.
Name of schedule for .
13 schedule which the rule is applicable. String
14 :ource_address_typ Type of the source user.  |Firewall rule address type.
15 destination_address [Type of the destination Firewall rule address type.
| type user.
16 snat_address_type [Type of the SNAT address. |Firewall rule snat address type.
Firewall rule log
17 log Log Always or Never. enable/disable.
IP address
1g  [30Urce-2ddress Sp ot the Source user.  |AAABBB.CCC.DDD where
each part is in the range 0-255.
IP address
19 source_address_en IP of the Source user. AAA.BBB.CCC.DDD where

d

each part is in the range 0-255.
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S.No

Command Name

Description

Type and Description

destination_address

IP address

20 start IP of the Destination user. |AAA.BBB.CCC.DDD where
— each part is in the range 0-255.
destination_address . IP address
21 - IP of the Destiation user. |AAA.BBB.CCC.DDD where
| end g
each part is in the range 0-255.
22 gos_priority Firewall type of service. Firewall type of service.
23 wan_interface KIVAA'IN slg;[t? ;E;e for Source WAN interface type.
IP address
24 snat_address IP of the SNAT Address. |AAA.BBB.CCC.DDD where
each part is in the range 0-255.
. : Sets Ip to use alias as IP address
25 eslgas_SNAT_lpaddre Internal_Interface for AAA.BBB.CCC.DDD where
firewall. each part is in the range 0-255.
The port number to use for
26 dnat_port DNAT, required if port Port number.
forwarding is enabled.
Enables/disables port
57 Elort_forwarding_enafprwarding baseq on this Boolean choice.
e firewall rule configuration
settings.
Send to Local Server
([()jl(;lAT IP),dSpecifies ekl)n IPfIP address
, , address and port number o
28 internal_ip_address 2 machine on the Local AAAh.BBllf.iC(i)r]()’[.h DDanwheor_e255
Network which is hosting each partis erange '
the server.
Sets it as
29 dnat_ipaddress Dedicated/configured WAN interface type.
WAN/3G WAN.
: . Sets Ip to use alias as IP address
a0 [lias DNAT ipaddr (200 5 0 0 acetor  |AAA BBB.CCC.DDD where

eSS

firewall.

each part is in the range 0-255.

12.12

security firewall ipv4 enable <row_id>

S.No

Command Name

Description

Type and Description

1

<row_id>

Enables Firewall IPv4 rules

configuration mode.

Unsigned integer
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12.13

security firewall ipv4 disable <row_id>

S.No |Command Name

Description

Type and Description

1 <row_id>

Disables Firewall IPv4
Rules configuration mode.

Unsigned integer

12.14

security firewall ipv4 delete <row_id>

S.No |Command Name

Description

Type and Description

Deletes a specified Firewall

1 <row_id> IPV4 Rule. Unsigned integer
12.15 security firewall ipv4 move <row_id>
S.No |Command Name |Description Type and Description
. Row id(s) a,b,c where each
1 <row_id> régig:::rlp\xo?gle part is a valid rowid in the
9 ' range [0-9]

5 save Saves I_:lrewall_ IPV4 rule

reordering settings.

Saves Firewall IPV4 rule
3 exit reordering settings and exit

current mode.

To revert to the previous
4 cancel IPV4 rule reordering

settings.
5 position New position for the rule  |Unsigned integer
12.16 security firewall algs
S.No |Command Name [Description Type and Description
1 save Sav_es Firewall algs

settings.

Saves Firewall algs
2 exit settings and exit current

mode.
3 cancel Roll Firewall algs settings.
4 Rtsp irLoGtc;caI to be enabled at Boolean choice
5 Sip irLoGt(;cal to be enabled at Boolean choice

Protocal to be enabled at .
6 H323 ALGs. Boolean choice
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S.No

Command Name

Description

Type and Description

Protocal to be enabled at

7 Titp ALGs. Boolean choice
12.17 security firewall ipv6 configure
S.No [Command Name [Description Type and Description
1 save Saves Firewall IPV6 rules
configuration settings.
Saves Firewall IPV6 rules
2 exit configuration settings and
exit current mode.
To revert to the previous
3 cancel IPV6 rules configuration
settings.
4 rule_type Type of rule to be added. |Firewall rule type.
5 service .
Name of the custom
service service for which a rule is
6 . to be added; custom name |String
service_custom should already be added
into custom service.
service Name of the service for :
/ service_normal which a rule is to be added. Service type.
8 action ﬁjclzgon to be taken by the Firewall rule action type.
Schedule for which the rule |q, .
9 schedule is applicable. String
10 :ource_address_typ Type of the source user.  |Firewall rule address type.
11 destination_address [Type of the destination Firewall rule address type.
| type user.
Firewall rule log
12 log Log Always or Never. enable/disable.
IP address
13 source_start_addres|Start IP address of the abcd:abcd:abcd:abcd:abed:abce
S Source user. d:abcd:abcd where each part is
in the range [0-9A-Fa-f:].
IP address
source_end_addres [End IP address of the abcd:abcd:abcd:abcd:abed:abce
14 ) . :
S Source user. d:abcd:abcd where each part is
in the range [0-9A-Fa-f:].
15 source_address_pre [Prefix length of the Source String

fix

user.

200




S.No

Command Name

Description

Type and Description

destination_start_ad

Start IP address of the

IP address
abcd:abcd:abcd:abcd:abed:abc

16 dress Destination user. d:abcd:abcd where each part is
in the range [0-9A-Fa-f].
IP address
17 destination_end_ad |[End IP address of the abcd:abcd:abcd:abed:abed:abce
dress Destiation user. d:abcd:abcd where each part is
in the range [0-9A-Fa-fi].
18 destination_address |Prefix Length of the String

| prefix

Destination user.

12.18

security firewall ipv6 edit <row_id>

S.No |Command Name [Description Type and Description
. Firewall IPV6 rules . .
1 <row_id> configuration mode. Unsigned integer
> save Saves Firewall IPV6 rules
configuration settings.
Saves Firewall IPV6 rules
3 exit configuration settings and
exit current mode.
To revert to the previous
4 cancel IPV6 rules configuration
settings.
5 rule_type Type of rule to be added. [firewall rule type
6 service .
Name of the custom
service service for which a rule is
7 service custom to be added custom name |String
- should already be added
into custom service.
8 service Name of the service for Service tvoe
service_normal which a rule is to be added. ype.
9 action ﬁﬁgon to be taken by the Firewall rule action type.
Schedule for which the rule |, ..
10 schedule is applicable. String
11 2ource_address_typ Type of the source user.  |Firewall rule address type.
destination_address [Type of the destination :
12 | type user. Firewall rule address type.
Firewall rule log
13 log Log Always or Never. enable/disable.
14 source_start_addres Start IP of the Source user. IP address

S

abcd:abcd:abcd:abcd:abed:abc
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S.No |Command Name [Description Type and Description
d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]

IP address
source_end_addres abcd:abcd:abed:abed:abed:abce

15 S End IP of the Source user. d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]

16 s_ource_address_pre Prefix length of the Source String.

fix user.
IP address

17 destination_start_ad [Start IP of the Destination [abcd:abcd:abcd:abcd:abcd:abc

dress user. d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]
IP address
18 destination_end_ad [End IP of the Destiation abcd:abced:abed:abed:abed:abce
dress user. d:abcd:abcd where each part is
in the range [0-9A-Fa-f:]
19 destlr_1at|on_address Prefl_x Lgngth of the String
| prefix Destination user.

12.19 security firewall ipv6 enable <row_id>

S.No |Command Name |Description Type and Description

1 <row id> Enables selected Firewall Unsianed integer

— IPV6 rule. g g

12.20 security firewall ipv6 disable <row_id>

S.No |Command Name [Description Type and Description

1 <row id> Disables selected Firewall Unsianed integer

— IPV6 Rule. 9 9
12.21 security firewall ipv6 delete <row_id>
S.No |Command Name [Description Type and Description
. Delet lected Fi Il . .

1 <row_id> IPeV% %SUIS: ected Firewa Unsigned integer

12.22 security firewall ipv6 move <row_id>

S.No |Command Name |Description Type and Description

1

<row_id>

Firewall IPV6 Rule
reordering mode.

Row id(s) a,b,c where each
part is a valid rowid in the

range [0-9]
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S.No |Command Name |Description Type and Description
> save Saves Elrewalll IPV6 rule
reordering settings.
Saves Firewall IPV6 rule
3 exit reordering settings and exit
current mode.
To revert to the previous
4 cancel IPV6 rule reordering
settings.
5 position New position for the rule.  |Unsigned integer
12.23 security firewall ipv6
default_outbound_policy <default_outbound
_policy>
S.No |Command Name |Description Type and Description
Firewall Settings, IPv6
1 <de_fau/t_outbound_ Default Outbound Policy  |Boolean choice
policy> configuration mode.
12.24 security ids configure
S.No [Command Name |Description Type and Description
1 save Savgs IDS configuration
settings.
Saves IDS configuration
2 exit settings and exit current
mode.
To revert to the previous
3 cancel IDS configuration settings.
4 enable Enables Intrusion detection Boolean choice
system.
5 intrusion_log_enabl |Enables/Disables intrusion Boolean choice
e logs.
12.25 security session_settings configure
S.No |Command Name [Description Type and Description

1

save

Saves security session
settings configuration

settings.
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S.No

Command Name

Description

Type and Description

Saves session settings

2 exit configuration settings and
exit current mode.
To revert to the previous
3 cancel session settings
configuration settings.
4 mgx_umdenhﬂed_se Maxnpum Unidentified Unsigned integer
ssions Sessions.
max_half_open_ses |[Maximum Half Open . .
5 sions Sessions. Unsigned integer
. . TCP Session Timeout : .
6 tcp_session_timeout Duration. Unsigned integer
v udp_session_timeou|[UDP Session Timeout Unsianed integer
t Duration. 9 9
8 other_session_time Other_ Session Timeout Unsigned integer
out Duration.
9 tcp_session_cleanu [TCP Session Cleanup Unsigned integer

p_latency

Latency.

12.26

security schedules add

S.No

Command Name

Description

Type and Description

1

save

Saves schedules
configuration settings.

exit

Saves schedules
configuration settings and
exit current mode.

cancel

To revert to the previous
schedules configuration
settings.

name

Name of the schedule for
which a rule is to be added.

String

days

The days when the
schedule is active.

days all

The schedule applies to all
days. This option is the
default selection.

Boolean choice

days monday

Checks the box for each
day to include in this
schedule.

Boolean choice

days tuesday

Checks the box for each
day to include in this
schedule.

Boolean choice
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S.No

Command Name

Description

Type and Description

Checks the box for each

9 days wednesday day to include in this Boolean choice
schedule.
Checks the box for each
10 days thursday day to include in this Boolean choice
schedule.
Checks the box for each
11 days friday day to include in this Boolean choice
schedule.
Checks the box for each
12 days saturday day to include in this Boolean choice
schedule.
Checks the box for each
13 days sunday day to include in this Boolean choice
schedule.
14 time_of_day Scheduled time of day.
time of da Selects type of schedule
15 _01._oay activation for time of the  [Boolean choice
all_enable
day.
. The start time for the
16 time_of_day start schedule.
17 tlme_of_day start Minutes Minute in the format MM(00-
mins 59)
18 Eme_of_day start Hours Schedule time unit type.
ours
time_of_day start .- -
19 meridiem meridiem Schedule Meridiem Types.
. The end time for the
20 time_of_day end schedule.
o1 tlme_of_day end Minutes Minute in the format MM(00-
mins 59)
22 trllme_of_day end Hours Schedule time unit type.
ours
23 time_of_day end meridiem Schedule Meridiem Types.

meridiem

12.27

security schedules edit <row_id>

S.No |Command Name [Description Type and Description
. Schedules configuration , .
1 <row_id> mode. Unsigned integer
Saves schedules
2 save

configuration settings.
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S.No

Command Name

Description

Type and Description

Saves schedules

3 exit configuration settings and
exit current mode.
To revert to the previous
4 cancel schedules configuration
settings.
Name of the schedule for .
5 name which a rule is to be added String
6 days The days _when_ the
schedule is active.
The schedule applies to all
7 days all days. This option is the Boolean choice
default selection.
Checks the box for each
8 days monday day to include in this Boolean choice
schedule.
Checks the box for each
9 days tuesday day to include in this Boolean choice
schedule.
Checks the box for each
10 days wednesday day to include in this Boolean choice
schedule.
Checks the box for each
11 days thursday day to include in this Boolean choice
schedule.
Checks the box for each
12 days friday day to include in this Boolean choice
schedule.
Checks the box for each
13 days saturday day to include in this Boolean choice
schedule.
Checks the box for each
14 days sunday day to include in this Boolean choice
schedule.
15 time_of_day Scheduled time of day.
time_of_day Selects the type of
16 — = schedule activation for time [Boolean choice
all_enable
of the day.
. The start time for the
17 time_of_day start schedule.
18 time_of_day start Minutes Minute in the format MM(00-
mins 59).
19 ime_of_day start Hours Schedule time unit type.

hours
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S.No |Command Name [Description Type and Description
20 tme__pf_day start meridiem Schedule Meridiem Types.
meridiem
21 time_of_day end lgﬁezz?et'me for the
50 time_of_day end minutes Minute in the format MM (00-
mins 59).
time_of_day end : :
23 hours hours Schedule time unit type.
24 tlmta__pf_day end meridiem Schedule Meridiem Types.
meridiem
12.28 security schedules delete <row_id>
S.No |Command Name [Description Type and Description
. Deletes the selected . :
1 <row_id> schedule or schedules. Unsigned integer
12.29 security firewall smtpAlg configure
S.No |Command Name |Description Type and Description
Saves SmtpAlg
! Save configuration settings.
Saves SmtpAlg
2 Exit configuration settings and
exit current mode.
To revert to the previous
3 cancel SmtpAlg configuration
settings.
4 smtp_Alg_Status Enables/disables SmtpAlg Boolean choice
status.
Sets the port you want to : ,
5 port use for Smip Alg. Unsigned integer
12.30 security firewall smtpAig
approvedMailld add
S.No |Command Name [Description Type and Description
1 save Saves ApprovedMailld
configuration settings.
Saves ApprovedMailld
2 exit configuration settings and
exit current mode.
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S.No |Command Name [Description Type and Description

To revert to the previous
3 cancel ApprovedMailld
configuration settings.
4 approved_Mail_Id  |Approved Mail_Id String

12.31 security firewall smtpAig
approvedMailld edit <row_id>

S.No |Command Name |Description Type and Description

It allows to edit an

approved Mailld. Unsigned integer

1 <row_id>

Saves ApprovedMailld

2 save ; ) .
configuration settings.

Saves ApprovedMailld
3 exit configuration settings and
exit current mode.

To revert to the previous

4 cancel ApprovedMailld
configuration settings.
5 approved_Mail_ld  |Approved Mail_Id String

12.32 security firewall smtpAig
approvedMailld delete <row_id>

S.No |Command Name [Description Type and Description

It allows to delete an

approved Mailld. Unsigned integer

1 <row_id>

12.33 security firewall smtpAlg blockedMailld
add

S.No |Command Name [Description Type and Description

Saves BlockedMailld

1 save X : X
configuration settings.

Saves BlockedMailld
2 exit configuration settings and
exit current mode.

To revert to the previous

3 cancel BlockedMailld configuration
settings.
4 blocked Mail Id Blocked Mail_Id String
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12.34 security firewall smtpAlg blockedMailld
edit <row_id>

S.No |Command Name |Description Type and Description

It allows to edit a blocked

1 <row_id> Mailld.

Unsigned integer

Saves BlockedMailld

2 save ; : .
configuration settings.

Saves BlockedMailld
3 exit configuration settings and
exit current mode.

To revert to the previous

4 cancel BlockedMailld configuration
settings.
5 blocked Mail_Id Blocked Mail_Id String

12.35 security firewall smtpAlg blockedMailid
delete <row_id>

S.No |Command Name [Description Type and Description
1 <row_id> :\tﬂ:”? dWS to delete a blocked Unsigned integer

12.36 security firewall smtpAlg subjectList
add

S.No |Command Name [Description Type and Description

Saves subjectList

1 save X ! .
configuration settings.

Saves subjectList
2 exit configuration settings and
exit current mode.

To revert to the previous

3 cancel subjectList configuration
settings.
4 subject Subject in the Mail_lId. String
5 mail_Id Enter the Mail_|Id. String
6 action Action Allow/Block. Boolean choice
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12.37

edit <row _id>

security firewall smtpAlg subjectList

S.No [Command Name [Description Type and Description
1 <row id> It allows to edit subject with Unsianed integer
— Mailld and action. 9 9
5 save Saves subjectList
configuration settings.
Saves subjectList
3 exit configuration settings and
exit current mode.
To revert to the previous
4 cancel subjectList configuration
settings.
5 subject Subject in the Mail_lId. String
6 mail_Id Enter the Mail_|Id. String
7 action Action Allow/Block. Boolean choice
12.38 security firewall smtpAlg subjectList
delete <row_id>
S.No |Command Name [Description Type and Description
. It allows to delete the . .
1 <row_id> configuration. Unsigned integer
12.39 security mac_filter configure
S.No |Command Name |Description Type and Description
1 save Saves mac filter
configuration settings.
Saves mac filter
2 exit configuration settings and
exit current mode.
To revert to the previous
3 cancel mac filter configuration
settings.
Enables/Disables the mac .
4 enable filter status. Boolean choice
5 policy ggltii;he mac address Policy type for mac addresses.
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12.40 security mac_filter source add
S.No |Command Name |Description Type and Description
1 save Savgs source mac filter
configuration settings.
Saves source mac filter
2 exit configuration settings and
exit current mode.
To revert to the previous
3 cancel source mac filter
configuration settings.
Enter mac address to MAC address
4 address which the policies willbe  |AA:BB:CC:DD:EE:FF where
applied. each part is in the range 00-FF
12.41 security mac_filter source
edit <row_id>
S.No |Command Name |Description Type and Description
. Source Mac Filter . :
1 <row_id> configuration mode. Unsigned integer
5 save Savgs source mac filter
configuration settings.
Saves source mac filter
3 exit configuration settings and
exit current mode.
To revert to the previous
4 cancel source mac filter
configuration settings.
Enter mac address to MAC address
5 address which policies will be AA:BB:CC:DD:EE:FF where
applied. each part is in the range 00-FF
12.42 security mac_filter source
delete <row_id>
S.No |Command Name |Description Type and Description

1

<row_id>

Deletes the selected
Source Mac Filter

configuration.

Unsigned integer
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12.43 security ip_or_mac_binding add
S.No [Command Name |Description Type and Description
1 save Saves ip mac binding
configuration settings.
Saves ip mac binding
2 exit configuration settings and
exit current mode.
To revert to the previous
3 cancel ip mac binding
configuration settings.
4 computer_name %ﬁ?ﬁ:giﬁg unique name String
Enter mac address to MAC address
5 mac_address which policies will be AA:BB:CC:DD:EE:FF where
applied. each part is in the range 00-FF
, . |IP address
6 |io_address enier 1p address 10 Which 1Aaa BBB.CCC.DDD where
P PRICA- laach part is in the range 0-255
7 log_dropped_packets %rﬁﬁzzerzl?gglng option Boolean choice
12.44 security ip_or_mac_binding
edit <row_id>
S.No |Command Name |Description Type and Description
. Ip/mac binding . .
1 <row_id> configuration mode. Unsigned integer
> save Savc_as ip mac binQing
configuration settings.
Saves ip mac binding
3 exit configuration settings and
exit current mode.
To revert to the previous ip
4 cancel mac binding configuration
settings.
5 computer_name Spec!fles a uhique hame String
for this rule.
Enter mac address to MAC address
6 mac_address which policies will be AA:BB:CC:DD:EE:FF where
applied. each part is in the range 00-FF
, . IP address
7 lip_address Ecr:lt.i.rels @ﬁfé‘zsg ton"evg"’h AAA.BBB.CCC.DDD where
P pplied. each part is in the range 0-255
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S.No

Command Name

Description

Type and Description

log_dropped_packet
S

Specifies logging option for
this rule.

Boolean choice

12.45 security ip_or_mac_binding
delete <row_id>
S.No |Command Name [Description Type and Description

Deletes the selected ip/mac

1 <row_id> binding configuration. Unsigned integer
12.46 security firewall vpn_passthrough
configure

S.No |Command Name [Description Type and Description
1 save Savc_as VPN Passf[hrough

configuration settings.

Saves VPN Passthrough
2 exit configuration settings and

exit current mode.

To revert to the previous
3 cancel VPN Passthrough

configuration settings.
4 ipsec_enable Eg:ﬂﬁfoagﬁ isablesIPSEC Boolean choice
5 pptp_enable Egzgtlﬁrsozzgr? isablesPPTP Boolean choice
6 I2tp_enable Egg::ﬁrsoﬁgﬁ isablesL.2TP Boolean choice
12.47 security webAccess status <status>
S.No |Command Name [Description Type and Description
1 <status> Security webAccess status.|WPS status
12.48 security webAccess add
S.No |Command Name [Description Type and Description

1

save

Security webAccess
configuration.
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S.No |Command Name [Description Type and Description
Saves webAccess rules
2 exit configuration settings and
exit current mode.
To revert to the previous
3 cancel webAccess rules
configuration settings.
4 name Name String
5 accessType AcessType fA”?é;reSS Type for web access
IP address
6 ipAddr IpAddr AAA.BBB.CCC.DDD where
each part is in the range 0-255
7 vlanid Vianld Number in the range 1-4095
12.49 security webAccess edit <row_id>
S.No |Command Name |Description Type and Description
1 <row_id> Security webAccess edit  |Unsigned integer
5 save Security webAccess
configuration.
Saves webAccess rules
3 exit configuration settings and
exit current mode.
To revert to the previous
4 cancel webAccess rules
configuration settings.
5 name Name String
6 accessType AcessType fA”fngS Type for web access
IP address
7 ipAddr IpAddr AAA.BBB.CCC.DDD where
each part is in the range 0-255
8 vlanid Vianld Number in the range 1-4095
12.50 security webAccess delete <row_id>
S.No [Command Name |[Description Type and Description

1

<row_id>

Security webAccess delete

Unsigned integer
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12.51
configure

security website filter content_filtering

S.No |Command Name [Description Type and Description
1 save Savgs contentFiItgring

configuration settings.

Saves content Filtering
2 exit configuration settings and

exit current mode.

To revert to the previous
3 cancel content filtering

configuration settings.
4 content_filtering Enablles/ Disables content Boolean choice

iltering.

5 proxy_enable Enables/Disables proxy.  [Boolean choice
6 java_enable Enables/Disables java. Boolean choice
7 activex_enable Enables/Disables activex. [Boolean choice
8 cookies_enable Enables/Disables cookies. |Boolean choice

12.52
add

security website_filter approved_urls

S.No |Command Name |Description Type and Description
1 save Savgs trugted dor_nains
configuration settings.
Saves trusted domains
2 exit configuration settings and
exit current mode.
To revert to the previous
3 cancel trusted domains
configuration settings.
4 url Trusted domain name. String

12.53

edit <row _id>

security website_filter approved_urls

S.No |Command Name

Description

Type and Description

1 <row_id>

Trusted domains
configuration mode.

Unsigned integer

2 save

Saves trusted domains
configuration settings.
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S.No |Command Name [Description Type and Description
Saves trusted domains
3 exit configuration settings and
exit current mode.
To revert to the previous
4 cancel trusted domains
configuration settings.
5 url Trusted domain name. String
12.54 security website_filter approved_urls
delete <row_id>
S.No |Command Name [Description Type and Description
. Trusted Domains : .
1 <row_id> configuration mode. Unsigned integer
12.55 security website filter
blocked _keywords add
S.No |Command Name [Description Type and Description
1 save Saves blocked keywords
configuration settings.
Saves blocked keywords
2 exit configuration settings and
exit current mode.
To revert to the previous
3 cancel blocked keywords
configuration settings.
Enter keyword to be :
4 blocked_keyword blocked. String
12.56 security website_filter
blocked keywords edit <row_id>
S.No |Command Name [Description Type and Description
. Blocked Keywords : :
1 <row_id> configuration mode. Unsigned integer
> save Saves blocked keywords
configuration settings.
Saves blocked keywords
3 exit configuration settings and
exit current mode.
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S.No |Command Name

Description

Type and Description

4 cancel

To revert to the previous
blocked keywords
configuration settings.

5 blocked_keyword

Enter keyword to be
blocked.

String

12.57

security website_filter

blocked keywords delete <row_id>

S.No |Command Name

Description

Type and Description

1 <row_id>

Deletes the selected

Blocked Keywords.

Unsigned integer

12.58

security website_filter

blocked _keywords enable <row_id>

S.No |Command Name

Description

Type and Description

1 <row_id>

Enables the selected

Blocked Keywords.

Unsigned integer

12.59

security website_filter

blocked_keywords disable <row_id>

S.No |Command Name

Description

Type and Description

1 <row_id>

Disables the selected

Blocked Keywords.

Unsigned integer
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